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Pabouas mporpamma  gucuumiauHbl  «MHpopManuoHHas ~— 0€30MaCHOCTHY
cocTaBieHa K.0.H., JOLIEHTOM KadeIpbl MEANUKO-OMOJIOTUYECKUX OCHOB U
Oe3onacHocTu xu3HenesareabHocTH Kyxkyrer A A.

PII/] oGcyxnena Ha 3acenanuu kadeapbl TEOPUUA U METOJAUKU MEIUKO-
OMOJIOTMYECKUX OCHOB M 0€30MacHOCTH KHu3HeaeaTeabHoCcTH «07» urons 2017 r.,
nporokon Ne 9

3aBenytonuii kadeapoit T. B. KonnakoBa

Ono0peHo Hay4HO-METOIMYECKIUM COBETOM

WNuctuTyTa QUsnyeckon KyiabTyphl, criopTa u 310poBbs uM. W. SApsiruna ®I'bBOY
BIIO «KT'TIY um. B.II. Acradnber

o
«08» utons 2017 r.) //; )% M.U. bopaykos

PII/] aktyanu3upoBaHa Ha 3aceaHuu Kadeapbl MeTHKO-ONOIOTHIeCKUX
OCHOB (PM3UYECCKOHN KYJIbTYPBI U O€30MACHOCTH JKU3HEACATCIIBHOCTH
«14» wurons__ 2018 r., npotokon Neo 11

W. o. 3aB. xkadenpoit ¢
L H.H. Ka3zakeBuu

f

Ono0OpeHo Hay4HO-METOIMYECKIUM COBETOM CIIECIIMATIbHOCTH (HAMpaBICHUS
MOATOTOBKHM ) HHCTUTYTa (PU3UUECKOM KYIbTYpBI, cCliopTa U 370poBbsi uMm. 1. C.
Speirnna

« 21» wnrons 2018 r. mporokon Ne 10

[Ipeacenarens HMCC (H) o M.J. bopaykxos



PII/] akryanusupoBana Ha 2019-20 yueOHbIi roa Ha 3acegaHuu Kadeapsl
MEJIUKO-OUOJIOTUUECKUX OCHOB (PM3UYECKOU KYJIbTYPhl U 0€301aCHOCTH
xusHeaesTeabHocTH «30» anpensi 2019 r.. mpotokon Ne 8

U. 0. 3aBeayromuii kadenpoi ; H. H.
KazakeBuu L
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Ono0peHo Hay4HO-METOIMYECKIUM COBETOM
WNucTuTyTa Qu3nyeckoi KyiabTyphl, CIOpTa U 310poBbs UM. WM. SApbiruna
OI'BOY BIIO «KT'TIY um. B.I1. AcradneBay

« 23 »wmas 2019 r., nporokon Ne Z; % el M.U. Bopaykos
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1. IEJHU U 3AJJAYU JUCLHUANIIUHBI

Heanio u3ydeHuss aucuuiuinHbel - «MHopmanumonHas 0e30macHOCTbY
ABJIAETCS. O3HAKOMIIEHHE CTYAEHTOB C OCHOBaMH MH(POPMALIMOHHOM 0€30MMacHOCTH.
W3yyatorcs  MHPOPMALIMOHHBIE  yIrpo3bl, MUX HEUTpamu3auus, BOMPOCHI
OpraHu3ald Mep 3alluThl UH(MOPMAIMOHHBIX PECYpCOB, HOPMATHBHBIC
JIOKYMEHTHI, perjiaMeHTUPYIOIIHE UH(GOPMAIIMOHHYIO NEeSTENbHOCTbD,
Kpunrorpadus, ApPyrue BOINPOCHl, CBSI3aHHBbIE C oOecrneyeHueM Oe30MacCHOCTH
KOMIIBIOTEPHBIX CETEM.

3amayu Kypca:

1T03HAKOMUTh  CTYJEHTOB C  OMNpeleleHueM, Kiaccupukauumen u
XapaKTepucTUKaMu HHHOPMAIIMOHHON O€30MacHOCTH;

2TI03HAKOMUTh C OPraHU3AIMOHHBIMU ¥ OSKOHOMHYECKUMH aCTIEKTaMu
paboThl ¢ MH(POPMAIIMOHHBIMU PEeCYypCaMH U METOJIaMH OLEHKU 3((PEKTUBHOCTH
ux 6€30MacHOCTH;

3.JaTh MpejcTaBieHrue 00 0COOCHHOCTAX MHPOPMAILMOHHON 0€30MacHOCTH,
CerMEHTaX M  y4YyaCTHUKAX  HMH(POPMAIMOHHOTO  PBIHKA,  OCOOEHHOCTSX
dbopmupoBanusi OGe3omacHOCTH HHGOPMAIIUH,

4.pacCCMOTPETh OCHOBHBIE TEXHOJOTHYECKHE MPUHIUIBI 0€30MacHOCTH
MUPOBBIX HHPOPMALIMOHHBIX PECYPCOB Ha OCHOBE I100anbHOM ceTu Internet;

5.pacCMOTPETh BO3MOKHOCTU MIPUMEHEHHUs 0€30M1acHOCTH pecypcoB Internet .

JlaHHas mporpamMMa COCTaBJIEHA B MIOJIHOM COOTBETCTBUU C TOCYAAapPCTBEHHBIM
oOpa3oBaTeIbHBIM CTAaHAAPTOM U COTJIACOBaHA C KOMIUIEKCOM JPYTHX MpOTrpaMm
JUIsE  AaHHOW mporpaMmbl.. (OOyueHue CTYIEHTOB MO JaHHOW mporpaMmme
opranusyetcsi B (hopMme JIEKIIMOHHBIX U CeMHUHapcKkue 3aHsATui. CaMocTosITeNbHAS
paboTa CTYIEHTOB 3aKJIIOYAaeTCsl B U3YYEHUM COOTBETCTBYIOIIMX Y4EOHBIX
NOoCOOUM M BBHIOTHEHUH MHIUBUAYAJIbHBIX 33JIaHUN C TIOCIEIYIOIIMM KOHTPOJIEM
npenonaasatens. [Ipeanonaraercs, 4To peanu3aluio 3aJaHUN CTYAEHTHI JTOJKHBI
BBIIIOJIHSITh HA MIEPCOHAIBHBIX KOMITBIOTEPAX.

2. TPEBOBAHUSA K YPOBHIO OCBOEHUSA COAEPKAHUSA
JANCIUIIJINHBI

1. TpeGoBanusi K HMCXOAHOMY YPOBHIO NOArOTOBKH: IS YCBOCHUSA
Marepraiia Kypca HEOO0XOAUMO, YTOOBI CTYIACHTHI HMenu 0a30Bble HABBIKH
HalMCaHUsl TMPOrpaMM HAa OJIHOM U3 QITOPUTMUYECKUX S3BIKOB, HMEIHU
npeacTaBieHne 00 MHPOPMAIIMOHHBIX TEXHOJIOTUAX U CUCTEMAX.

2. TpeOoBaHusl K 3HAHUSIM, YMEHUSIM M HABBIKAM, NMPUOOPETEHHBLIM B
pe3yJabTare U3y4YeHHs TUCHUIINHDI:

[Iponiecc wm3ydeHHWs MUCUUIUIMHBI HaIpaBieH Ha (OPMHPOBAHUE CIEIYIONTUX
KOMITETCHIAN:

Oo0mekyabTypHbie komnereHuun (OK):
® CHOCOOHOCTHIO HCHOJB30BaTh €CTECTBEHHOHAYYHBIE M MaTeMaTHYeCKHe

3HaHWUS JUISI OPHCHTHPOBAHHS B  COBPEMEHHOM  HH(OPMAIHOHHOM
npoctpanctse (OK-3);



OO0yuenne mno aucuuminHe «OCHOBbI HMH(GOPMALMOHHON  0€30MacCHOCTH
dopmupyer  cieaywoumue — npogecCMOHAJIbHbIe W NPodeccHOHATbHO-
npukjaaaabiM komnereHuuu (IIK u ITIK):

® TOTOBHOCTBIO PEAIM30BBIBATH 00Pa30BATENbHBIE MPOrPAMMBI IO IIPEIMETaM B

COOTBETCTBHHM C TpeOOBaHUSIMH 00pa3zoBaTeIbHbIX cTanaapToB (ITK-1);
® CIOCOOHOCTBHIO UCTOJB30BaTh COBPEMEHHBIE METObI U TEXHOJIOTUM O0YUYEHUS
u nuarHoctuku (I1K-2).

B pe3yabTaTte n3yuyeHus IUCHUIJIMHBI CTYAEHT I0JKEH:
3namp:
e COJEpP)KAaHME OCHOBHBIX TMOHATHH  oOecnedyeHWs  WHGOPMAIMOHHON
0e301acHOCTH;
e WCTOYHUKH yIpo3 O€30macHOCTH HH(POpMAINK;
e METOJIbI OIIEHKH YS3BUMOCTH HH(POPMAIINH;
e MCTOJBI CO3JaHUS, OpraHu3alMK U oOecrneueHus (¢YHKIHMOHUPOBAHUS

CUCTEM KOMIUICKCHOM 3alTuThl HH(pOpMAIUK;

e MCTOJIbI MPECEUYCHUS Pa3TIalieHUus] KOH(OHUICHIINATLHON HHPOPMAIINH;
e BHUJBI U IPU3HAKH KOMITBIOTEPHBIX MPECTYIIIICHUH
Ymemn:

e OTBICKMBAaTh HEOOXOJUMBbIC HOPMATHBHBIC IPABOBBIC aKThl H
WH(POPMAIIMOHHBIC TIPABOBBIC HOPMBI B CHUCTEME JCHCTBYIOIICTO
3aKOHOJIATENbCTBA, B TOM YHCJE C TIOMOIIBIO CHCTEM IPaBOBOM
uHdopManmu;

e TMPUMEHATH JACHCTBYIONIYIO 3aKOHOJATEIbHYI0 0azy B oOiactu
uH(OpPMaIIMOHHON 0€30TacHOCTH;

e pa3pabaThiBaThb MPOEKTHl TMOJIOKEHUH, HWHCTPYKIUH ©  JIPYyrux
OpraHu3alMOHHO-PACTIOPSIAUTETBHBIX JIOKYMEHTOB,
perIaMEeHTUPYIONTUX paboTy 1O 3anuTe HHPOPMAITUH.

3. OFBEM JMCIHUILIVMHBI U BUJbl YYEFHOM PABOTHI

Buz y4eOHOit paboThI Beero yacos
AyAUTOpPHBIE 3aHATHUS 28
Jlexmn 10

[IpakTrueckue 3aHATUS (CEMUHAPHI) —

JlaGopaTopHbie pabOThI 18
CamocTtodTtenbHas padorta 179
Byt ”TOrOBOTO KOHTPOJIS: SK3aMEH 9

OO011ast TPyJ10€MKOCTh 216




4. COAEPKAHUE JUCHUIIJINHBI
4.1. PA3JIEJIBI JUCLIATIJIMHBI Y BUJBI 3AHSATUN

Paszgens! qucuunivasl Jlexuuu | Ilpaktuuecku | JlabopaTtopHs
€  3aHATHs, | € paboThl
CEMUHAapbI
1 Mex1yHapoaHbIe CTaH1apThl 1 B 2
nH(GOPMAITMOHHOTO OOMEHa.
NudopmanronHas 6€301macHOCTh B
2 | ycrnoBusix (yHKIMOHHPOBaHUs B Poccun 1 - 2
I7100aJIbHBIX CETEH.
3 Buzbl BO3MOKHBIX HapyILIEHUN 5 B 2
MH(OPMAIIMOHHON CUCTEMBI.
TakcoHOMUS HapylIEeHUN
4 HH(bopMauHOHchﬁ 0e30macHOCTH 1 B 2
BBIYHMCIUTEIBHON CUCTEMBI U IPUUUHBI,
00yCIIaBIMBAIOLINE UX CYLIECTBOBAHHE.
Haznauenue u 3a1aun B cepe odecnieueHus
5 | uHpOpMANMOHHOM 6€30TTaCHOCTH Ha YPOBHE 1 — 2
rocy/iapcTBa.
6 Konnenmms nadopmarimoHHon 1 B 2
0€30MaCHOCTH.

OCHOBHBIE TEXHOJIOTHH TIOCTPOCHUS
zamuiieHapx DUC. Mecto
7 | urdopmanronHoi 6e30MacHOCTH 1 - 4
SKOHOMHYECKHX CUCTEM B HAIIMOHAJIBHOI
0€301aCHOCTH CTPAHBI.
AHanu3 crmoco00B HapyIICHUH
nH(pOopManMoHHOM 6e30macHoCcTH. MeToIbI
kpunrtorpaduu. Kpunrorpaduueckue 2 3 2
METO/IbI 3aIUThl HH(POPMALIHH.
Hcronp30BaHKe 3aIUIIEHHBIX
KOMITBIOTEPHBIX CHCTEM.
Bcero wacos 10 — 18

4.2. COAEPKAHUE PA3JAEJIOB JUCHUIIJINHbI

Tema 1. MexayHapoaHble CTAHIAPThl HMH(OPMAIMOHHOIO OOMEHA.
IHonsiTHe yrpossl.

[lonsitne wHPOPMAIMOHHON OE30MACHOCTH M 3AlIUIIEHHOW CHCTEMBI.
HeobxomumocTh 3amuthl WHOOPMAIIMOHHBIX CHCTEM M TEJIEKOMMYHHUKAIUH.
TexHuueckre  TPEANOCHUIKM  Kpu3uca  WHGOPMAIMOHHONW  0€30MacHOCTH.
Nudopmarmonnasi 0e30MacHOCT, B yCIOBUAX (GYHKIMOHUPOBaHUS B Poccum
rmo0anpHbIX ceTell. OCHOBHBIC 3ajauyd OOECNEeYeHHS 3aliuThl HH(pOpMamuu.
OCHOBHBIE METOBI U CPEICTBA 3AITUTH HH()DOPMAITMOHHBIX CHCTEM.

Tema 2 HNudopmanuonnas 0€e30MacHOCTh B YCJIOBUAX
¢pynkuuonupoBanus B Poccun riiodajgbHbIX ceTeil. BUabl NpOTUBHUKOB MM
«HApYyLUHMTeJIe».



ITonaTne yrpossl. Buabpl NPOTUBHUKOB WM «HApYLIUTENEH». Buasl
BO3MOXHBIX  HapylmleHMHd  HMHPOPMALMOHHOM  cHCTeMbl. AHaIM3  Yrpo3
MH(pOpPMaIIMOHHOM 0€30MacHOCTH. Knaccuduxanus BUJIOB yrpo3
MH(OpPMAIIMOHHON O€30MaCHOCTH MO pPa3jIMYHbIM MpuU3HaKaM (IO TpHUPOAE
BO3HUKHOBEHUS, CTENIEHU IPEIHAMEPEHHOCTH U T.I1.).

CgoiicTBa uHpopmMaIuu: KOHGUICHIINATBHOCT, JOCTYITHOCTD, IIEJI0CTHOCTD.
VYrposa pacKpbITUs napameTpoB CUCTEMBI, yrposa HapylLIeHus
KOH(HJIEHIIMAJbHOCTH, YIpo3a HApyLIEHUs! LEJIOCTHOCTH, Yyrpo3a OTKa3a CIyxo0.
[Tpumepsl peanu3anuu yrpo3 HHPOpMalHOHHON 0€30MacHOCTH.

3amura uH(popMaIu. OcHOBHBIE PUHLIMIIBI oOecrieueHus
UH(GOPMAIIMOHHON 0€30MacHOCTH B aBTOMATU3MPOBAaHHBIX cucTemax. [IpuuuHsl,
BU/IbI M KaHAJIBI YyTEUKU WH(POpMAITIH.

Tema 3. Tpu B2 BO3MOKHBIX HAPYIIEHHMH HHPOPMALIMOHHON CHCTEMBI.
3amura. OCHOBHbIe HOPMATHBHbIE PYKOBOASIIINE JOKYMEHTbI, Kacaloluuecs
rocyapcTBeHHOM TaiiHbl, HOPMATHBHO-CINPABOYHbIE JOKYMEHTBI.

OCHOBHBIE ~ TOJIOKEHUS  TEOpUU  MHGPOPMALMOHHON  0€30MacHOCTH
MH(POPMAIIMOHHBIX cucTeM. PopMabHble MO/IENIM O0€30MACHOCTH UX 3HAYCHUE IS
NOCTPOCHMS 3alIMIIEHHBIX HHPOpMalUOHHBIX cucteM. lloHaTtne pgoctyma K
JaHHBIM 1 MOHHUTOpPA Oe3omacHocTH. DYyHKIIMKU MOHUTOpa Oe3onacHocTH. [lonsTre
NOJIUTUKU 0€30MacHOCTH MH(POPMALIMOHHBIX cUCcTeM. Pa3paboTka W peanu3anus
NOJIMTUKU O€30MaCHOCTU. YTpaBlieHHE TOCTYNMOM K JaHHBIM. OCHOBHBIE THUIIBI
MOJIUTUKK O€30MaCHOCTH YIpaBiIeHUS JOCTYNOM K JIaHHBIM: JAUCKPEIIMOHHAS U
MaHJaTHas  MOJMUTHKA  Oe3omacHOCTH. AHanmu3  crnoco0OB — HApYIICHHM
O6e3zonacHOCTU. TakCOHOMHUSI HapylleHHH WHGOPMAIMOHHON  0€30MmacHOCTH
BBIUMCITUTEIHLHOW CUCTEMBI M IPUYMHBI, 00YCIaBIUBAIOIINE UX CYIIECTBOBAHHUE.

Tema 4. Takconommusi HapymeHuil HHGOPMAIMOHHOW 0e30MACHOCTH
BBIYMCJINTENBHON  CHCTEMbI M  NPHYHHBI, 00yCJaBJIUBaKOIIHEe  HX
CylLeCTBOBAHME.

Meronbt  kpuntorpaduu. CpenctBa  Kpunrorpad@uyeckod — 3allMUThI
unpopmanmu (CK3U). Kpunrtorpadpuueckue mpeobpazopanus. Illudposanue wu
nemudpoBanre HHGOPMAITUH.

[Tpuuunbl HapymeHus 6e30macHoOCTH UHpopMaluu npu ee oopadorke CK3U1
(yreukn mHGOpMAIMK MO TEXHUYECKOMY KaHally, HEUCIPABHOCTH B 3JIEMEHTaX
CK3H, pabGota coBMECTHO ¢ Jpyrumu mporpammamu).Mcnonbs3oBaHue
KpunTorpaguyeckux CpeACTB Il pelieHus 3ajad  HACHTU(DHUKAIusS |
ayTeHTU(UKaIA.

Onexrponnas 1mudposas noanuck (D), mpunnuner ee bopmupoBaHus u
ucnonb3oBanus. IlogTBepkaeHne MOAJMHHOCTH OOBEKTOB U CYOBEKTOB
uH(popMaImoHHON cucTeMbl. KOHTpOb 3a TENOCTHOCThIO MHpOpMammu. XdIII-
(GYHKIIMW, TPUHIOMIBI  UCTONB30BaHUS  XOII-QYHKIUNA  JUIsI  OOCCTICUCHHS
LEJI0OCTHOCTH JIAHHBIX.

Tema 5. Haznauenue u 3a1auu B cepe odecneyeHUs1 UHGPOPMALMOHHOM
0€e30M1aCHOCTH HA YPOBHE roCyAapcTBa.

OOuiee mpencTaBieHUE O CTPYKType 3allMIIEHHON HHPOpMAIMOHHON
cucteMbl. OCOOEHHOCTH COBPEMEHHBIX HMH(POPMAIMOHHBIX CHUCTEM, (aKTOPBI



BIUSOIIME Ha  Oe30macHOCTh  MHPOpMALMOHHOM  cuctembl.  llonsatue
MH(OPMAIMOHHOIO cepBUca 0€30MacHOCTH. Buabl cepBuCOB 6€30MaCHOCTH.

Nnentudpukanus u ayreHTugukanus. [laponbHble cXeMbl ayTeHTU(PHUKALUU.
CuMmMeTpuyHbIe CXEeMbl ayTeHTH(PUKauuu cyOobekTa. HecuMMeTpuyHBbIE CXEMBI
ayreHTU(UKaUMU (C  OTKPBITBIM  KJIIOUOM). AyTeHTU(DUKAIUs C TpeTbhel
JoBepeHHOM cTopoHoil (cxema Kerberos). Tokenbl, cMapT-KapThl, UX IPUMEHEHUE.
Hcnonb3oBaHue OMOMETPUUYECKUX TAHHBIX MPU ayTEHTU(UKAIIMHU MOJIb30BaTeNeH.

CepBuchl  ymnpaBieHUs JOCTYNOM. MexaHu3Mbl JOCTyNna JIaHHBIX B
OMEpallMOHHBIX CHCTEMaX, CHUCTeMax YyIpaBieHus Oazamu pgaHHbIX. Poresas
MO/IeJIb YIPABIICHUS TOCTYIIOM.

[IporokonupoBanue u ayauT. 3amaun u ¢GyHkuuu aynura. CTpykTypa
KYpPHAJIOB ayauTa. AKTUBHBIN ayIUT, METO/Abl AaKTUBHOTO ayAuTa.

ObecnevyeHne 3alUThl KOPIIOPATUBHON MH(POPMALIMOHHON Cpejibl OT aTak Ha
UH(GOpPMAIIMOHHbIE cepBUCHL. 3ammuTa WHTEepHEeT-MoAKIIOUeHU, (YHKUUA U
Ha3HAYEHUE MEXKCETeBbIX JKpaHOB. [loHSATHE AEMWINTApU30BAHHOM 30HBI.
Bupryanbubie vactable cetd (VPN), ux Ha3HaueHHME M MCHOJb30BaHHE B
KOPIOPATUBHBIX HH(POPMAITMOHHBIX CUCTEMAX.

3amura JaHHBIX M CEPBHUCOB OT BO3ACHCTBHUS BpPEIOHOCHBIX MPOTPAMM.
Bupycel, TposHCKuE TporpamMmbl. AHTUBHUPYCHOE MpPOTpaMMHOE OOecleyeHUeE.
3aiuTa CUCTEMBI AJEKTPOHHOU MouThl. CriaM, 60pbba co cmamom.

Tema 6. Konuenuusi uHGpOPMANMOHHOI 0€30MACHOCTH.

Hcnonb3oBaHue 3allMIEHHBIX KOMIBIOTEPHBIX cucTeM. OOIue MpUHIIUIIBI
NOCTPOCHMS  3alUIEHHBIX cucTeM. Hepapxudeckuit Meton  pa3paboTKu
3alIMIIEHHBIX cucTteM. CTpykTypHbId npuHOui. [IpuHOMn  MOyJIbHOTO
nporpamMMmupoBanus. MccnegoBanue KOPPEKTHOCTH peain3aliiu U BepupUKAINH
aBTOMATU3WPOBaHHBIX cucteM. Crnenudukanus TpeOOBaHUU NPEIBSIBISIEMBIX K
cucteme. OCHOBHBIE 3Tallbl pa3pa0dOTKH 3alIMIIEHHON CHCTEMBI: OIpEeIICHHUE
NOJIUTUKH Oe3omacHOCTH, npoektupoanue monenu MC, paspaborka xoma UC,
o0OecrieueHUE TapaHTUl COOTBETCTBHS  pealM3alMy  33JaHHOW  TOJUTHUKE
0€30MacHOCTH.

Tema 7. OcHOBHBIE TEXHOJOTHM TMOCTPOeHUus1 3amumeHHbix JIUC.
Mecto uH(OPMAUMOHHOH 0€30MACHOCTH JKOHOMHUYECKHX CHCTEM B
HALIMOHAJIbHOM 0€30I1aCHOCTH CTPAHBI.

Pons cranmaproB uHpoOpMarmoHHON Oe3omacHOCTH. KBanmmdukarmoHHBIN
aHanu3 ypoBHs Oe3omacHocTH. Kputepun 6€30macHOCTH KOMIBIOTEPHBIX CHUCTEM
munuctepctBa 000poHbl CIIIA (“OpanxeBasi kHura”). ba3oBble TpeOOBaHMS
0e30omacHOCTH: TpeOOBAHUS MOJUTHKU 0€30MaCHOCTH, TPEOOBaHUS MOJOTYETHOCTH
(aynuta), TpeOoBaHMS KOPpPEeKTHOCTH. Kiacchl 3alllMIIEHHOCTH KOMIIBIOTEPHBIX
cucteM. Mntepnperanus u pazsutre Kpureprues 0€301acHOCTH.

PykoBoasiue nokymenTsl ['octexkomuccuu Poccuu. CTpykTypa TpeboBaHuUM
6esomacHocTd.  OCHOBHBIE  TOJIOKEHHSI ~ KOHILIETILMM  3alUTBl  CPEJACTB
BBIYMCIIUTENBHON TEXHUKUM OT HecaHKuuoHupoBaHHoro pocryna (HCJ) «
uHpopmanuu. [Tokazarenu 3aUIIEHHOCTH CPEICTB BBIYUCIUTEILHON TEXHUKU OT
HCJ. Knaccel 3a1MnieHHOCTH aBTOMATU3UPOBAHHBIX CHCTEM.



MexayHapoHble cTaHaapThl MH(OpMalMoHHONW Oe3zomacHocTH. CraHmapT
ISO/IEC 15408 «Kputepun oneHkn 0€30MaCHOCTH  HMH()OPMALMOHHBIX
TexHoJorui» («Enuneie kputepun»). OCHOBHBIE MOJIOXKEHUSI EMHBIX KpUTEPHUEB.
OyHKIMOHANIbHBIE TpeOoBaHus M TpeOoBanus noBepus. llowsarue IIpoduis
3amuThl U [Ipoekrta 3aimuThl.

Tema 8 AHanm3 cnoco00B HapyumeHnit HHGPOPMAITMOHHON 0€30MACHOCTH.
Hcnonb3oBanne  3allMIIEHHBIX  KOMIBIOTEPHBIX  cucreM.  MeToabl
Kpunrorpagpum.

OCHOBHBIE =~ HOPMATHUBHBIE  PYKOBOJSLIME  JIOKYMEHTBI,  KacarollHuecs
rOCyIapCTBEHHOM TaWHbI, HOPMATUBHO-CIIPABOYHbIE NOKYMEHTHl. Ha3HaueHue u
3aaun B cdepe obecrneueHus: UHPOPMAIMOHHON O€30MacHOCTH Ha YpPOBHE
rocyJ1apcTBa. OcobenHnocTtu cepTuduKanuu u CTaHIapTU3ALUU
KpunTorpadpuyeckux  yciayr.  3akoHojaTenbHas — 0aza  MH(OpMAMOHHOM
6e3omnacHocTu. MecTo HHPOPMAIMOHHON 0€30MacCHOCTH YKOHOMUYECKUX CUCTEM B
HaIMOHAJIbHOM  Oe3omacHocTHM  cTpaHbl.  Konuenmuss — uHpOpManumoOHHOM
0€30MacHOCTH.



YYEBHO-METOINYECKASA KAPTA INCIUIIJIMHBI

«MupopmannoHHas 0e30IACHOCTD)»
AJISl CTY/IEeHTOB 00pa30BaTe/IbHOM NPOrpaMMbl
44.03.01 — Bezonacnocmo rcuznedesasmesbHOCMU

110 3204HOIi (hopme 00yUeHuUs!

Monynb

TpynoeMKkocTh .
L NoNe JlekmoHHBII Kypc 3ansatus (HoMepa) NuauBuayanbHbIe 3aHATUS

B kpe- B gacax
paznena,
JuTax TOMbI Bonpocksr,
M3y4yaeMble Ha Yacel CemuHapckue
JIEKIIUH

JlabopaTopHo-

Cogepxanue Yacsl
MPAKTUICCKHE

Dopmbl
KOHTpPOJA

MexnyHaponHbie
CTaH/IapThI
MH(OPMALIMOHHOTO
oOMeHa.

Wudopmanmonnas
0€e30MMacHOCTh B
YCIIOBUSX

(G yHKIIMOHUPOBaHUs|
B Poccun
TJI00ABHBIX CETEH.

Buabsl BO3MOKHBIX
HapylIeHUH

3 . 2

rH(pOpMaIMOHHO

CHCTEMBI.

300 TakxconomMus
HapyLIEeHUI
rH(pOpMAaIMOHHO
0e30IMacHOCTH

4 BBIYHCIIUTEIILHON 2 — 2 — —
CHUCTEMBI U
MIPUYKHBI,
00yCITaBITUBAIOIINE
UX CYIIECTBOBAHHE.

Hasnauenwne u
3amaqn B cepe
obOecrieueHus
WHPOPMATMOHHON
0e30IacHOCTH Ha
YpOBHE TOCYIapCTBY

KoncnekTs!
JICKIIUH.
I'pynnoBas
pabora Ha
JITI3.
Jloximaas!.
OTBeTHI HA
BOIIPOCHI.
TecToBrIC
3aJaHHA.
Hammcanue
pedepaToB




Konnenmus
nH(pOpMaMOHHOH
0e30IacHOCTH.

OCHOBHEIE
TEXHOJIOTUU
MTOCTPOCHHS
3AUIIEHHBIX
OUC. Mecto
nH(pOpMaIMOHHOM
0e30macHOCTH
SKOHOMHYECKHUX
CHCTEM B
HaIllMOHAJILHOMN
0e30macHOCTH
CTpaHbL.

AHanu3 croco0oB
HapyLEeHUH
UH(OPMALIMOHHOM
0€30MacHOCTH.
Mertoabl
KpunTorpadum.
Kpunrorpaduuieck
He METO/bI 3aLUThI
uHbopManum.
Hcnone3oBanue
3aIIUIIEHHBIX
KOMITBIOTEPHBIX
CHCTEM.

Bceero
4acoB

30

20

10

I'pynnosas
paboTa Ha
JITT3.
Jloxmass!.
OTBeTHI HA
BOITPOCHL.
TecToBbIC
3a7aHUs.
Hamucanue
pedepaTos.
DK3aMeH




KAPTA MATEPHUAJIBHO-TEXHUUYECKOM BA3bI JJUCHUILINHBI

«Mudpopmanmonnas 0e30MaCHOCTH

IIPAKTUYCCKUX 3aHATHHN

(Word).

M. 1.C. Speiruna.

HaunmenoBanueNe Pexomenagyemoe
AnbTepHATHB.
Bun dopma rocryna [ToTpebHOCTH OtB| CrOouMOCTb
n/n UCII0JIb30BaHUE SaMEHbL
1Pabouast yueGHast [TeuaTHsrit. WNHudopmanrioHHbIi HEHTP Ounast, 3a0yHast
IporpaMmma WHCTUTYTa PU3NYECKOU (dopMbI 00ydeHHUS.
ONEKTPOHHBII | KygbTYpHI, CIIOPTA U 30POBbS | DIEKTPOHHBII.
um. U.C. Apeiruna.
(Word).
2.KoHCITeKT nexknuii [TeuaTHsril. NudopmanrioHHbli LEHTP Ounas, 3a049Has
WHCTUTYTA (PU3HUECKOM dbopmbl 00yUECHHS.
ONEKTPOHHBIH | KynBTYpBI, CIIOPTA M 30POBbS | DIEKTPOHHBIIL.
um. 1.C. SApsiruna.
(Word).
3.Metoauyeckue [[leqyaTHbIN. MHpOopMaIIMOHHBIH IIEHTP OuHasi, 3a04Has
pa3pabOTKH 1O MHCTUTYTa (PU3HUECKOU bopmMbI 00YUCHHS.
[POBEJICHUIO DJICKTPOHHBIH KYJIBTYPBI, CIIOPTa U 3JI0POBbS DJICKTPOHHBIH.
ImaGopaTopHO- uM. W.C. Spbiruna.
[MPAKTUYECKUX 3aHITUI (Word).
4.BuneopunbMel  |BugeokacceTsl, [MHGOpMaIIMOHHBIN IIEHTP Ounas, 3a049Has
CD, DVD WHCTUTYTA (PU3NUECKOU (bopMbI 00ydeHHUS.
KYJIbTYpPBI, CIIOPTa U 3J0POBbsS.  [JDJIEKTPOHHBIM.
uM. W.C. Spbiruna.
5. JlononuurensHel [[ledaTHbIN. H(bOopMaIIMOHHBIN LIEHTP O4nast, 3a04Has
€ MaTepualibl AJis MHCTUTYTa (pru3nuecKon (dopmbl 00yUeHusl.
TIpOBEIEHHS Ta00PAaTOPHO-[DICKTPOHHBIN  |KyETYpBI, CIOPTA M 30POBbA  [IEKTPOHHEIH.




HaunmenoBanueNe Pexomenayemoe
ANbTEpHATUB.
Bun ®opma rocryna [MoTpebHoCTH OtB,| CrOouMOCTH
3aMEHbI
/o UCIIOJIb30BaHUE
6.Y4ebHo- [leyaTHbIil. M HbOopMaIMOHHBIN LIEHTP Ounast, 3a04Hast
METOINYECKUN KOMILIEKC MHCTUTYTa PU3NYECKOU (bopMbI 00ydeHHUS.
I CLIUTUTUHBI ONCKTPOHHBIN  |KyIbTYpBI, CIIOPTA U 37I0POBBS. [ DJIEKTPOHHBIIA.

(Word).

M. U.C. Apeiruna.




KAPTA OBECIIEYEHHOCTHU OBOPYAOBAHUMEM JUCHUIIJIMHBI

«MudpopmannonHas 0e30MaCHOCTbY»

/m

HaumenoBanue

Koa-
BO

®opMa UCIOJIb30BAHUA

OTBeTCTBEeH-HbBIH

Jlabopamopus pusuonozuu 0suzamenbHoil 0eamenabHoCmu

Buneoxomruteke (BuaeOMarHuTogoH, 1 JeMoHcTpaIus MaTepraios JJa00paTOPHO-TIPAKTUYECKUX 3aHSATHH, YIeOHBIX U

TEJIEBU30D) HAYYHBIX BHJICOPHITEMOB

IIepcoHasIbHBIE KOMIIBIOTEPHI 2 Hoctyn k 00pa3oBaTeIbHBIM U HAYYHBIM pecypcam, paboTa ¢ MyJIbTUMEHIHBIMA
MaTepUAIAMH Ha ITPAKTUYECKUX 3aHATHUAX, PACUET PE3YJIHTATOB IIPOBEACHUS
nmabopaTOpHBIX PaboT

LBeTHO¥ TTpUHTEP 1 TupaxupoBaHre METOANYECKUX Pa3pabOTOK M TOMOIHUTENFHBIX MaTEPHAIIOB /IS
IIPOBEJICHNUS 1a00PaTOPHO-IIPAKTUIECKUX 3aHATUH

Kcepoke 1 TupaxupoBaHye pe3ynbTaToB IPOBEICHUS JIA00OPATOPHBIX paboT AJIs UX

ohopMIICHUS B TETPAIIAX JUIsl TIPAKTHUECKUAX 3aHATHI

Hnpopmayuonnsiii yenmp uncmumyma usuueckoi

Kysmypul, cnopma u 300poeva um. U.C. Apvizuna

[lepconabHBIE KOMITBIOTEPHI

5

Joctym k 00pa3oBaTenbHBIM U HAYIHBIM pecypcaM: aOOHEMEHT ydeOHOM
autepatypbl KI'TIY, untansueii 3ai1 KI'TIY, MaTepHeT

Jlekuunonnas aynutopusi Ne 1-53

Buneonpoekrop

JeMoHcTpanus MaTepranoB JIEKIUH, y4eOHbIX U HayYHBIX BUACOMATEPHAIOB




KAPTA CAMOCTOSATEJBLHOM PABOTHI CTYJIEHTA IO JUCIHUATIJIMHE

«MupopmMannoHHas 0e30MIACHOCTD)»
JJIsl CTY/ICHTOB 00pa30BaTe/IbHOM NPOrpaMMbl

44.03.01 — Bezonacnocme rcuzneoesasmebHOCMU

110 3a04HOM opmMe 00yUeHus

CamocTrosTenpHas pa60Ta CTYACHTOB

Monyns pa3§3§1:efeMH DopMBI KOHTPOJIA
> Coneprxanue pabotsl, popMbl paboThI CpOKH BBIITOTHEHHSI O01mast Tpy10eMKOCTb
Kakue ¢uzndeckue nporieccsl Jie)xaT B OCHOBE MOSIBIICHHS
NOOOYHBIX AIIEKTPOMArHUTHBIX M3JTy4€HHI 1 HAaBOJOK? OtBers Ha
OxapakTepH3yiiTe 0COOEHHOCTH YIrpo3 0€30MacHOCTH .
1 . K 3aHATHIO 110 JaHHOU TeMe 5 CEMHUHAPCKU
UH(OPMAIINH, CBSI3aHHBIX C HECAHKIIMOHUPOBAHHOM
moaudukanuein crpykryp KC. HazoBure 0cOOEHHOCTH TaKOTO FIX SAHATHAX.
BUJIA YTPO3 KaK BPEIUTEILCKHE TPOrPaMMBL..
Buia BO3MOXXHBIX HapyleHHH HHPOPMAIMOHHOW CHCTEMBI.
3ammra HHPOPMAIMOHHBIX cucTeM. Kpurepuu oleHKu
MPOIIECCOB MPOCKTUPOBAHUS | MPaBoBOi 0a3bl. TpeboBaHuit OTBeThI Ha
2 0€30MacHOCTH, OTOOPAKEHHBIX B KPATKOMU Crielin(UKAIINH B K 3aHSTHIO 110 JJAHHOH TeMe 5 CEeMUHAPCKU
cocraBe 3a/1aHus 1o 6e3onacHoctu. Mogenb pazpaborku OO UX 3aHATHSX.
Ouenka co3nanust Gonee 6e3onacHbIx npoaykroB UT mo
HAaIPaBJICHUSIM.
Uro noHumaetcs 1moj| yrpo3oii 0ezonacHocT nHdopmanuu?
1 Ilepeuncnure u oxapakTepuszyuTe ciaydaiHble yrpossl. Jlaiite OTBeTHI Ha
3 00LIYI0 XapaKTepPUCTHKY peJHaMEepPEeHHBIX yrpo3. B yem K 3aHATHIO 110 JTaHHOH TeMe 5 CEMHUHAPCKH
COCTOUT OCOOEHHOCTB ONpEeNeHNs] HECAHKIIMOHUPOBAHHOT O WX 3aHATHSX.
JoCcTyna K uHpopMamu?
[onsTus o Bumax BupycoB. CBOWCTBO BUPYCOB. OTBeTHI Ha
4 Bpenutensckue nporpamMmsl CriocoOBI 3alUTa OT BUPYCOB K 3aHATHIO 110 JaHHOH TeMe 5 CEMHUHAPCKH
TexHuIeckre . CriocoObI 3aIiTa OT BUPYCOB NIPOrpaMMHEIE. WX 3aHATHUSIX.
Buia BO3MOKHBIX HapyIIeHU WH(HOPMALMOHHON
CHUCTCMBI. BaH_[I/ITa I/IHq)OpMaI_II/IOHHBIX CHCTCM.
OCHOBHBIE HOPMATHBHBIE PYKOBOIAIIME JOKYMEHTHI, . Orsersl Ha
5 K 3aHSITHIO TI0 JAHHOU TEME 5 CEeMHUHAPCKH

KaCcaromuecs FOCYHapCTBCHHOﬁ TalHbI.
HOpMaTI/IBHO'CHpaBOIIHLIe HAOKYMCHTBI. Cucremsl ¢
3aKPBITBIM U OTKPBITHIM KIIFOYOM.

HX 3aHATHAX.




Mopenu 6e30MacHOCTH U UX ITpUMeHeHHne. MeTo/b! 3aIUThI
nH}oOpManuH, ¢ UCIIONIb30BaHUEM Tojorpadun. Merons! n
cpenctea mmdpoBanus U nenmpposku. Koauposanus u
CpEICTBA 3aIIUTHI ITpY IU(POBaHNUH JaHHBIX. Mcnone3oBanne
3aIIUIIEHHBIX KOMIBIOTEPHBIX CUCTEM.

K 3aHATHIO 110 Z[aHHOfI TEMEC

OTBeTHI HA
CEMUHApPCKU
X 3aHATHSIX.

OcCHOBHBIE TEXHOJIOTUU TOCTpoeHus 3auuineHHsx JUC.
Komnmernus uHbopMaIoHHOH Oe30macHocTH. OpraHu3aiys
(hYHKIIMOHUPOBAHUS KOMIUICKCHBIX CUCTEM 3allUThI
nH(opManuu

K 3aHATHIO I10 Z[aHHOﬁ TEMEC

OTBeTHI HA
CEMUHApPCKU
X 3aHATHAX.

HarmmonanpHas 6€30MacHOCTD CTpaHBbI.

K 3aHATHIO I10 [[aHHOﬁ TEMEC

OTBeTHI HA
CEMUHApPCKU
HUX 3aHATHIX.




Kapra naureparypHoro odecnedyeHust A1 CUUINIMHBI

«MupopmannoHHas 0e30IACHOCTD)»
JJIsl CTYICHTOB 00pa30BaTe/IbHOM NPOrpaMMbl

44.03.01 — Bezonacnocmo rcuzneoesasmebHOCMU

110 BAOYHOM ®OPME OBYUYEHU

Ne n/m HaumeHoBaHue MecTto xpaHeHust KoJ1-Bo 3k3emiisipoB
/ 31eKTPOHHBIIi aipec /ToYek gocTymna
OcHoBHas1 JINTEepaTypa

1. I'aguep, B. B. Undopmanmonnas 6e30macHOCTb [DNEKTPOHHBIHN pecypc] : yuebHoe Me:xBy30BCKas WnauBuayanbHbII
nocobue. Y. 1/ B. B. I'adnep ; Ypanbckuii roc. nen. yu-T. - ExatepunOypr : [6. u.], 2009. AJIEKTPOHHAS HEOTpaHUYEHHBII
- 155 c. - bubmmorp.: c. 140-146. - Pexxum nocryna: OoubmmoTeKa JIOCTYTI
https://icdlib.nspu.ru/view/icdlib/5329/read.php

2. l'aduep, B. B. Undopmanmonnas 6e30macHOCTh [DIEKTPOHHBIHN pecypc] : yuebHoe MexBy30BCKas NHuBuyanbHbIN
nocobwue. Y. 2 / B. B. I'aduep ; Ypanbckuii roc. nexn. yH-T. - ExatepunOypr : [6. u.], 2009. AJIIEKTPOHHAS HEOTpaHUYEHHBII
- 196 c. - bubmmorp.: c. 160-166. - Pexxum mpocryna: OoubIroTeKa JIOCTYII
https://icdlib.nspu.ru/view/icdlib/5330/read.php

3. bamuer, I1.H. Madopmaninonnas 6e30macHOCTS : yueOHO-TIpakTudeckoe nocooue / I1.H. 9BbC NHnuBuyanpHBINA
bamuel, E.K. bapanosa, A.B. ba6ami. - Mocksa : EBpa3uiickuii OTKpBITBIA HHCTUTYT, «YHUBEpPCUTETCKAS HEOrpaHWYCHHBIN
2011. - 375 c. - ISBN 978-5-374-00301-7 ; To e [DnekrponnsIii pecype]. - URL: OMOIMOTEKa OHJIANHY JIOCTYTI
http://biblioclub.ru/index.php?page=book&id=90539

JonosHuTeILHAS JUTEPATypa

4, Mensaukos, B. I1. Uadopmanmonnas 6e3omacHocTs 1 3amurta napopmanuu [Teker] : Hayunas Oubnuoreka 46
yuebHoe nmocobue / B. 1. Menbuukos, C. A. Kielimenos, A. M. Ilerpaxos ; pea. C. A.

KietimeHos. - 2-e m3a., crep. - M. : Akanemus, 2007. - 336 c.

5. Nudopmannonnas 6e3omnacHOCTb [ DIEKTpOHHBIN pecypce] : yueObHoe nocobue / [cocT.: E. MesxBy30BCKast WuauBuayanbHbIi
P. Kupkounym, 1O. I'. Cxypeinun, E. M. CkypelnauHa] ; AITaliCKuii roc. nef. yH-T. - JJIEKTPOHHAs HEOT'paHUYEHHBII
bapuayn: AntI'TIV, 2017. - 315 c. - bubnuorp.: c. 313-315. - Pexxum nocryna: Ooubnnoreka JOCTYII
https://icdlib.nspu.ru/view/icdlib/6506/read.php

6. Cepreesa, 0.C. 3amura napopmarun: Koncnekr nexiuit : yaedbHoe nocodue / FO.C. 9bC WNHnuBuayanbHbIM
CepreeBa. - Mocksa : A-Tlpuop, 2011. - 128 c. - (Koncnekr nekwuii). - ISBN 978-5-384- «YHHMBEPCUTETCKAs HEOTpaHUYEHHBII
00397-7 ; To e [DnexTpoHHsIi pecypc]. - URL: 6ubimoTeka oHIANH» JIOCTYTI

http://biblioclub.ru/index.php?page=book&id=72670



https://icdlib.nspu.ru/view/icdlib/5329/read.php
https://icdlib.nspu.ru/view/icdlib/5330/read.php
http://biblioclub.ru/index.php?page=book&id=90539
https://icdlib.nspu.ru/view/icdlib/6506/read.php
http://biblioclub.ru/index.php?page=book&id=72670

I/IH(l)OpMaIII/IOHHbIe ClIpaBOYHbLIC CUCTEMbI U I[pO(l)eCCI/IOHaJIBHLIe 0a3mbl JAHHBbIX

7. Me>xBy30BCKas 31eKTpoHHas: bubnuorexa (MOBb) https://icdlib.nspu.ru WuauBuyansHbId
HEOrPaHWYCHHBIN
JOCTYI
8. Elibrary.ru [DnekTpoHHBIN pecypc]: 3MeKTpoHHAs OMOIHOTEeYHAsI CUCTeMa : 0a3a JTaHHBIX http://elibrary.ru WuuButyanbHBIN
COJICP)KUT CBEACHHSI 00 OTCYCCTBEHHBIX KHUTAX M MEPUOJMUYCCKUX M3JAHUAX M0 HAyKe, HEOTrPaHUYCHHBIH
TEXHOJIOTUH, MenuimHe u obpazosanuto / Poc. Mudopm. [Mopran. — Mocksa, 2000— . — JIOCTYI
Pexxum mocryna: http://elibrary.ru
9. East View: yauBepcanbHbie 0a3bl TaHHBIX [ DIEKTPOHHBIN pecypce] : https://dlib.eastview.co WNuauBuayabHBIT
nepuouka Poccun, Ykpawnsl u crpan CHI' . — Dnekrpon.gan. — OO0 UBUC. — 2011 - . m/ HEOTpaHUYEHHBII
JOCTYT
10. MesxBy30BCKas 3JieKTpoHHAast ondanoreka (MOB) https://icdlib.nspu.ru WuauBuayatbHBIH
HEOrpaHWYECHHBIN
JOCTYT
11. IMapanT [DnexkrponHsbIi pecypc]: HHPOPMAIIMOHHO-TIPaBOBOE 00ECIIEYeHHE: CITPaBOYHAas http://www.garant.ru | JlocTym U3 JIOKaabHO#
npaBoBas cucteMa. — Mocksa, 1992. - CETH By3a
12. Dnexrponnsiii katamor KITITY um. B.I1. AcradneBa [DnextponHsiii pecypc]: cucrema| http://library.kspu.ru. CBOOOIHBIH JOCTYII

aBromatuzarun onbauotexk «MMIPBUC 64»: 6a3a maHHBIX CONEP)KUT CBEIACHUS O KHHUTAX,
Opolrropax, JUCCEPTAIUAX, KOMIIAKT-AMCKAaX, CTaThIX W3 HAYYHBIX W KypHAJIOB. —
Dnexrpon. Jlan. — KpacHospck, 1992 — . — Pexxum poctyna: http://library.kspu.ru

CoriacoBaHoO:

/ Kazanuesa E.JO.
(Pamunus U.0O.)

[JIaBHBIN OMOIHOTEKAPD

(HOMKHOCTD CTPYKTYPHOrO MOPa3IeICHHA) (nmoamuck)



http://elibrary.ru/
http://library.kspu.ru/

®oH/ OLIEHOYHBIX CPEACTB (KOHTPOJIBHO-U3MEPUTEIBHbIE MATEPHAJIbI)
MUHHUCTEPCTBO HAYKH U BBICHIEI'O OGPA30BAHUS P®
denepalbHOE rOCy1apcTBeHHOE 010/5KeTHOE 00pa30BaTEIbHOE YUPeKICHHE
BhICIIETr0 00Pa30BAHUSA
«KPACHOSIPCKH I'OCYJIAPCTBEHHBIN NEJIATOT MYECKA YHUBEPCUTET
uM. B.II. ActadpreBar»

Kadenpa-pazpadborunk
Kadenpa meauko-61o10ruueckux 0CHOB (pu3nUeCcKoi KyJbTYpPbl U 0€3011aCHOCTH
JKU3HEACATECIBHOCTH

YTBEPX/JIEHO OJOBPEHO
Ha 3aceJaHuU Kadeapsl Ha 3aCeaHUU HayYHO-METOJAUYECKOTO COBETA

IIpoToxos Ne 11 CHEHNaIbHOCTH (HaIpaBJIeHUE MOATOTOBKH )
oT «14» utons 2018 r. MHCTUTYTa (U3NYECKOHN KYJIbTYpbI, CHOPTa U 3/10pPOBbS

W. o. 3aB. kadenpoit H.H. Kazakeuu uM. U.C. Apeiruna
[TpoTtoxos Nel0 ot «21» urons 2018r.

) IIpencenarens: bopaykos M. .
e >
®OH/I OHEHOYHBIX CPEJACTB

JUTSI TIPOBEJICHUS TEKYIIIETO KOHTPOJISI U TPOMEKYTOYHOM aTTECTAIIUN 00YJIarOIIHXCS
MO TUCLUIUIMHE

Nudopmanronnas 6e301mMacHOCTh
HanpaBnenue noaroToBku
44.03.01 Ilegaroruueckoe oOpa3zoBaHue
HaIpaBJIeHHOCTH (Tpoduiib) 06pa3oBaTEILHON TPOTPAMMBI

KBanudukamnus (CTeneHb) BBITYCKHUKA!
BFAKAJIABP

CocraButens non. kad. MBO®OK u BXX  A.A. Kyxyrer




OKCIIEPTHOE 3AKJIFOYEHUE HA
@OHJ OLIEHOYHBIX CPEACTB AUCLUTUIMHBI

(n1g MpoBeIeHUs TEKYIIEro KOHTPOJISl YCIIEBAEMOCTH U TPOMEXKYTOUHOM
atrectanuu) MadopmanumonHas 6€30MacHOCTh

44.03.01 TIlepmaroruueckoe 0Opa3oBaHHE HAMPABICHHOCTh (MPOdUIIb)
00pa3zoBaTeIbHOM IPOrpaMMbl  0€30MaCHOCTh KU3HEEATCIIBHOCTH

KBanudukanus u creneHpb BHITYCKHUKA - OaKallaBp

@®oH/A OLEHOYHBIX CPEICTB pa3paboTaH B COOTBETCTBUH C
MOJIOKEHUEM yTBEPKJACHHBIM MpukazoM pekropa Ne 297 () ot 28.04.2018
Y OPUEHTUPOBAH Ha PEIICHUE CIACAYIONIUX 3a/1ay; yIpaBIeHHUEe MPoIeccaMmu
npuoOpeTeHusi, 00yJarIUMUCI HEOOXOUMbIX 3HAHUM, YMEHUN, HABBIKOB
u GopMUPOBaHUS KOMIIETEHIIMM, OMNpeAeNEéHHbBIX B 00pa3oBaTEILHOM
cTaHjgapTe mo HamparieHuto mnoaroropku 44.03.01 Tlegaroruueckoe
oOpa3oBaHue, JOCTWIKEHUSI PE3yJbTaTOB OCBOCHHUs 0Opa3oBaTeIbHOMN
IporpaMMBbl, ONpeeIEHHON B BUJIE HaOOpa KOMIIETCHIIMI BBIMYCKHUKOB,
OILICHKY JOCTHMXEHUN 0O0YyYaroUuXcsl B MPOIECCE M3YYCHUS TUCUUILIIUHBI
«MadopmanionHasi 0€30MaCHOCTh» C OINPEACIICHUEM TOJOKUTEIbHBIX
pe3ynbTaToB  OOydeHus  3amadaMm  Oynymed — mpodeccroHaIbHOM
NESITEIbHOCTH 4Yepe3 COBEPIICHCTBOBAHME KOMIUIEKCA TPAIULIHUOHHBIX H
WHHOBAITUOHHBIX METOJIOB OO YUEHHUS.

@DOHJT OIIEHOYHBIX CPENICTB BKIIOYACT IMEPEYEHb KOMIETEHIUN C
yKa3aHHeM »JTanoB WX (OPMUPOBAHHUS B TNPOILECCE HM3YYECHHUS OCHOB
HAYYHOU AESATENBHOCTU CTYJEHTA, ATambl (OPMHUPOBAHUSA M OIICHUBAHUS
KOMITETEHIIUN, y4eOHO-METOJUYeCKOe M HH(POPMAIMOHHOE OOecredeHne
(OHIOB OIICHOYHBIX CPEJICTB, BBHICTYIUICHHE HA CEMHHApE, BBHIMOJHEHUE
3aJlaHuil MPAKTUYECKON PaboThI, coOece0BaHNUE.

[lepeuuncnennpie BoImie 3aganus mMo3BoSIIOT aBTOpy @OC BBIABIATH
YpOBEHb  OCBOEHUA  (OpMHpPYEMBIX  KOMIIETCHIIMH, TakKUX  Kak
CIIOCOOHOCTBIO HCIIOJIB30BaTh €CTECTBEHHOHAYYHbIE W MaTeMaTUYEeCKue
3HaHWSI JJIS OPUEHTHUPOBAHHWS B COBPEMEHHOM HH(OPMAIMOHHOM

IIpOCTPaHCTBC, T'OTOBHOCTBIO PCalIn30BbIBATD 06p330BaTeJ'H>HI>Ie



mporpaMMbl MO TNpeaMeTaM B COOTBETCTBUHM €  TpeOOBaHUSIMU
o0pa3oBaTeIbHBIX CTaHAAPTOB. 3aJaHUs CIIOCOOCTBYIOT MOHHUMAHUIO U
OCBOCHHUIO TEOPETHUYECKOI'0 COJACpPKAaHUS, HANpPABICHbl HA TMOJyYEHHE
MPAKTUYECKOTO OMbITA.

B uenmom ¢doHa oreHouHbIX cpenctB no kypey «HMudopmarmonHas
0€30MacCHOCTh» COOTBETCTBYET TPEOOBAHUSAM, MPEIBABISIEMBIM K JAHHOMY
TUIY Y4eOHO-METOANYECKUX MATEPUATIOB U MOXKET OBITh UCIOJIB30BaH MPU
opraHuzanuyd o0Opa3oBaTEIbHOrO MPOIECCa MO HAMPABICHUIO MOATOTOBKH

44.03.01 [Meparornueckoe oOpa3oBaHUE.

3amecTuTeb MpeKTopa 1o

yuebHo- BocnuTaTeanoﬁ(,pa6c‘)Té?i'.' ~ N\
MBOY «COLL Ne 10 ¢ yfyGiummp, 02|
H3YYEHHEM OT/ENBHBIX nlpc?:;i@mﬁ%ﬁé‘ﬁﬂa T

akagemuka I0. A. OBunHHAKOBY /|
Bacuisesa T.U. N2, Sy



1. Hazna4yenue ¢oHaa OLEHOYHBIX CPEICTB

1.1. Heabro co3ganus (OHAA OLEHOYHBIX CPEACTB MO JAUCLHIUINHE
«ndopmanrnonHast 6€30MaCHOCTbY SBISECTCS YCTAHOBIEHUE COOTBETCTBHUS
y4eOHBIX JOCTHUKEHUM 3alUIaHUPOBAHHBIM pe3yJbTaToOM OOy4YeHUs U
TpeOOBaHUsI OCHOBHOM MPOGEeCCHOHAIBHON TPOrpaMMBbl JUCIUTIIAHEI.

1.2. ®OC no aucuMIUIMHE peraeT 3a4a4m:

- KOHTPOJIb M YMPAaBJICHUE TMPOIECCOM TMPUOOPETCHUSI CTYIACHTAMHU
HEOOXOJUMBIX 3HAHUHN, YMEHUN, HABBIKOB M YPOBHS CHOPMUPOBAHHOCTH
komneTeHuuy, onpenencHubix B @I'OC BO nmo HanpaBieHUIo0 MOATOTOBKU
44.03.01 — Ilegaroruueckoe oOpa3oBaHUE;

- KOHTPOJb (C MOMOIIbI0 HAabOpa OLEHOYHBIX CPEJCTB) M yIpaBieHHE (C
OMOUIBIO 3JIEMEHTOB OOpPAaTHOM CBSI3M) JOCTHXKEHUEM LIeJied peanu3aluu
OIl, onpenesieHHBIX B BUE HA0Opa KOMIETEHIIUN BBIMTYCKHUKOB,;

- o0ecrieyeHUe COOTBETCTBUSL Pe3yJIbTaTOB OOyueHus 3ajadam Oynyuiei
npodeccruoHaIbHOM JEeSATETbHOCTH yepes COBEpPIIICHCTBOBAHHUE
TPaAUIIMOHHBIX W BHEJAPEHUE WHHOBAIIMOHHBIX METOJOB OOyYCHUS B
o0Opa3oBaTeIbHBIN MPOoIecC YHUBEPCUTETA.

1.3. ®oHJ OICHOYHBIX CPEJACTB pa3paboTaH B COOTBETCTBUH C
HOPMAaTUBHBIMU JIOKYMECHTaMU

— @enepanbHOrO TOCYIApPCTBEHHOTO 00pa30BaTENbHOIO CTaHAapTa
BhICIIIErO0 0Opa3oBaHUs 1O HampapieHH0 moarotoBku 44.03.01
[legaroruueckoe oopasoBanue (YypoBeHb OaKagaBpuaTa).

~ OO0pa3zoBaTenbHOM  MPOrpaMMbl  BBICHIErO0  OoOpa3oBaHUsA IO
HarpaBiieHuro noarotoBku 44.03.01 Ilemarornueckoe oOpa3oBaHHe
HAIPaBJICHHOCTh  (Tpoduiab) o0pa3oBaTENbHOM MpPOTpaMMBI |
0€30MacHOCTb KU3ZHEIEATEIbHOCTH, YPOBEHb OaKaiaBpHara.

- Ilonoxenuss o QopmupoBanuu ¢GoHAA OIEHOUYHBIX CPEICTB IS
TEKYILIETO0 KOHTPOJIS YCIIEBAEMOCTH, MPOMEXKYTOUYHOM UM HTOTOBOMU
aTTeCTallMu OOYYaroIIUXCcs 10 00pa30BaTelbHBIM IPOrpaMMaM
BBICIIETO 00pa3oBaHMs — IMporpaMmaM OakaiaBpuarta, mporpaMmMam
CHEeIUANINTeTa,  MpOrpaMMaM  MarucTparypbl,  IporpaMMmam
NOATOTOBKM HAay4YHO-NIEJArornyecKuX KaJpoB B AaCHUPAHType B
dbenepaaTbHOM TOCYIAPCTBEHHOM OFOIKETHOM 00pa3oBaTEILHOM
YUPEKIACHUN BBICIIIETO oOpa3zoBaHUs «Kpacnospckuit
FOCY/IApCTBEHHBIM  NEJarorudeckui  yHuepcurer um. B.IL
ActadbeBay u ero Quinanax.

~  @epepanbHblil 3aK0H 0T 29.12.2012 Ne 273-®3 «O6 obpazoBanuu B
Poccuiickon @enepanum».

- Ilpuka3 Muntpyna Poccun Ne 544n ot 18 okts6ps 2013 r. «O6
YTBEPKIACHUU po(eCcCUOHATLHOTO CcTaHJapTa «Ilenaror
(memarorudeckas JAesTEIBHOCTh B cepe MOMKOILHOTO, HA9aJIbHOTO
o0Imero, OCHOBHOTO 0O0IIero, cpemHero oO0mero o0pa3oBaHMs)
(BocUTaTENh, YUUTEIb ).



2. IlepeyeHb KOMIIETEHIMH ¢ YKa3aHMEM 3TanoB UX (popMUpPOBaHUA B

npouecce N3y4eHUs JHCHHUIIIMHBI.
2.1. IlepeyeHb KoOMNeTeHUM, (OPMUPYEMBIX B MPOIECCE U3YUCHUS
JUCUUIUIMHBIL:

®  CIIOCOOHOCTBIO

HCIIOJIB30BaTh

CCTCCTBCHHOHAYYHBIC

n

MAaTCMAaTUYCCKNUC 3HAHUA OJId OPHUCHTHUPOBAHUA B COBPEMCHHOM

nrdopmanmonnom mpoctpanctse (OK-3);

® TOTOBHOCTHIO pE€aJIM30BbIBaTh 00pa30BaTENIbHbIE MPOrPAMMBI

I10

npeaMeraM B COOTBCTCTBHU C Tpe6OBaHI/I${MI/I O6p330BaTCHBHBIX

crangaproB (ITK-1).

2.2. Dranbl popMUPOBAHNS U OLIECHUBAHUS KOMIIeTeHIIUIA.

KoMmrmerenuum

Oran

(opmMupoBaHus

KOMIIECTCHIITUN

JIMCUUTIINHEL,
y4acTBYIOIIAE B
dbopmMupoBaHUn
KOMTICTCHITUHN

Tun
KOHTPOJIS

O1eHo4HOE
cpenctso/KU
\Y05

Ne | ®opma

OK-3
CIOCOOHOCTBIO
WCTIOJIh30BaTh
€CTeCTBEHHOHAY
YHBIE "
MaTeMaTH4YeCKH
€ 3HaHWS Ul
OpUEHTUPOBAHU
s B
COBPEMEHHOM
nH(pOpMAITMOHH
oM
MPOCTPAHCTBE

OPHEHTHPOBOYHBII

be3onacHOCTH
JKU3HEACATENbH
OCTH,
Teopernueckue
OCHOBEI
0e30ImacHOCTH
YyeJIoBeKa,
OCHOBEHI
000pOHBI
rocyaapcTBa

Texymui
KOHTPOJIb

1 | Ompoc

KOTHUTHBHBII

be3onacHOCTH
JKU3HEAEATENNbH
OCTH,
Teopernueckue
OCHOBEI
0e30I1aCHOCTH
YyeJIoBeKa,
OCHOBEHI
000POHBI
rocyl1apcTBa

Texymui
KOHTPOJIb

2 | Ompoc
Jloknaabl

IIPaKCHOJIO THYECKUM

be3zomacnocTh
JKU3HEACATEIIbH
ocCTH,
Teopernueckue
OCHOBEI
0e30MmacHOCTH
YelIOBEKa,
OCHOBBI
000POHBI

IIpomexyTou
Has
arTecTanus

3 | YcTHBIE
coo0IIeHN
i

3amura
pedeparoB




rocynapcTaa

be3onacuocTh
JKU3HEACATEIIHH
ocCTH,
Teopernueckue
OCHOBEI
0e30I1acHOCTH
YyeJIoBeKa,
OCHOBEI
000pOHBI
rocyaapcTBa

pedIeKCUBHO-OTICHOYHBII

ITpomexyrou | 4

Hasx
arTeCranus

YcTHBIC
co00IIeH!
'l

3amura
pedepartor

IK-1 —
TOTOBHOCTh
peam30BbIBATh
o0pasoBarenbH
bIC TPOTPAMMEI
0 TIpeJIMETaM B
COOTBETCTBUH C
TpeOoBaHUAMU
o0pa3oBarenbH
BIX CTaH/IapPTOB.

OPHUEHTHUPOBOYHBII Teopus u
METO/IMKA
o6yuenus OK,
Teopus u
METO/IMKA

obyuenus bX.

Texymui 1

KOHTPOJIb

Ompoc

KOTHUTHBHBII Teopus u
METO/IMKA
o6yuenus OK,
Teopus "
METO/IMKa

obOyuenus bX.

Texymmii 2

KOHTPOJIb

Omnpoc
Jlokmaabl

MPAKCUOJIOTUYECKU I Teopus u
METOJIKa
o0yuenus OK,
Teopus u
METOJIKa
o0yuenus bX,
Ilenarornyeckas

ITPpAKTHKa

[TpomexxyTou | 3

Hast
arTecTamus

VcerHEIe
CcOo00IIEHN
i

3amura
pedepartor

pednexcuBHO-o1IeHOUHBIN | Teopus u
METO KA
ooOyuenus OK,
Teopust u
METOJIKa
obyuenus bX,
[lenaroruueckas

ITPAKTHKa

[Tpomexyrou | 4

Has
arrecranus

VcerHbIe
CcO0O0IIEHN
i

amura
pedepartor

1. DoHJ OLIEHOYHBIX CPEACTB ISl IPOMEKYTOUYHOM aTTeCTAlNH
3.1. ®OoHIBI OLIEHOYHBIX CPEJCTB BKIIIOUAIOT: BOIIPOCHI K IK3aMEHY.
3.2. OueHoYHbIE CpEeICTBA
3.2.1. Kputepuu orieHUBaHUs MO OLIEHOUYHOMY CPEeACTBY 1 — Bompochl
K 3a4eTy, pa3paboTunk

dopMmupyeMsble
KOMIIETEHIIUU

Bricokuit
YPOBEHb
c(OpMHUPOBAHHOC

[IponBuHYTHIN
YPOBEHb
c(OpMHUPOBAHHOC

ba3oBb1ll ypoBEeHB
c(hOpMHUPOBAHHOCTH
KOMITIETEHIIUHI




THU KOMIICTCHIIUI

TH KOMIICTCHIIUHN

(87-100 6amoB)

(73-86 GaoB)

(60-72 GaioB)

OTJIMYHO/3a4TEHO | XOPOIIO/3a4TE€HO | YIOBIETBOPUTEIBHO/3aUTE
HO

OK-3 OO0yyarommumiics OO6yuatomuiics OO6yuatomuiics 3HaeT
CTIIOCOOHOCTBIO 3HAET 3THUOJIOTHS | 3HAET OCHOBHBIE | OCHOBHBIC TIOJIOKCHHUS
WCIIOJIb30BATh BO3HUKHOBEHUS MOJIOKEHUS OpraHu3aIuu
€CTECTBEHHOHAy4YH | JAaHHOU Opra"usanuu UH(POPMAITHOHHON
ble U | mpoOJIeMbl, 1 WH(OPMAITMOHHOH | 6€301TaCHOCTH.
MaTeMaTHICCKUE pe3yibTar, 0€301acHOCTH.
3HAHUS VISt | coliepoKaliuit Cnocoben
OPUEHTUPOBAHUS B | MOJIHBII UCII0JIb30BATh
COBPEMEHHOM TIPaBUIIBHBII HOPMAaTUBHO-
WH()OPMAITMOHHOM | OTBET, IMOJTHOCTBIO | TIPaBOBHIE
MIPOCTPAHCTBE COOTBETCTBYIOIIN | IOKYMEHTHI B

i1 TpebOBaHUSIM CBOEH

KpUTEPHUSL. npodeccuoHanbH

OO6yuaromuiics ol

BIIQJICET JeSITeITbHOCTH.

TEPMHHAMH

HayKH,

M3JIaraeTcs

JTUTEPATyPHBIM

SI3BIKOM,

JIOTHUYECH,

JIOKa3aTelieH,

JIEMOHCTPUPYET

ABTOPCKYIO

MO3UIIHIO

CTy/IeHTa
[IK-1 — rotoBHOCTh | OOyuatomnuiics Ha | OOydarommiics Ha | OO0yvaromuncs Ha
pean30BbIBATh BBICOKOM YPOBHE | CPEIHEM yPOBHE | YIOBIETBOPHTEIHHOM
oOpa3oBaresbHbIE | TOTOB TOTOB YpOBHE TOTOB
IPOrpamMMBbI TI0 UCIIOJIb30BaTh UCTIOJIb30BaTh UCIIOJIb30BaTh 3HAHHS TIO
npeaMeram B 3HaHUS 1o | 3HaHUsA 10 | JUCIUTUINHE TUIst
COOTBETCTBHUH C JTMCUUIUIMHE IS | IUCUUIUIMHE JUIS | pealn3aiuu
TpeOOBaHUAMU peanu3aiuu peanu3aiu o0OpazoBarelbHOU
oOpa3oBarenbHBIX | 00pa3zoBarenbHON | oOpazoBarenbHOU | mporpammy 1o OBX B
CTaHJApPTOB. nporpaMMmy IO | MPOTpaMMy  TIO | COOTBETCTBUHU c

OBX B | ObXK B | TpeOOBaHUSIMU

COOTBETCTBUM  C | COOTBETCTBHH  C | 00pa30BaTEIbHBIX

TpeOOBaHUSAMU TpeOOBaHUAMU CTaHJApPTOB.

00pa3oBaTenbHBIX | 00pa30BaTEIBHBIX

CTaH/IapTOB. CTaH/IapTOB.

*Menee 60 6aT0OB KOMIIETEHITUS HE C(HOPMHUPOBaAHA.

4, @D oHabI OLIEHOYHBIX CpeaACTB AJd TEKYIEro KOHTPOJJIHA
yYCnmeBaceMoOCTH




4.1. ®oHJ OLIEHOYHBIX CPEICTB BKIIKOYAIOT: YCTHBIN OIIPOC, TECTHI,

nokiaasl. PazpaboTunk

4.2.1. Kputepuu olleHUBaHUS IO OLIEHOYHOMY CPeICTBY 1 — yCTHBII

omnpoc.
Kpurepuu ouenuBanus KonuuecTBo 0anioB (Bkiaz B
pPEUTHHT)

[Tocemenue 3aHsTUI 1

3HaAeT TEOPETUUECKOE COIEPKAHUE 2

pa3eNoB npeaMeTa

YeTko, Nocaea0BaTeIbHO U3J1araet 1

yueOHBIN Marepuai

OTtBeyaeT Ha 3aJJaHHbIE BOIPOCHI 1
MakcuMaJIbHbIN OaJi 5

4.2.2. Kputepuu olleHUBaHUS MO OLIEHOYHOMY CPEJICTBY 2 — T€CThI

Kpurepun oueHnBanus

KonuuecTtBo 6annoB (Bkiiag B
PEWUTHHT)

[Tocerienne 3aggaTuii 1
[TpaBunbpHBIX 0TBEeTOB 90-100% 5
ITpaBuibpHBIX 0TBETOB 70-89% 4
ITpaBuiibHBIX 0TBETOB 60-69% 3
ITpaBriibHBIX OTBETOB MeHee 60% 1-2
MakcumaibHbIN Oain 6

4.2.3. Kpurepuu o1ieHUBaHUS 110 OIIEHOYHOMY CPEJICTBY 3 — JOKIIAI.

Kpurepuu ouenuBanus KonuuecTtBo 6amtoB (BkiIaa B
PEUTHHT)
[TosHBIN OTBET B COOTBETCTBHUU C 2
TEMOU
OTBeuaeT Ha 3aJJaHHbIE BOIPOCHI 2
MakcuMalbHbBIN 0 4

5. YueOHO-MeTOaAMUYECKOEe M MH(OPMAaLIMOHHOE o0ecnieueHue hoHaa
OLIEHOYHBIX CPeICTB (JTUTEpaTypa; METOIMYECKUE YKa3aHUs,
pEKOMEHAaIuu, TPOrpaMMHOE 00ECIIEUEHUE U IPYyTUe MaTepHabl,
ucrnosb3oBaHHbie 1 pazpadotku GOC).

5.1. JImureparypa:




1. Anud B.}O. 3ammra xomnerotepHoil nHpopmanuu. —CII6.: BXB -
[TerepOypr, 2000.-384 c.

2. IlIxepuna JI.B. N3mepenue 151 OLICHUBAHUE YPOBHS
c(hOpMHPOBAHHOCTH PO(HECCHOHATBHBIX KOMIIETEHIIMHA CTYAEHTOB —
Oynymux yuyuTtese MmaTeMaThku: yueOHoe nocooue; Kpacuosip. roc.
nexa. yH-T uM. B. II. AcradseBa. Kpacnosipck, 2014. — 136 c.

3. Hupaos  B.JI.  OcHoBbl  uH(pOpMamMoHHOW  0€30MacHOCTHU
aBTOMaTU3UpOBaHHbIX cucteM -Pennkce 2008 r

4. MbiiBonng Opuxk  be3zomacHocts  ceterr  Koncmekt — nexkuui
(www.intuit.ru)

6. OueHouyHble cpeacTBa (KOHTPOJIbHO-U3MepPHUTEIbHbIE
MaTepHuaJibl) 1 IPOMEKYTOYHOM aTTecTalun

Bomnpocsl k 3k3amMeHy

1.  IIpaBoBoe perynupoBaHue B 001acTu 6€30MacHOCTH UH(pOPMALIUU:

2.  3aKoHOJarenbHas 0a3a mH(pOpMAaTH3AIMH 00IIeCTBa; CTPYKTypa
rOCyJapCTBEHHBIX OPTraHOB, 00ECIIEUYNBAIOIINX 0€30MTaCHOCTh HH()OPMAITMOHHBIX
TEXHOJIOTHH.

Nudopmanmonnas 6e3omnacHOCTs. OCHOBHBIEC ONpeIeIeCHUs

Yrpo3sl nHpOpMaIMOHHOM 0e30macHOCTH. Mo1eiIb CUCTEMBI 3aIHUTHI.
Opraaun3anoHHBIE MEPHI M MEPHI oOecrieueHrs Pu3ndeckoi 6€30MacHOCTH.
Wnentnduxarnus u ayreaTudukanys. MeTonbl ayTreHTU(PUKAIIAHN.

Oco0eHHOCTH MapOJIbHBIX CUCTEM ayTeHTHU(PHUKAIIUU: PEKOMEHIAINH T10

No ok~ ow

MPAKTUIECKON peaTi3alii MapOJIbHBIX CHCTEM, OIICHKA CTOHKOCTH IMapOJIbHBIX
CHCTEM, METOJIbl XpaHEHUS MaPOJICH.

8.  Metousl pasrpanndeHus qoctyna. Kpunrorpapudeckne MeToabl 00eCIIeueHUs
KOH(PHUACHITUATHHOCTH HH(POPMAIIUH.

9.  MeTo/1bl 3aIIMTHI BHEITHETO TIEPUMETPA.

10. TIpoTokosmpoBaHUE U AyIUT.

11. TIlocTtpoeHHE CUCTEM 3aIUTHI OT YIPO3 HAPYIICHUS IICIIOCTHOCTH: THITIOBAs
CTPYKTypa TaKOW CHCTEMBI.

12. Kpunrorpaduyeckue METOabI 0OCCIICUCHHS 1IET0CTHOCTH MH(POPMALIHH:

peanuzanus MexaHu3Ma udpoBoil MOAMKCH, KpUNTOrpadhuyecKue X3mi-PyHKIHHA

U ee MPEeUMyIIeCcTBa, KOJIbI POBEPKH MOATUHHOCTH.

13. Crpykrypa CHUCTEMBI 3alIUThl OT yrpO3 HApYIICHHsS JOCTYMHOCTU: MOSCHUTE
OCHOBHBIE COCTABJISIFOILILE.

14. @opmanbHble MOJAENTH YIpPaBICHUS [OCTYIOM: Mojeidb XappucoHa - Pyzzo-
VYaemana, Monens bemn-Jlallamymer.

15. Kputepuu oneHku 0e30mMacHOCTH HHPOPMAIMOHHBIX TexHONOTHi. [loHsaTus
0e30macHOCTH U UX B3auMocBs3b B cooTBeTcTBUU ¢ [OCT P MCO/MOK 15408-
2002.

16. Crpykrypa npoduis 3amutsl B coorsercTBur ¢ 'OCT P MCO/M3K 15408-2002

17.  Ocnosuble monoxenus ['OCT P MCO/M3K 17799:2005 "UudopmannoHHas
TexHonorus.  [lpakThyeckue  TpaBWiIa  yOpaBlieHUs — HWH(DOPMAIIMOHHOU
0€30IacHOCThI0"



18. Ocnoubie mosioxkenus ['OCT P MCO/MBK 270012006 "WudopmanmonHas
TEXHOJIOTUsS. MeTOIbI B CpelICTBA 0OecreueHrs 0€30TIaCHOCTH.

19. Meroauka ananusa puckoB B cepe napopmarronHoi 6ezonacaoctu CRAMM.

20. Metonuka aHanmu3a puckoB B chepe nHpopmannoHHon 6e3omacHocTr FRAP.

21. Meronuka aHanu3a puckoB B cdepe uHpopmarmonHoi 6e3onacaoctu OCTAVE

22. llpoBeneHue OLIEHKHA PUCKOB B COOTBETCTBHH C MeTOIMKOi Microsoft.

7. OueHoOYHbBbIE CPEACTBA I TEKYILIEr0 KOHTPOJISA yCIIeBAeMOCTH
KOHTpOJILHbIe 3aaHus

Bapuant Nel
1. CgoiicTBa unpopmanuu B popme co0O1IEHUS:
(yxaxxuTe nmpaBHIIbHbI BapUaAHT)

a. WUICATbHOCTb

b. CyOBEKTMBHOCTH
c. uH(pOpMaMOHHAs HEYHHYTOXKAEMOCTh
d. IUHAMUYHOCTH
e. MarepUaIbHOCTh
f. HaKaIIMBa€MOCTH
2. CoiictBa uHpopMaiuu B GopMe CBeIeHUi: (YKaKUTE MPaBUIbHBIN BapUAHT)
a. MarepualbHOCTh
b. HW3MEPUMOCTH
C. CIOXHOCTh
d. mpobireMHas OpUEHTHPOBAHHOCTH
e. HaKaIIUBaeMOCTh

3. UadopMariioHHast CPepa —3TO ...y veey ceny onn
4. TlepBas knaccuukanys HAIIMOHATLHBIX HHTEPECOB:
a. HMHTEpechH
b. HHTEpECH!
C. HHTEpeCH
5. O6mue meToapl obecrieueHuss HHPOPMAIIMOHHOM 0€30MacHOCTH
d.
b.
c. ...
6. Uadopmanus — HauboJiee IEHHBIH ... COBPEMEHHOTO OOIIeCTBA.
7. K xakomy kinaccy MHGOPMalMOHHBIX PECYPCOB OTHOCATCS aBTOMaTU3UPOBAaHHBIE
paboune MecTa MPOCKTUPOBIIHUKOB?
a. JlokymeHTsI
Ilepconan
OpranuzalvoHHbIE €AUHUIIBI
[IpomprnieHHbIe 00pa3Ibl
Hayunslii nHCTpyMeHTapuii
8. [locTaBbTe B MOPSIIKE BaXKHOCTH HAllMOHAJIbHBIE HHTEPECHI:
a. HNudopmanuonHoe odecrneyeHne rocy1apcTBeHHoil noanTukn Poceniickoi
Denepanuu.
b. Pa3BuTHE COBpeMEHHbIX HH(POPMALHOHHBIX TEXHOJOIMMH, 0T€4eCTBEHHOMI
HHIYCTPUU UH(OpPMALINH.
c. CoOuarogeHne KOHCTUTYIMOHHBIX MPAB M CBO0O/I Ye10BeKA U IPAKIAHMHA B
00J1acTH MoJTy4eHusI HH(POPMALMH U N0JIb30BAHNS €H).
d. 3ammrTa MHPOPMALMOHHBIX PECYPCOB OT HECAHKIIMOHUP OBAHHOT 0
AOCTYIHA.

® o 0 T



9. JlonuiuTe pa3inyHbIC MMOAXO0IbI K MOHATHIO HHPOPMAIIHH:
a. uHpopMaIHs
b. wmHpOpManus
¢. ... uapopmanus
10. CocraBiugioniye HallMOHAILHOM 0€301MaCHOCTH:
a.

Se o a0 o

11. O6mwme meToapl 0GecnieyeHus1 HalMOHAIBHOW 0€301acCHOCTH:
a.
b.
C.

12. OcHOBHBIE 0OBEKTHI BO3JICHCTBHS B HHPOPMAIIMOHHOM BOWHE?

a.
b.
C.
d.
e ...
13. TlepeunciuTe HHGOPMAIIMOHHOE OPYKHE:
a
b. ...cpexncrBa
C. ... TeHepaTopbl
d. cpencrsa ...
e. CpeicTsa ...
14. Boiina, eCTb NPOJIODKEHUE ... APYTUMH, HACUJILCTBEHHBIMU CPEJICTBAMH.

15. B KoHnenuu HargmoHaIbHOM 0€30IIaCHOCTH BBEIEHO MOHATHE HAIIMOHAJIBHBIX
WHTEPECOB, KaK COBOKYITHOCTH COJJaHCHPOBAHHBIX HHTEPECOB ..., ..., ...

Bapuant No2
1. JlonumuTe pa3inuyHble MOAX0/bI K MOHATUIO HHPOPMALUK:

a. uHbopmarus
b. wHbOpMaIUs

c. ... mHbop™Marus

2. Cocrapnsonye HalluOHAIIBHOM 0€3011aCHOCTH:
a. ... b. ... C. ... d.
e. ... ... g. ...

3. Undopmanus — Haubosiee IEHHBIH ... COBPEMEHHOTO OOIIeCTBa.

4. IloctaBbTe B MOPAKE BAXXKHOCTU HALIMOHAJIbHbIE HHTEPECHI:

a. HudpopmanonHoe obecneuyeHue rocyiapcTBeHHON noauTuku Poccuiickoi
denepanuu.

b. Pa3BuTHE cCOBpeMEHHBIX HHPOPMALIMOHHBIX TEXHOJIOTUH, OTE€UECTBEHHON
UHAYCTPUH HH(OPMAIHH.

c. CobmrofieHrne KOHCTUTYIIMOHHBIX ITPaB U CBOOO/T YeJIOBEKA U IPaXIaHUHA B
o0nacTy nosyyeHus HH(GOPMAaIMH U TOJIb30BaHUS €I0.

d. 3ammTa HHPOPMALMOHHBIX PECYPCOB OT HECAHKIIMOHUPOBAHHOTO JIOCTYIA



5. K kakomy knaccy uH(GOpPMAIIHOHHBIX PECYPCOB OTHOCSATCS aBTOMAaTU3UPOBAHHBIE
paGouue MecTa MPOEKTUPOBIIMKOB?
a. JlOKyMEeHTBI
IIepconan
OpranuzalvoHHbIE €IUHULIBI
[IpombinuieHHBIE 0Opa3IIBI
Hayunslii nHCTpyMEHTapHid
6. Boiina, ecTb NpoIOJDKEHHE ... APYTMMH, HACHIBCTBEHHBIMHU CPEACTBAMHU.
7. B KoHenuuy HarimoHaJIbHOM 0€30I1aCHOCTH BBEACHO MOHATHE HAIIMOHAJIBHBIX
UHTEPECOB, KaK COBOKYITHOCTH COallaHCUPOBAHHBIX HUHTEPECOB ..., ..., ...
8. [lepeunciure HHPOPMALIUMOHHOE OPYKHE:

® o 0 T

a
b. ...cpexncrBa
C. ... TEHEepaToOpPbI
d. cpexcrsa ...
e. CpencTsa ...
9. UndopmammoHHas cPepa —3TO ...\ cevy veny onn -
10. IepBas knaccudukanus HAMOHAIBLHBIX HHTEPECOB:
a. HMHTEPECH
b. wMHTEpeCH!
C. HMHTEPECH
11. O6mme meTop1 oGecniedeHus HHOOPMAITMOHHOM 0€30TTaCHOCTH:
d. ... b. ... C.
12. O0mume meToabl 00ecIIeueH T HAllMOHAIILHON 0€30IMaCHOCTH
a.
b.
C.
13. OcHoBHBIE 00BEKTHI BO3ICHCTBHS B HH(DOPMAITMOHHOM BOMHE?
a. ... b. ... C. ... d ... e.

14. Cgoiicta undopmanuu B hopme cBeJeHui: (YKaKUTE MPaBUIIbHBIN BapHAHT)

a. MaTepuaJbHOCTb

b. HW3MEPUMOCTH

C. CIIOXHOCTh

d. mpobieMHas OpUEHTHPOBAHHOCTH

e. HaKaluIMBaeMOCTh
15. CroiictBa undopmanuu B popme cooOIIeHUs:
(ykaxkuTe mpaBUIIbHbI BapUaHT)

g. CYOBEKTHMBHOCTb

h. uHpOpMaIOHHAs HEYHUYTOKAEMOCTh

i. JUHaAMHUYHOCTb

j. MaTepHalbHOCTh

K. HaKarIMBaeMOCTh

BapuanT Ne3

1. Kakoit meToz obecniedueHrss HHPOPMAIIMOHHOM O€30MTaCHOCTH OTCYTCTBYET B TIEPEUHE :
a. OpraHu3alMOHHBIN b. IIpaBoBoit c. TexHuueckuit
d. DKOHOMHYECKUI e. Mneomornueckuii

2. CoBOKYMHOCTb MH(pOpMaIK, HHHOPMALIMOHHON HH(PPACTPYKTYPBI, CYOBEKTOB U
CHCTEMBI PEeryIMpOBaHHs OOIIECTBEHHBIX OTHOILIEHHH SBIISIOTCS COCTABIISAIOIIUMHU
YaCTSAMM ...



3. ABTOHOMHas1 HHPOpPMaLUs — MUHPOPMALIUS , CYIIECTBYIOIIAS ... OT KAKOTO-TH00
CyOBeKTa.
4. UndpopmanronHas cepa — SBIssCh CUCTEMOOOPa3yIOIUM (GaKTOPOM >KH3HU
oOmiecTBa, aKTUBHO BIIUSET HA COCOSHUE ... , ..., ... U JP. COCTABJIAIOIIUX
6e3onacHoctu Poccuiickoii @enepanuu.
5. Uudopmarms B3auMOJICHCTBUS - ... OJIHOTO CYOBEKTa Ha JPYroro, MMEIOIIEe eJIbI0
..., MOJIEJICH BHEIIHEH Cpe/Ibl IBYX CYOBEKTOB MJIU KOJUICKTHBA.
6. Undpopmanus BO3AEHCTBHS - ... 3HAHUS, ... MOJICIIH OKPYXKAIOIIETO MHUpA.
7. UnpopmannonHas 6€30MacHOCTb - ... 3AIIUIIEHHOCTH HAMOHAIBHBIX HHTEPECOB
P® B undopmanmonHoii chepe, ONpeaeSOmMUXCS COBOKYITHOCTBIO ... HHTEPECOB
JIMYHOCTH, 00IIIECTBA U TOCYIapCTBa.
8. CocraBustomue HAMOHAIIBHOM 0€30MacHOCTH:
a. cobmonenue ... Poccuiickoit ®enepannn.
b. IIpaBoBoe ... BCEX YUaCTHHKOB ITpoliecca HHPOPMAITMOHHOTO
B3aUMOJICHCTBUS.
c. CoOmomenue ... mpaB 1 CBOOOJ U€IOBEKA U I'paXk/JlaHWHA B 00JaCTH MOJTyYEHUs
nH(pOpPMAalIUY U TIOJIH30BAHUS €1O0.
d. IIpuopHuTeTHOE ... OTCYECTBEHHBIX COBPEMEHHBIX HH()OPMAIIMOHHBIX U

TEJIEeKOMMYHUKAIIMOHHBIX TEXHOJIOTUI
9. O6mas cxema HalMOHAJIbHOM 0€3011aCHOCTH:.

a. PopmynHupoBka

b. ®opMupoBaHUE MTEPYHS ...

c. Ouenka ... u

d. PazpaboTka

e. Ilpunsrue ...
10. lns urpopManmoHHO# BOMHBI 0OBIYHO YETKO OTpeIeieHa
11. Bropas knaccudukanus HalMOHAILHBIX HHTEPECOB:

a. IO MPUHAUICKHOCTH b. 1O BaKHOCTH HHTEPECOB
WHTEPECOB
C. IO HAITMOHAIBHBIM MTPU3HAKAM d. IO SKOHOMHUYECKUM
NpU3HAKaM

12. Knaccuduxanus nHGopMaImum Kak 00beKTa UCCIICIOBAHMS .
f. ... uadopmanus
0. uHbopmarus. ..

h. undopmanus. ..
13. IIporpaMMHBIe IPOAYKTHI SBJISIFOTCS CIEAYIOIIEH COCTaBISIONIEH HH(OPMAIIMOHHBIX PECYPCOB (
BBIOEpUTE NPaBUILHBIN BapUaHT):

a. JIOKYMEHTBI b. mepconan C. OpraHu3allOHHBIC
HUHTEPECHI
d. TPOMBIILUICHHbIE e. Hay4HBII
00pa3sibl UHCTPYMEHT
apui

14. Cpoiicta unpopmanuu B popme cooOLICHHS:
(YykaxxuiTe TIpaBUIIbHBIN BapHUAHT)

a. NACaJIbHOCTDb C. IWHAMHWYHOCTb f. I/IHq)OpMaI_II/IOHHaSI
HCYHUYTOKACMOCTDb
b. Cy6’LeKTI/IBHOCTB d HaKaIllJimBa€MOCTb g. HU3MEPUMOCTH
15. CpoiictBa nH(bOpMAaIHU B (opMe CBEACHMIA: (YKaKUTE TIPABIIIBHBIN BAPHUAHT)
a. MaTepuajibHOCTb b. IMHAMHWYHOCTH C. npo6neMHa${
OPUCHTUPOBAHHOCT
b

a. HU3MCEPUMOCTDH €. CJOXHOCTb



Bapuant Ne4

1. Uadopmanus — HanboJiee HEHHBIH ... COBPEMEHHOI0 O0IIecTBa.
2. [ToctaBbTe B MOPSAKE BaXHOCTH HAIMOHAIBHBIC HHTEPECHI:
a. HudopmarnmonHoe obecrevyenne rocyiapcTBeHHON NoaUTUKN Poccuiickoi
denepauuu.
b. Pa3BuTue coBpeMeHHbIX HH(POPMALIMOHHBIX TEXHOJIOTUH, OTEYECTBEHHOU
WHAYCTPUH WH(OPMAIIHH.
c. CoOmoaeHne KOHCTUTYIIMOHHBIX IIPaB U CBOOO/T YeJIOBEKA M IPaKIaHIHA B
oOnacty mosydyeHus HHGOPMAIMU U TTOJIb30BAHUS €IO.
d. 3ammTa HHPOPMALMOHHBIX PECYPCOB OT HECAHKIIMOHUPOBAHHOTO JIOCTYIA
3. lonumuTe pa3indHbIe MOJX0AbI K IOHATHIO HH(POPMAIIHH:
a. HuHQOpMaIMs
b. wunHOpM™marusL

¢. ... uHpopmanus

4. CocTaBidrolye HallMOHAILHONH 0€30I1aCHOCTH:
a. ... b. ... C. ... d.
e. ... ... g.

5. K kakomy knaccy nH(GOpPMaIOHHBIX PECYPCOB OTHOCSATCS aBTOMAaTU3UPOBaHHbBIE
paboune MecTa MPOEKTHPOBIIUKOB?
a. JloKyMeHTBI
[Iepconan
OpranuzalvoHHbIE €UHULIBI
[IpompbInieHHbIe 00pa3IbI
HayuHnslii nHCTpyMEHTapHii
6. Ilepeuncnure HHGOPMAITMOHHOE OPYXKHE!
a.
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b. ...cpexncrBa
C. ... TeHepaTopsl
d. cpencrsa ...
e. CpencTsa ...
7. BoiiHa, ecTb MPOJOJDKEHHUE ... JPYTrMMH, HACUILCTBEHHBIMHU CPEJICTBAMHU.

8. B KoHuernmuy HaMoHaIbHOM 0€301aCHOCTH BBEJICHO TOHATHE HAIIMOHAJBHBIX
HWHTEPECOB, KaK COBOKYITHOCTH COJJaHCHPOBAHHBIX HHTEPECOB ... , ..., ...
9. UadopMariioHHast CHEPA — ITO ...y veey ceny onn
10. IepBas knaccudukanms HAIMOHAIBHBIX HHTEPECOB:
a. HHTEPECHI
b. HHTEpECH!
C. HHTEPECHI
11. OO6uue Metoab! oOecnieueHus: THGOPMATMOHHOMN 0€30MacHOCTH:
a. ... b. ... cC. ...
12. CpoiicTBa unpopmanuu B popme cooOLICHHS:
(ykaxxuTe npaBHIIbHBINA BAPUAHT)
CyOBEKTUBHOCTh
uH(OpMaLIMOHHAS HEYHHUYT0)KaeMOCTh
JMHAMUYHOCTh
MaTepHaTbHOCTh
HaKarjJuBaeMOCTh

13. O06mue MeToabI 00ECIIEUEHNST HAIIMOHAIILHON O€30IMaCHOCTH .

s ® o T O 5 3 —



14. OcHOBHBIE 00BEKTHI BO3IEHCTBHS B HH(POPMALIMOHHOM BOIHE?

a ... b. ... C. ... d.

15. CaoiicTBa uHpopMaIu B popMe cBeeHMit: (YKaKUTe MPaBUIIbHBINA BapUaHT)
a. MaTepUallbHOCThb

b. HU3MEPHUMOCTH
C. CJIOXHOCTb
d. npobieMHas OpUEHTHPOBAHHOCTH
e. HaKaIlUIMBaeMOCThb
Bapuanrt NeS

1. UnpopmanioHHast chepa —3TO ..., ceey ceny onn -
2. [lepBas knaccupukans HATHOHATBHBIX HHTEPECOB:
a. HHTEpeCH
b. uHTEpeCHI
C. HHTEpeCHl
3. O6mme MeTo b1 0OecriedeHrst THPOPMALTMOHHON OE€30MaCHOCTH:

a. ... b. ... c. ..
4. Cpoiicta unpopmarnuu B popme coodmieHus: (YkaxkuTe NpaBUIbHBII BapHaHT)
g. CyOBEeKTHMBHOCTH
r.  uHGOpPMAIIMOHHAS HEYHHUYTOKaeMOCTh
s. JTMHAMHYHOCTh
t. MaTepHaIbHOCTH
U. HaKarIMBaeMOCTh

5. CoiictBa uHpopMaiuu B GopMe CBeIeHUi: (YKaKUTE MPaBUIbHBIN BapUaHT)
a. MaTepUaIbHOCTh

b. HW3MEPUMOCTH
C. CIIO)KHOCTD
d. mpobieMHas OPUSHTHPOBAHHOCTh
e. HaKalIMBa€MOCTh
6. Uadopmanus — HanboJiee IEHHBIH ... COBPEMEHHOT0 OOIIEeCTBA.

7. K xakomy kinaccy MHGOPMallMOHHBIX PECYPCOB OTHOCATCS aBTOMaTU3UPOBAHHBIE
paboune MecTa MPOCKTUPOBIIMKOB?
a. JlokyMeHTHI

b. Ilepconain
¢. OpraHu3anMOHHbIE €TUHUIIBI
d. IIpomblinieHHbIe 00pa3Ibl
e. HayuHblil H”HCTpyMeHTapHii
8. [lepeuncnure HUHPOPMALIMOHHOE OPYXKHE:
a.
b. . CpelacTBa
C. ... TeHepaTopbl
d. cpencrsa ...
e. CpeacTsa ...
9. Boiina, ecTb NpOIOJKEHHUE ... APYTMMH, HACHIbCTBEHHBIMHU CPEIACTBAMHU.

10. B Kon1enuuu HallmoHaabHOM 0€301M1acHOCTH BBEIEHO MOHATHE HAIMOHAJIBHBIX
HMHTEPECOB, KaK COBOKYITHOCTH COaJTaHCHPOBAHHBIX UHTEPECOB ..., ..., ...
11. TlocTaBbTe B MOPSAIKE BaXKHOCTH HALIMOHAIbHbIE HHTEPECHI:
a. HudpopmarmonHoe obecrieueHue rocyiapcTBeHHON noauTuku Poccuiickoi
denepanuu.



b. Pa3BuTne coBpeMeHHBIX HHPOPMALMOHHBIX TEXHOJIOTUH, OTEUYECTBEHHON
WHAYCTPUH WH(OPMAIIHH.

c. CobmofeHne KOHCTUTYIIMOHHBIX MTPaB U CBOOO/] YeT0OBEKa U IPaKIaHMHA B
o0nacTy nmosydyeHus nHGOPMAIUU U MOJIb30BAHHS €IO0.

d. 3ammTa HHPOPMALMOHHBIX PECYPCOB OT HECAHKIIMOHUPOBAHHOTO JIOCTYIA

12. JlonumuTe pa3inuyHbIe MOAX0/bI K IOHATHIO HH()OPMAIIH:
a. uHpopMaIHs
b. wuHpOpManusa

c. ... uaopMausa

13. Cocrasigroniye HalMOHAILHOM 0€301MaCHOCTH:
a. ... b. ... cC. ... d.
e. ... ... g

14. OOume metoap! oOecnieueHus HallMOHAJIbLHONW O€30MacHOCTH:
a.
b.
c. ...

15. OcHOBHBIE 00BEKTHI BO3IEHCTBHS B HH(POPMAIIMOHHO BOIHE?

a ... b. ... C. ... d. ... e.

Bapunant Ne6

1. Cocrasnsromnye HallMOHAJIBHOM 0€30I1aCHOCTH:
a. cobmonenue ... Poccuiickoit deneparum.
b. IlpaBoBoe ... BCEX yU4aCTHHMKOB ITpoIlecca HHPOPMAIHOHHOTO
B3aUMOJICHCTBHUS.
c. CoOmrogenue ... mpaB ¥ cCBOOO/ YETOBEKA U I'PAKIAHUHA B 00JIACTH TTOTYICHUS
MH(pOpPMAIIUU U TIOJIB30BAHUS €IO.
d. TIpropuTeTHOE ... OTEYECTBEHHBIX COBPEMEHHBIX HH(POPMAITHOHHBIX U
TENIEKOMMYHHUKAITMOHHBIX TEXHOJIOTHI

2. JIns maDOpMAITMOHHOM BOMHBI OOBIYHO YETKO OIpeIesieHa .
3. Kaxoit Mmeton obecriedenust ”HPpOpMAIIMOHHOM 0e30MaCHOCTH OTCYTCTBYET B MEPEUHE :

1 OpranuzanuoHHbIN 3 IIpaBoBoii 5 Texuuueckuit
2 DKOHOMHUYECKUH 4 Nneomornueckuim
4. Undopmanus BO3AEHCTBUSA - ... 3HAHUS, ... MOJETIH OKPY>KAIOLIEro MUpA.

5. CoBokynHOCTh HH(OPMaLIUK, HTHPOPMAILIMOHHOM UHPPACTPYKTYpPHI, CYOBEKTOB U
CHCTEMBI PETYJIHPOBaHMS OOIIECTBEHHBIX OTHOIIICHHI SBIISIOTCSI COCTABJISIOIIMMHU
YacTSAMH ...

6. ABTOHOMHasi MUHPOPMaLUs — UHPOPMALIUS , CYIIECTBYIOIIAS ... OT KAKOTO-JT00
cyOBeKTa.

7. UnpopmannoHHas cdepa — ABIASICH CUCTEMO0OOpa3yOLUIUM (PaKTOPOM KU3HU
oOmiecTBa, aKTUBHO BIIUSET HA COCOSHUE ... , ..., ... U JP. COCTABJISAIOIIUX
6e3onacHoctu Poccuiickoii @enepanumu.
8. Undopmarust B3auMOICHCTBUS - ... OJIHOTO CYOBEKTa Ha JPYroro, MMEoIIee esbio
..., MOJIeTIell BHEIIHEH Cpejibl IByX CYOBEKTOB MJIM KOJJICKTHBA.
9. UndpopmannonHas 6€30MacHOCTb - ... 3AIUIIEHHOCTH HAlMOHAIBHBIX HHTEPECOB
P® B undopmanmonHoii chepe, OnpeaesomuXCcs COBOKYITHOCTbIO ... HHTEPECOB
JIMYHOCTH, 00LIIECTBA U rOCYIapCTBa.
10. OO6miast cxema HallMOHAIBLHOI 0€30IMaCHOCTH.

a. PopmMmynupoBKa

b. dopmupoBaHue nepeyHs ...

C. OueHka ... u



d. Paspabotka

e. Ilpunsarue ...
11. BTOpaH maccmbnxaunﬁ HAallMOHAJIbHBIX UHTCPECOB:

1.110 IpUHAJICKHOCTH HHTEPECOB 2.710 B&JKHOCTH MHTEPECOB
3.110 HAIMOHAJILHBIM IIPU3HAKaM 4.110 SKOHOMHUYECKUM IIpU3HAKaM

12. Knaccuduxamnusi ”HGopMaIyu Kak 00bEKTa UCCIIC0OBAHMUS
a. ... uapopmarmsa
b. unbopmanwus...

C. uH(poOpMaIWs. ..
13. [IporpaMMHBI€ IPOAYKTHI SIBJISAIOTCS CIIEAYIONIEH COCTaBISIONIEH HHPOPMAIIMOHHBIX PECYpPCOB (
BbIOEpHTE MPABUIIBHBIN BapHAHT):

1. HOOKYMEHTEI 2. TIepcoHan 3. OpraHu3aloOHHEIC
HHTEPECHI
4. TIpOMBINIICHHEBIC 5. Hay4dHbIH
00pa31bl UHCTPYMEHT
apui

14. CpoiictBa uHpopmanuu B popme cooOIIEHUS:
(YKaxuTe paBHIbHBIN BApUAHT)

1. WHaeadbHOCTH 2. JUHAMHUYHOCTbH 3. uH(popmarmoHHas
HEYHUYTOXKAEMOCTD
4. CyOBEKTHUBHOCTD 5. HaKamIMmBaeMOCTh 6. HU3MEPHUMOCTH
15. CotictBa nHpOpMaImu B opme cBelleHuit: (yKaXKUTe NpaBUIIbHBII BApUAHT)
1. MarepHaJbHOCTH 2. JUHAMHUYHOCTH 3. C
npoOieMHast
OpUEHTUPOBAHH
OCTb
4. U3MEPUMOCTH 5. €. CIOXHOCTb

7.1. TemaTuka 10KJIA10B

1. ®opMbl TICHXOJOTUYECKOW 3allMTHl 4YeJIOBeKa OT HHGOPMAIIMOHHON
Meperpy3KH.

2. CommansHo BpenHas nadopmanus B CMU.

3. Bpennas u onacHas nuagopmanus B MTHTEpHeT.

4. ®opMBbI 1 METOIBI HETOOPOCOBECTHOM PEKIIAMHOM JCATEIHHOCTH.

5. ®opmbl 0OMaHa ¥ MOIIIEHHUYECTBA B IHTEpHET.

6. Ataku Ha WH(GOPMALMOHHBIE CUCTEMBbl MyTEM MEPEerpy3KH KaHAIOB CBS3H U
BXOJHBIX OydepoB mnamsaTu. Vcmnonb3oBaHHEe «IPOTOKOJIOB BEXKIUBOCTH» IS
peanu3alny CeTeBbIX aTak.

7. CnocoObl TONAENTKA KOMIBIOTEpHON uHMOpManuu (IeHer, TOKyMEHTOB,
JI0Ka3aTeNIbCTB) U MPOTPAaMMHBINA UHCTPYMEHTAPHIA.

8. KommbrotepHoe «mupatcTBo» U ero ¢opMsbl. I[lepcriekTuBbI IPOTUBOICHCTBUS
HE3aKOHHOMY KOITUPOBAHUIO KOMITBIOTEPHOU HH(OPMAIUH.

9. ®opMbl HE3aKOHHOTO HCIOJIb30BAaHUS HMH(POpPMAIMH. 3aKOHOJATEIbHBIE MEPhI
MIPOTUB HE3aKOHHOTO HCIOIb30BaHUS HHPOPMAIIHH.

10.0opMbl W MeTOABI JUBEPCUOHHO-TEPPOPUCTUUYECKOM  JESATENBHOCTH C
MCIOJIb30BAHUEM COBPEMEHHBIX HH(POPMAITMOHHBIX TEXHOIOTHA.

11.Bugast u hopMbl IpuMeHEHHS HH()OPMAIIMOHHO-TEXHOIOTHUYECKOTO OPYXKHUSI.

12.JloxTpuHa uHpOpManMOHHOM Oe3omacHocT Poccum M peanbHOCTH €€
OCYIIECTBJICHHUSI.



13.AHamu3  cnoco6oB  MHGOpPMAIIMOHHOTO  BO3JeHcTBUA H  (dopMm
MH(GOPMAIMOHHOM 3aIUTHI, OTPAKEHHBIX B CKa3KaX, CKa3aHUAX, ObUIMHAX U MH(]aX.

14.T'ocymapcTBeHHass CHCTEMa 3allUThl TpPakJaaH H OOIMIECTBA OT OMNACHOU
nH(popManuu (3aKOHOIATEIICTBO U MPAKTHKA).

15.Bonpocel nHGOPMAIMOHHOM 0€301aCHOCTH B TEOPHH BOCHHOTO UCKYCCTBA.

16.Bompocer nH(pOpMaIMOHHON OE30ITACHOCTH B MOJIUTUKE U JUIJIOMATHU.

17.®opMbI ¥ METO/BI BBDKUBAHHUS OMOJIOTUYECKUX OCOOCH M BO3MOYKHOCTH HX
MPUMEHEHHSI TTPH 3alIUTe HH()OPMAITHH.

18.Crparerus naccuBHOW MH(OPMALIMOHHOM 3aIIUTHI.

19.Ctpareruss yHMYTOXEHHsSI HCTOYHUKA yrpo3 B cdepe WHGPOPMAIMOHHON
3aIUTHL.

20.Crparerust oOMaHa U €€ UCIOJIb30BaHue B cepe MHPOPMAMOHHON 3aIUTHI.

21.Monenb KOMIUIEKCHON MH(OPMAIIMOHHON 3aIIUTHI M €€ DJIEMEHTHI.

22.Monens nHGOPMAIIMOHHOMN 3allIUTHI KaHAJIOB CBSI3H.

23.Y1po3bl CKPHITOTO HMH(DOPMAIMOHHOTO BO3JEHCTBUS Ha IMOJIb30BaTeseH
HNutepHer.

24.DopMBI 1 METO/IBI 3aITUTHI MPU3HAKOBOH MH(OPMAIIHH.

25.Unpopmaniys Kak [IEHHOCTh U 0OBEKT MPECTYIHBIX MOCATATEIbCTB.

26.Y1po3bl KOHPUIECHITNATBHOCTH U (POPMBI UX peaTr3aliu.

27.Mopenb MH(OPMALIMOHHOTO HapyLINUTENS, MOCSATAIOIIErO Ha
KOH(UIEHIIMATBbHYIO HHPOPMAIUIO METOJaMH HECAHKIITMOHUPOBAHHOT'O JOCTYIIA.

29.3agaun nHGOPMAIIMOHHOM 3alTUTHI B GUHAHCOBOM cdepe.

30.3agaun nHGOPMALIMOHHOM 3alUTHI B cepe MPeI0CTaBICHUE YCIYT CBSI3U.

31.0pranuzaimoHHO-PACIOPAIUTENIbHbIE MEPBI MH(OPMALIMOHHOMN 3aIUTHI.

32. TpaguIMOHHBIE HampaBieHUs HWHQPOPMAIMOHHON 3allUThl M MyTH HX
MHTETPaLUH.

5.2. IPUMEPHBIV ITIEPEYEHB BOITPOCOB K DK3AMEHY

MexayHapo/iHble CTaHIapThl HHPOPMALIMOHHOTO OOMEHA.
[TonsiTHe yrpo3Bl.
Nudopmarmonnas 6€30MacHOCTh B YCIOBUSIX (GYHKIIMOHUPOBAHUS B
Poccun rnmobGanbHbIX ceTei.
Bubl NpOTUBHUKOB WM «HAPYIIUTEIICI.
[ToHsiTHS O BUIAX BUPYCOB.
Tpu BHIa BO3MOXHBIX HapylmieHUH HHGOPMAIMOHHON CHCTEMBI.
3amura.

7. OCHOBHbIE HOpPMAaTHUBHBIE PYKOBOASIIME JOKyMEHThl. Cranmapt
mmmdpoBanus nanubix ['OCT 28147-89
CucTemMbl C OTKPBITHIM KIIFOUOM
Hasnauenne u 3amaum B cdepe obecnedeHus HHPOPMAIMOHHOM
0e30macHOCTH Ha ypPOBHE TOCYIapCTBa.

10. OCHOBHBIE TIOJOXKEHUS TEOpUU HH(POPMAIMOHHON 0e30MacHOCTH
UH(GOPMAITMOHHBIX CHCTEM.

11. Mogenu 6e30MacHOCTH ¥ X IPUMEHEHHE.

12. Metonapl 3amuThl MHGOPMALIMK C HUCIOJIb30BAaHUEM TroJiorpaduu
SIBJISTFOTCS] aKTyaJIbHBIM U PA3BUBAIOIUMCS HAMPABICHUEM

13. AHanu3 cnoco00B HapyIIeHuH HHPOPMAITMOHHON 0€30MMaCHOCTH.

14. Kpunrorpadguueckue METOblI

15. Mcnonb3oBaHue 3alUIIEHHBIX KOMITBIOTEPHBIX CUCTEM.



16. Meroas! kpunrorpapuu.
17. OCHOBHBIE TEXHOJIOTUM NOCTpOeHMS 3ammuieHHsix JDMC.
18. Konuenuust "HpopMalMoHHON 0€30MacHOCTH

5.3. TIPUMEPHAA TEMATUKA PE®EPATOB, KYPCOBbIX
PABOT

1. ®opMbI ICUXOJIOTUUECKON 3aIUTHI YeT0BeKa OT HH(DOPMAIIMOHHOM
neperpy3Ku.

2. CoumanbHo BpenHas uapopmanus B CMU.

3. Bpennas u onacuast unpopmanus B MiHTepHer.

4. ®opmbl U METO/IbI HEAOOPOCOBECTHOM PEKIIAMHOM €SI TEIbHOCTH.

5. ®opMbl 0OMaHa U MOIIEHHUYeCTBa B MIHTEepHeT.

6. Ataku Ha HH(OPMAIMOHHBIE CUCTEMBI ITyTEM MEPErpy3KH KaHAJIOB
CBS3M U BXOJHBIX OydepoB mnamsaTu. Hcnoiab3oBaHHE «IIPOTOKOJIOB
BEXJIMBOCTI JJIS pean3allii CETEBbIX aTaK.

7. CnocoObl MOJAENKHM KOMIBIOTEPHOM uWHGOpMaUu (IEHer,
JOKYMEHTOB, TOKa3aTeJIbCTB) U MPOrPAMMHBIN HHCTPYMEHTAPU.

8. KommbiorepHoe «muparctBo» ©u ero (opmel. IlepcrekTuBbl

NPOTUBOACHCTBUS ~ HE3aKOHHOMY  KOMHPOBAaHUIO  KOMITBIOTEPHOM
uH(pOpMAITIH.
9. dopmbl HE3aKOHHOTO  MCIOJb30BaHUS  HMH(OpPMAIUU.

3aKoHOJATENIbHbIE  MEpPbl  NPOTUB  HE3aKOHHOTO  HMCIOJIb30BAHUS
uHdOpMaIHH.

10.®opmel U METObI JIMBEPCUOHHO-TEPPOPUCTHUECKON
NESTENIbHOCTH C  HUCIOJIb30BAHUEM COBPEMEHHBIX HMH(GOPMAIIMOHHBIX
TE€XHOJIOTHM.

11.Bunetl u popmbl npuMeHeHUsT HHPOPMALIMOHHO-TEXHOJIOTMYECKOTO
OpYXHUS.

12.JoxTpuna nHbopManuoHHoH 6e3onmacHocTy Poccuu 1 peabHOCTH
€€ OCYILECTBIICHHUS.

13.AHanmu3 cnoco00B HWH(POPMAIMOHHOTO BO3JCUCTBUSA U (HOPM
MH(GOPMAIIMOHHOHN 3alllUThl, OTPAKEHHBIX B CKa3KaX, CKa3aHUAX, ObUIMHAX
u Mudax.

14.T'ocynapcTBeHHasi cUCTeMa 3alllUThl TpPaxkJaH W o0O0IIecTBa OT
ormacHoi nHpOpMaIK (3aKOHOIATETLCTBO U MPAKTHKA).

15.Bompocel mH(pOpMaImoHHOW 0€30mMacHOCTH B TEOPUHM BOCHHOTO
HCKYCCTBA.

16.Borpockl  mHGDOpMANIMOHHONW OE30MMACHOCTH B IOJUTHKE |
JTUTIIIOMAaTHH.

17.0opMbl U METOABI BBDKHMBAHWUS OHMOJIOTHYECKHX OCOOEH U
BO3MOXHOCTH UX IPUMEHEHUS TIPH 3aIIUTE HHPOPMAIIUH.

18.Crpaterusi macCUBHOM MHPOPMAIIMOHHOMN 3aIUTHI.

19.Ctparerust ~ yHUYTOXKEHHS  MCTOYHMKA  yrpo3 B cdepe
MH()OPMALIMOHHOM 3aLUTHI.



20.Ctpateruss obOmMaHa W €€  HCIOJIb30BaHME B  cdepe
MH(OPMAIMOHHOMN 3aILUTHI.

21.Mopenb KOMILIEKCHOM MH(OPMAIIMOHHON 3aILUTHI U €€ 3JIEMEHTHI.

22 .Mopaenb nH()OPMALIMOHHOMN 3aIUTHI KAHAJIOB CBA3H.

23.Y1po3bl  CKpPBITOTO  MH(OPMAIMOHHOIO  BO3JEWCTBUS  Ha
rones3oBaresiel IHTepHer.

24.®opMbI U METOJIbI 3aLIUTHI TPU3HAKOBOW MH(OpMAUK.

25.Mudopmanus Kak HUEHHOCTh U OOBEKT MPECTYIHBIX MOCSATATENIbCTB.

26.Y1po3bl KOH(UIESHINATBHOCTH U OPMBI UX peallu3aliu.

27.Mopenb HHMOPMALMOHHOTO HAPYLIUTENs, TMOCATAIOIIEr0 Ha
KOH(QUIECHIMATbHYI0 HHPOpPMALMI0 METOJaMU HECAHKIMOHHUPOBAHHOTO
JOCTyIa.

28.Mojienb KOMIBIOTEPHOT'O BUPMENKEDA.

29.3anauu nHpOpMaIIMOHHOMN 3aIIUTHI B (PUHAHCOBOM cdepe.

30.3amaun  UHPOPMALMOHHOM 3almUTBI B cdepe NpeaoCcTaBlIeHNE
YCIIYT CBS3H.

31.0pranu3aioHHO-pACTIOPSAUTENbHBIE Mepbl  MH(OPMAIMOHHOM
3aIUTBHI.

32. TpaguumoHHble HaMpaBiIeHUS UHPOPMAIMOHHON 3aIlUTHl U MYTH
UX UHTETPALINH.

TpeboBanus k opopmiieHnio pedepatosn:

Gopmamuposanue:

— Word for Windows u Bbimie;

— ¢opmat A4;

— mmpudt Times New Roman;

—  Keruas —14;

— CHOCKHU, MOJPUCYHOUYHBIC HAAMUCU, HA3BAaHUA TaOIMUI — KEerib
12;

—  MEXCTPOUYHBIM HHTEPBAI — MOJYTOPHBIM;

— BCTPOEHHBIC B TEKCT PUCYHKH, TPaUKH CXEMBbI — YePHO-OEIbIE;

— CHUCOK JUTepaTypbl pa3Mmenjaercsa Moclie  TEKCTa, B
anpaBUTHOM TOpSAKEe, a B TEKCTE JMaeTcid CChUIKa  Ha
NOPSIAKOBBII HOMEpP HMCTOYHHMKA UM CTPAHUIy LIUTUPOBAHUS
(mpumep: [3,121]);

— 1ojs — 2,5 CM CO BCEX CTOPOH;

— OpHUEHTAIUsl — KHUKHAS.

Cmpyxkmypa:

— Ha3BaHue (MO TEHTPY, OYKBBI — MPOMHUCHBIE, KeTib — 14,
MOTY)KUPHBIN, 0€3 MepeHOCOB W MOAYCPKUBAHUM, 0€3 TOUKU B
KOHIIC Ha3BaHMS);

— cmpaBa 4epe3 OJUH WHTEPBAJI MPOMUCHBIMHA OyKBamMu (haMUITUs
Y MHULIMAJIBI aBTOPA;

— WUIIOCTPAaTUBHBIM Marepuall JOKEH OBbITh BCTPOEH B TEKCT
(pyHKIHS «OOBEKTY).



JIncr BHeceHMsI M3MEHEHUH

JlononHenuss U w3MeHeHus paboueit mporpammbel Ha 2018/2019
y4eOHBIi roa

B pabouyto nporpaMmy BHOCATCS CIAEAYIOIINE U3MEHEHUS:

1. Ha turyneHoM usmcte PIIJI m DOC wusmeHeHO Ha3BaHUE
BEJIOMCTBEHHON MPUHAICKHOCTH «MUHUCTEPCTBO HAyKH U BBICIIETO
oOpa3oBaHus» Ha OCHOBAaHMM MpPHUKa3a «O BHECEHHMM W3MEHEHHUI B
ceenenus o KI'TTY um. B.I1. ActadbeBa» ot 15.07.2018 Ne 457 (m).

2. O6HOBJIEH TIEpPEUYCHbB JIMIICH3MOHHOTO IPOTPAMMHOT0 00ECTICUCHUS

3. B ¢oHI OLIECHOYHBIX CpPEJCTB BHECEHbl M3MEHEHUS B COOTBETCTBUU
npukazoM «O0 ytBepxkaeHuu [lonoxxkeHus o (oHAE OLEHOYHBIX CPEJCTB
JUISL TEKYIEro KOHTPOJI YCIIEBAEMOCTH, IMPOMEKYTOUHONM M HMTOTOBOM
(rocynpapcTBeHHOM UTOTOBOM) artectarum» oT 28.04.2018 Ne297 (m)

4. Ha turyneHom mucte PIIJI m ®OC wusmeHeHo Ha3BaHue Kadenpsl
npuka3 pektopa ®I'bOY BO «KI'TIY um. B. I1. ActadpeBay Ne672 (1) ot
07.11.2018r

YdeOHasi mporpaMMa TIepecMOTpeHa M Ojo0peHa Ha 3aceJaHuH
Kadeaps

«30» ampens 2019r., npotokoin Ne 8
BHeceHHbIe U3MEHEHUS YTBEPIKIA0

3aBeayronuii kadeapoi y M H.H. KazakeBnu



