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BBenenue

[TpoGiiemMa TEpMUHONIOTUU U TIEPEBOAA TEPMUHOB Ha PA3IUYHBIC SI3BIKH
MHTEPECYET MHOIMX YYEHBIX M SIBJICTCA OYEHb AKTYaJIbHOH, 4YTO CBA3aHO C
OYEBHJIHBIM POCTOM TEPMHUHOJIOTMYECKOW JIEKCMKHM BO MHOTHX  SI3bIKax.
TepMUHOJIOTHYECKHE MCCIENOBAaHNUA 3aHMMAIOT OJHO W3 BEAyIIMX MECT B
OTEYECTBEHHOM M 3apyOE€KHOM SI3bIKO3HAHMM MOCIeAHUX necatunetud. Ho npu
3TOM, TEPMUHOBEACHUE JIO CHUX MOP HE 0003HAUMIIO OMNPEIECIIEHHOTO W €IUHOTO
oObsicHeHus noHsaTus “repmun’ [Bonoauna, 1998]. PazHbie yueHble onpeaeisior
€ro I0-pa3HOMY.

TepMUHONIOTHS HKCIONB3YETCSI B CaMbIX pa3inyHbIX cdepax xuzau. C
JaBHUX BPEMEH YEJIOBEK XpaHWI U IepenaBall MHPOpPMAIMIO - KaK OOBIACHHYIO,
IIOBCEIHEBHYIO, TaK M KpalHE BAXHYI, CEKpeTHYHO. C pa3sBUTHEM TEXHOJOTHUM
IPECTYIUICHUSI C MOXMILEHUEM Takod MHpOpMaluu cTtaau Oosiee M3OLIpEeHHEH U
MOSIBUIIACh KUOEPIPECTYITHOCTb.

AKTHUBHOE pa3BUTHE TEPMHUHOJIOTUU KUOEPIPECTYHMHOCTH TAKKE CBSI3aHO C
NOCTOSSHHBIM ~ Pa3BUTHEM  OTHOIIEHMM  MEXIy CTpaHaMM B  00JacTH
IOPUCIIPYJICHLIINNA, KPUMHUHAJIUCTUKA U Ip. I[IpaBoOXpaHHUTENbHBIM OpraHam i
oOecrieyeHus: 0€30MaCHOCTH HACEJIEHHs CTaJI0 HEOOXOJMMO yMETh OOLIAThCA Ha
onHOM s3blke. MM M cTanm aHrmMiCKuM A3bIK. DOJIBIIMHCTBO KOMIIBEOTEPHBIX
MPECTYIUIEHUHM MMPOUCXOJNT HA MEXKIYHAPOAHOM YPOBHE, MHOTHE YTOJOBHBIE JIEa
paccMaTpuBaOTCA B MEXIYHAPOJAHBIX CyAax, INleé KPUMHUHAIMCTaM HEOOXOIHUMO
NPEABABISTh JOKA3aTeNbCTBA BUHOBHOCTH W HEBUHOBHOCTH, U B CBSA3U C 3TUM
TpeOyIOTCSl 3HAHUS PA3IMYHONM TEPMUHOJIOTUH, a TOYHEE - KaK OHAa BBINVIIUT B
TEPMHUHOJIOTHH MEKIYHAPOIHOU, AJI TOTO, YTOOBI MPEABSABIATE O0OJee TOUHBIE U
BEPHBIE JOKA3aTEIbCTBA.

Taxum 00pa3oM, TOMUMO OIIPEAEICHUS OTIIMYUTENIBHBIX XapaKTEPUCTUK
TEPMHHOJIOTMH KMOEPIPECTYIMHOCTH, IIEPE]l YUEHBIMU CTOMT 3a]1a4a ONpPEACIIECHUs

OCHOBHEIX CITOCOOOB ¢e nepeBojaa. HGCMOTp}I Ha BE€Cb HHTCPEC K JIAHHOU



npoOieme, eAMHON KiaccuUKaIMU CIIOCOO0B TaKOTo MEPEBOJIa C OJTHOTO S3BIK Ha
JIpYyrol He cyiecTByeT. Takke HEeJOCTaTOYHO CYIIECTBYET UCCIEIOBAHUM O €ro
CIIOKHOCTSIX.

Bce BbilensnoxeHHOe OOYCIOBUIIO aKMYAlbHOCMb TIPEJCTAaBICHHOTO
uccnenoBanusi. HoBble TepMUHBI, HOBBIE CUTYallUH, TPEOYIOIME HOBBIX TEPMHUHOB,
NOABJISIOTCA  Kaxkapld ron [I'openukoBa, 2002]. OdeHb BaXHO HUMETh
MPEACTAaBICHUE HE TOJBKO O TEPMHHOJOTHMYECKOM KOPITyCE€ CBOETO SI3bIKa, HO U
npyrux. Ha paHHBIE MOMEHT KakMX-JMOO MCCIIEIOBaHUA O TEPMUHOJIOTHH
BBIOpaHHON TeMaTukHu He umeeTcs. CylecTBYIOT padOThl O HAYYHO-TEXHUYECKOU
ngexkcuke (“Hay4yHasi JMTepaTypa TMPEACTABISIET MHTEpEC HE TOJIBKO IO
COJIEpKaHMIO, HO U 0 (GopMe; €KEroJHO MyOIMKYyeTCs MUJUIMOHBI CTAaTel Mo
Bonpocam Hayku u TexHuku [[lymmsHckmif, 2004]) U 0 KOMITBIOTEPHBIX
HEOJIOTM3Max, HO OHM PacCMaTpUBAIOT JIMIIIh YACTU TEMbI U HE OXBAaTBIBAIOT BCE
HIOAHCHI, TpeOyeMble JIsl aHAIM3a TEPMUHOJIOTHYECKOTO KOPITyca U €ro mepeBoia
1o TeMe “KHUOepnpecTyImHOCTD .

Obvexmom UCCIeOBaHUS SBIIICTCS TEPMUHOJIOTHS KHOEPTPECTYTHOCTH.
Ilpeomemom ctanmu OCOOEHHOCTH TEPEBOJIa TEPMUHOB KHUOEPHPECTYNHOCTH C
AHTJIMHACKOIO HA PYCCKHUU SA3BIK.

[]env nanHOW pPabOThHl - M3YYEHUE TEPMHUHOJOTUU KHOEPIPECTYNMHOCTH B
CPaBHUTEIIBHO-COMTOCTABUTENIHHOM AacClEKTe Ha MPUMEPE KOHKPETHBIX SI3bIKOB,
aHaJgu3 KOpIyca TEPMHHOJIOTMU KHUOEPIPECTYIHOCTH Ha OCHOBE IPOTPaMMBbI
TermoStat u ocobenHocTelt ux nepeBoaa Ha nmpumepe kuuru 2011 roga “Cyber
Security Essentials” nmox penakuueii Jlxeiimca I'pama, Puuapna Xosapaa u Paitana
Oncona. [ns peanuzanuu IedM  UCCIIECIOBaHUS HaMU OBUIM  TOCTaBJICHBI
CIIETYIONTUE 3a0ayu:

1. M3Y4YHUTH U ONPEACIIUTD MOHATUSA “TEPMUH U “TEPMUHOJIOTHS ;



2. BbIpaboTaTh KiIacCU(UKAILMIO TEPMUHOIOTHH KHOEPIIPECTYITHOCTHU 110
CTPYKType 00pa3oBaHus JIs ONPECICHUs TEHICHIIUU B 00pa30BaHUU
HOBBIX TEPMHUHOB;

3. ompenenuTh (YHKIMH ©  KiIaccuuKamuioo crnocoboB IepeBojia
TEPMHHOB B yKa3aHHOM cepe;

4. paccMOTpeTb pOJIb KOPIYCHOW JIMHTBUCTHUKA B TMEPEBOAYECKON
NEATEIbHOCTH U KOHKPETHBIE XAPAKTEPUCTUKHU JUHTBUCTHYECKOTO
KOpITyca 10 TEPMUHOJIOTUN KHOEPIPECTYITHOCTH;

5. BBISIBUTH OCHOBHBIE CJIOKHOCTH MEPEBOJIA MO BRIOPAHHOW TEMATUKHU U
paccMOTpPETh OCHOBHBIE CIIOCOOBI MEPEBO/Ia TEPMUHOB,

6. Ha mpumepe ¢parmenta u3 kuuru “Cyber Security Essentials”
OCYIIECTBUTh  MPEANEPEBOJUECKUA aHAIU3 M INEPEBOMAYECKHI
KOMMEHTapUH.

Jns ocyiiecTBiICHUs TMOCTABJICHHBIX 3aJad KakK METOJ] HCCIeI0BaHus
MPUMEHSUICS] CPABHUTEIIbHO-COMTOCTABUTENBHBIN aHAIM3.

Teopetndeckyro 0a3y coctaBwiu: yueOHble mocoouss C. B. I'punes-
['puHeBHMYa O TEpMUHAX U TEPMUHOJOTHH B 1enoM [['puneB-I'puneBuy, 2008], o
JMHTBUCTUYECKUX acnekrax nepesoxa - B.H. KomwuccapoBa; xkHurm o mecre
tepmuHoioruu B cocraBe si3bika [[. C. Jlorre [Jlorte, 1961], JI. A. Kananansze
[Kamananze, 1965], B. II. Jlanunenko [[lanunenxo, 1971]; mns onpeneneHus
3apOKICHUS u pa3BUTHUS TEPMUHOJIOTUH KHOEPIPECTYITHOCTH u
KnbepOe30macHOCTH - JOKIaAbl U uccieaoBanus B. A. MemepsikoBa [Meniepsikos,

2001], A.M. YcoBa [Ycos, 2002].



I'nasa 1. Teopernyeckue 0CHOBBI H3Y4YeHHUS TEPMUHOJIOT MU
KHOepIpecTyNHOCTH

1.1 Onpenenenuie MOHATUN “TEPMUH", “TEPMUHOIOTHUS

Panee XX Beka, Bce BOMPOCHI, KacaeMble TEPMHUHOJIOTMH, OTHOCHJIHCH
TOJIBKO K YYEHBIM W TaKOBBIM CIEIHATMCTaM, HO KOMIIbIOTEpU3AIUsl BCEX BUIOB
NEeATeTLHOCTH U cpep Hayvasga MpOoIECcC MOSIBICHUS CIEIUATBLHON JIEKCUKH B PEUH
oOblyHOrO uenoBeka. Ha maHHBIE MOMEHT MOJ] MNPUCTAIbHBIM BHUMAaHUEM
JIMHTBUCTOB HAaXOAUTCS MpoOieMa (YHKIIMOHUPOBAHUS TEPMHUHOJIOTUU B Pa3HbBIX
chepax u TekcTax. IT0 00bIACHIETCS TeM (akToM, yTo cBhIe 90% HOBBIX CIIOB,
o0pa3yronuxcsi B SI3bIKE, OTHOCUTCS K CICIUAIBLHON JIEKCHUKE, T.e. TEPMHUHAM
[ApGekona, 2002]. DTo 03HaYaET, YTO UX KOJUUIECTBO JaKe OOTOHSET KOJUYECTBO
Jekcuku obuieynorpedurenbHo. Kpome Ttoro, kxak otmewaer C.B. I'punes-
['puHeBHY, Bce OOJBIIE TEPMUHOB MPOHUKAIOT B OOLICYNOTPEOUTENBHBIN KOPITYC
sI3bIKA, YTO BJIMSET Ha sA3bIK B 11esioM [ 'puneB-I puneBnd, 2008, ¢. 3-5].

Camo c10BO mepmur 00pa30BaIOCh OT JATUHCKOTO ter, KOTOpoe 03HavaeT -
nepemaruBarh, JOCTUTaTh LEJIH, KOTOpas Mo Ty cTopoHy. OTcroja ciemyer, 4To
M3HAYaJIbHO CMBICI TEPMHUHA OTHOCWICS K PEIUTIuM - “‘CTpa)ka BCEro, 4To B
npenaenax oxpansemoil rpanuibl’. Co BpeMeHeM, OH MOABWICS B puiocopuu U B
JpPYTUX HAY4YHbIX JUCHUIUIMHAX - MEAWIMHE, TEOJOTHH, JUHTBUCTUKE W IIp.
[Cycumenko, Poxaencrsenckas, 2012, c. 135].

Ceiluac Bce NOHUMAIOT CJIOBO MepMuH TO-Pa3HOMY, TaK KakK €JIUHOTO
OOBSICHEHUS HE CYIIECTBYET, XOTS MHOTHE JIMHT'BUCTHI MBITATUCH OTPA3UTh B HEM
BCE HIOAHCHI, BCE CBOMCTBAa M Pa3sHOBUIHOCTU. Bce 3TO CBS3aHO C TEM, YTO
TEPMUHOBEICHUE - ATO OTHOCHUTEJIILHO MoJIofas Hayka. M, KOHEYHO, HE CTOUT
3a0bIBaTh 00 HM3MEHYMBOCTH CaMOTro S3bIKa CO BpeMeHeM. MeHsercs S3bIK -
MEHSIETCS U TIOHSTHE.

Onno u3 o0bsicHenuil TepmuHa A.A. PeopmaTckuM moaTBepkIaeT, uTo B

COBpCMCHHOﬁ JIJMHI'BUCTUKC TCPMHHOJIOTHA - HAaCTb CH@HH&HBHOﬁ JICKCHUKMU:



TEPMHUH - O3TO “crnoBa CIICHMUAJIbHBIC, O'PAHUYCHHBIC CBOMM 0COOBIM Ha3HA4YCHUECM,

CJI0Ba, CTPCMAIIUCCA OBITH OJHO3HAYHBIMHU KaK TOYHOC BLIPA’KCHHC MOHSTUH U

HaspIBaHme Bemiel” [Pedopmarckmii, 1967, ¢. 110].

Takum o00pa3omM, TJaBHas (YHKIUS TepMHHA - HOMHHAIMSA. TepMUHBI

CIIyKaT JI1 HAMMCHOBAHUA TOYHBIX CIICIUAJIbHBIX HOHHTHﬁ, OHH 00ECIIECUNBAIOT

SICHOCTDH U IIOHUMAaHHUC HaquOﬁ MBICJIH.

Taxxe sBasCTCA aKTyaanoﬁ HpO6HeMa OIpCACICHHA MCCTAa TCPMHUHOJIOTNH

B COCTAaBC sA3bIKA. CYHIGCTBYGT ABC OCHOBHBIX TOYKH 3PpCHHA HA 9TOT BOIIPOC:

1. croponnuku HopMatuBHoro noaxona (. C. Jlorre, JI. A. Kananange,

H. 3. Korenona, E. H. Tonukuna, A. B. KocoB u ap.) — “u3BiekamT

TCPMHUHOJIOTHIO U3 COCTaBa O6IHCHaHI/IOHaJ'IBHOFO sA3bIKA U ITPUXOJAT K

BBIBOY 00 HCKYCCTBCHHOCTH TCPMHHA KakK CHGHH&HBHOﬁ CAUHUIIBI.

Onn

IIOHUMAKOT TCPMHHOJIOTUIO KaK CHCTEMY HMCKYCCTBCHHO

CO3[IJaHHBIX 3HAKOB. A K TEpPMHHY MPEABSABISIOTCS CIEAYIOUIUE

tpeboBanus” [JlanTtroxoBa, 3aropoBckasi, Jlutsunosa, 2013]:

a
b.
C.
d.
e.

2. CTOpPOHHUKHM neckpuntuBHOro moaxona (H.

(buUKCUpOBaHHOE coziepKaHue (OMPEIECTICHHOCTD)

TOYHOCTH
OAHO3HA4YHOCTB
OTCYTCTBUC CHHOHHUMOB

KpaTKOCTh U .

II. Ky3pkun, A. H.

Momucees, P. A. bynaros, P. 0. Ko6pun, B. Il. Jlanunenko, b. H.

["'070BUH U JIp.) — MOHUMAIOT TEPMUHOJIOTHIO KaK COCTaBHYIO YacCTh

JICKCUKHU JIMTCPATYPHOT'O A3bIKA, T.C. OTKA3BIBAOTCA OT OI'PAHUYCHUA

TepMUHA KaKUMH-IUO0 TPEOOBAHUSIMU, MTOJIEPKHBAs HEOOXOIUMOCTh

W3YYCHUS] PEATBHBIX MPOIECCOB (HYHKIIMOHUPOBAHUS TEPMHUHOJIOTHUHU.

[To cnosam I'. O. Bunokypa, “TepMHUHBI - 3TO HE OCOOBIC CJIOBa, a

TOJIBKO CJIOBa B 0c000# (yHKIMH... B ponu Tepmuna Moxer



BBICTYNIaTh BCSAKOE CIJIOBO, KaKk Obl OHO HE OBUIO TPHUBUAIBHO”
[Bunokyp, 1939, c. 5]. Kak ormewaer B. II. [lanunenko,
“TEPMUHOJIOTHS pacLeHuBaeTCs KaK oA cucTeMa
OOLIEIUTEPATypPHOTO SI3bIKA, T. €. TEPMHHOJOTUS HAXOJIUTCS B
mpenenax — OOIIeNMUTepaTypHOTO  s3bIKAa, HO  HA  TIpaBax
CaMOCTOSITENILHOTO “‘cekTopa”. Takoe mMoJIoKEHUEe TEPMUHOJIOTUH
MOTYEPKUBACT, C OJHOM CTOPOHBI, 0053aTETHLHOCTh JJII HEe OOIIUX
TEHJICHIIMHA pa3BUTHUSL OOMICIUTEPATYpPHOTO sI3bIKa, a C JPYro
CTOPOHBI, HM3BECTHYIO CBOOOJy, CaMOCTOSITEILHOCTh B Pa3BUTHUH
TEPMUHOJIOTHM W Ja)Xe BO3MOXXHOCTh BIIMSHHUS €€ Ha PA3BUTHE
obmienuTeparypHoro si3pika’ [lanwmienko, 1971, c. 11].

Ha naHHbIif MOMEHT BTOPOM MOAXO0/ CYUTAETCS 00JIee MPU3HAHHBIM MPU
UCCIIEIOBAHUSIX.

Kak 6p110 cka3zaHo paHee, 0JJHO3HAYHOCTh - OJJHA U3 TJIABHBIX OCOOCHHOCTEH
TEPMUHOB. DTa OCOOCHHOCTh peaM3yeTCsl NIByMs CIOCOOaMU, COTJIACHO JIBYM
CYILIECTBYIOIIUM KaTErOPHUSIM TEPMUHOB:

1. O6uieHay4yHbI€ U OOIIETEXHUYECKUE;
2. CnenuanbHble (HOMEHKIIATYpPHBIE).

[lepBbie - mepenalOT OOIIKME MOHATHUS HAYKH U TEXHUKH; OHU CYIIECTBYIOT
HE TOJIBKO B SI3BIKE, 4 B paMKax ONpeAeTIeHHOW TepMuHoJoruu [Bunokyp, 1939].
DTO 3HAYUT, YTO OJIHO CJIOBO B OOIIEM SI3bIKE MHOTO3HAYHO, HO B OTPEICICHHON
TEPMUHOJIOTHUH OHO CTAHOBUTCSI OJJHO3HAYHBIM.

Bropas xkareropusi MNpeACTaBISIET T€ TEPMHHBI, YTO TMOSBISIIOTCS B
HETIOCPEJICTBEHHO B CpEll€ HAayYHOW WJIM NPOU3BOJCTBEHHOW NEATEIBHOCTU WU
(GYHKIIMOHUPYIOT, COOTBETCTBEHHO, TOJIBKO B HEH.

TepMuHy He 00s13aTeIeH KOHTEKCT, TaK KaK €ro KOHTEKCTOM SIBJISIETCS cama

TCPMHUHOJIOTHA, K KOTOpOﬁ OH IIPUHAJICIKUT, U 3TO ACIACT €TI0 OJJHO3HAYHBIM.



1.2 Pa3BuTHe KMOEpPHPECTYIMHOCTH U €€ TEPMUHOJIOTUU

Ha npoTskeHun Bcero pa3BuTHs YeI0BEYECTBA YEJIOBEK cOOMpa, XpaHuil U
nepemaaBan wHpopManuio. Bce chepbl NeITeNTbHOCTH OXBAY€HBI HEMPEPHIBHBIM
mpoieccoM  MHpOpMaTH3alMM -  OT  MEXJIMYHOCTHOTO  OOLIEHUS 10
rOCyJapCTBEHHBIX MTPOOIIEM.

C pa3BuTHEeM TEXHOJIOTHWH, Bce OoJbie cdep Ccrajgo 3aBUCETh OT
MPaBUILHOM PabOThI AIEKTPOHHBIX YCTPOUCTB. Maneimas HEeMCIPaBHOCTh MOXKET
OCTaHOBHUTH PaboOTy IeJI0oro OaHkKa, 4To MpUBEAET K OoiblIMM yObITKam. Takue
HEUCTIPAaBHOCTH MOTYT OBITh KaK W PE3yJbTaTOM CIy4ailHOCTH, TaK U YIpO30ii
U3BHE.

KubeprnpecTymHOCTh - 3TO HOBOE MOHSTHE, KOTOPOE YK€ CMOIJIO JOCTUYb
MacIITaboB MUPOBOIO COOOIIECTBA.

Cornacno skcnepraMm OOH TepmuH “KMOEpHpPECTYNHOCTH” OTHOCUTCS K
Jr000MYy TPECTYIUIEHUIO, KOTOPOE COBEPLIACTCS C IOMOIIbI0 KOMIBIOTEPHBIX
cuctem uiu cereit [[oxman X Konrpecca OOH, 2000].

B XXI Beke 510 cumrtaercs wacmrabHoi mpoOiemoit. Ilumryrcs
BPEIOHOCHBIE MPOTPaMMBI, IPOTPAMMUPYIOTCS BUPYCHI, KaK MPaBUJIO, C IIEIBIO
noJryuyeHust aeHer uian nHpopmauuu. KiroueBol (akTtop Takoro pasBUTHS - 3TO
pa3Butue camoro MurtepHera. HUKTO He MOXET NpEACTaBUTH KHU3Hb 0€3 HEro,
HNHTepHeT oxBaThIBaeT Bce Ooble B Oobiie chep, cucteM u oneparuid. OTcrona
MOSIBUJIOCH OCO3HAHUE, KaK MHOTO MO>KHO 3apaboTaTh C MOMOILBIO OJHOTO KOJa U
HECKOJIbKMX Ha)KATUM KJIABHIIL.

Jnst OopsObl C TakMMM TMPECTYIUIEHUAMH ObUIa BbIJEJICHA O00JaCTh
KPUMHHAJIMCTUKY - IdpoBas kpumuHanuctuka (digital criminalistics). B Poccun
oHa 3apoamsack B 90-X rogax, Korja B OJHOM M3 JIOKYMEHTOB O 3aKJIIOUYEHUU
IKCIEPTOB  MosBWIACh  ¢paza  “cyneOHO-KMOEpHETHUECKas  dKCIepTusa’.

[IpeameToM 3KCepTU3bI OB YUI-KAPTHI ISl TAKCOPOHA.



[Tocne aToro crana opmMupoBaThCs dKCNEpTHAsA crenuanu3anusi. Bee daie
U 4Yalie MoJi OCMOTp MONajalid CUCTEMHbIE OJOKH, )KECTKUE MAarHUTHBIE JTUCKU U
mp. A “cynmeOHO-KnOepHeTHYECKasi IKCIepTH3a’ MpeBpaTUiIach B “KOMITBIOTEPHO-
TeXHUYECKYy10” (K-T.).

B nauame XXI| Beka Havasics mporecc 0OMeHa dKCIepTHRIM onbiToM. Cpenun
BBINYILIEHHBIX B TO BPEMsI JOKJI/I0B U UCCIIEI0BAHUM MOXHO ObLIO HAaOJII01aTh:

e (COopuuk pnoknanoB “TlpuMmeHeHHe cHenUAIbHBIX TMO3HAHUN MIpH
PacKpBITUM M PacCCiCIOBAaHUU MPECTYIUICHUM, COMPSDKEHHBIX C
MCIMOJIb30BaHMEM KOMIBIOTEPHBIX cpeAcTB”’, Mocksa: 2000 r.;

e MemiepsikoB  Bnagumup — AnexkceeBud  “OCHOBBI  METOJUKH
paccienoBaHMs — TpECTyIUiIeHHWd B cepe  KOMIIbIOTEPHOMH
uHpopmanuu”, 2001 r.;

e VYcoB Anekcanap MBanoBuu “KoHlenTyalbHble OCHOBBI CyAeOHOM
KOMIIBIOTEPHO-TEXHUYECKOM 3KkcriepTussl”, 2002 T.

3atrem Hauanach mnpodeccHoHaNIbHAs KPaTKOCPOYHAs MepernoAroToBKa
AKCTIIEPTOB KOMITBIOTEPHOM (K-T. SKCIIEPTHU3bI):

e 2002-2003: moarotoBka MpOrpaMMbl OOYYEHHs] SKCIEPTOB K-T.
skcriepTu3bl st Muntocta Poccum u MBJI Poccum TosibkO B
CapatoBckoM opuandeckoM nuHctutyre MB/I Poccuu;

e 2003: mepBbie B Poccum cOOpbl 3KCHEPTOB K-T. DKCIEPTU3BI IS
Muntocta Poccuu;

e 2004: mepBeie B Poccum cOOpbl IKCIEPTOB KOMIBIOTEPHOMN
akcneptussl 111 MBIl Poccun.

B CapatoBckoM IOpPUIMYECKOM HWHCTUTYTE TMOSIBUIUCH Takue padbouune
nporpaMmbl, Kak “KoMmbloTepHas »KclepTh3a’ W MNpOrpamMMBbl  TOBBIIEHUS
KBATM(PUKAIIMA DKCIEPTOB MO CHenkypcy. VMEHHO B 3TOT Mepuoj CTaiu
NOSIBISATECA ~ y4eOHbIe  MOCOOMST MO PacClieIOBaHUIO  KOMIIBIOTEPHBIX

IIPECTYIUICHU .
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B nocneanee necstuiieTve MosiBUIOCH BhICIIee 0Opa3zoBaHuE MO IUGPOBOM
KpuMuHanuctuke Ha ©Oaze MITY wum. H.D. baymana. Tam wusyuatorcs
NPECTYIUIEHUSI C HCIOJb30BaHUEM |T-TEXHONOrui, BUPTYyaJbHbIE CIEIbl B
KHOEPHETUYECKOM MPOCTPAHCTBE, IU(PPOBHIE I0KA3aTEIBCTBA U Pa3padaThIBAIOTCS
CHeluaibHbIE IPUEMBI, METOBI U CPE/ICTBA.

TepMuHonoruueckuii kopmyc HUGPOBONH KPUMHUHOJIOTHH, KaK TaKOBOM,
HUKOTJIa HE OBLI OTAEIHHO PACCMOTPEH - B OCHOBHOM, M3-3a HOBU3HBI HAyKU H
OTCYTCTBUS KOHKPETHBIX HMCTOYHUKOB wuH(popmaruu. W3 Toro HeOOIBIIOrO
KOJIMYECTBA MaTepHuajia, 4To ObUIO OOHApY>KEHO, MOKHO 3aMETHTh, YTO OYEHb
MHOIO TOHATHM, KOTOPBIE MOXHO “TIEPEHECTH B KOMIIBIOTEPHBII MHUp U3
KPUMHHOJIOTUM 0€3 M3MEHbl CYTH TEpPMHUHA, MPOCTO MNPUOOPENTU MPUCTABKY
“kubep” wunu “KOMMBIOTEPHO-" W T.0. A Jpyrue ObUIM 3aWMMCTBOBAHBI U3
3apyO€KHBIX HAy4dHbIX 0a3, TJe TEMIl pPa3BUTHUA KHOEPKPUMHUHAIUCTHUKE ObLI
ropaszio ObicTpee. Takue TEpMUHBI YK€ MOJBEPTaIMCh HEKOTOPHIM U3MEHEHHSIM -
ATO MOXET OBITh TPAHCKPUOMpOBAHUE, KAJIbKHpOBaHME, onucanus. Ha maHHBIM
MOMEHT TE€pPEBOJI CBOAUTCA K MHUHUMYMY. B cuiy TOro, 4ro, B OCHOBHOM,
KHOEpIPOCTPAHCTBO HAIMIOJIHEHO MOJIOJBIMU JIFOJIBMU, CIEUATNCTAMH, OHU MEHEE
MOABEPKEHBI MIEPEHOCY TEPMUHA B CBOU S3BIK, HAXOXKICHUIO YKBUBAJICHTa U TIp.,
IPEeANnoYUTasl HMCIOJIb30BaTh YK€ CYIIECTBYIOLIYIO aHIIMCKyto enuuuiny. C
OIHOW  CTOPOHBI, 3TO TrOpa3a0 YHOPOUIAET TOJIb30BAHHE  PA3TUYHBIMU
MEXaHU3MaMH, TaK KaK MHOTO pa0OThl, AJITOPUTMOB, S3BIKOB MPOTPAMMHUPOBAHUS
OCYILIECTBJISIFOTCSI MMEHHO Ha aHriuickoM. Ero 3HaHuWe, MOXHO CKa3arhb,
o0s3aTeNbHO, B Tako cdepe nearenbHocTH. HOo ¢ Apyroi, s HE3HAIOIIEro
YeJIoBEeKa, ISl HEOMBITHOTO MEPEBOAYMKA TAaKOro pPoJia TEKCTbl MOTYT CTaTh
NPENATCTBUEM. XOTSI TaKKE€ MOTYT CTaTh UEIbIM “TIOJeM” IS UCCIEHOBAHUS
TEPMUHOJIOTMYECKOTO KOPITyCa.

TpynHo ckaszaTh, W3-3a 4ero 3a pyOekoM 3TOT MPOILECC MPOUCXOAUT

6I>ICTpCe. OI[HB.KO, 9TO OYECBHOHO. B X04€ IMOMCKa MaTrcpuaia AJsd aHalnu3a B

11



IPAKTUYECKOM YacTH, OBbUIM HalJIeHbl pa3jMyYHble JJIEKTPOHHBIE PECYpPCHI-
rinoccapuu. OHU HE HOCWIN O(PUIIMATIBHBIA XapaKTep U ObUIM COCTaBIIEHBI CKOpPEE
U3-32 HYXIbl OOBIYHBIX TMOJb30BATENCH, HEXKENW paad YOPOUICHHS W
CTPYKTYpHU3allUl MCCIENOBaHUMM O Takux TepmuHax. Ho cam Qaxt Hanuuums
MOKA3bIBACT, YTO MPOUCXOIUT MPOIIECC HAKOTUICHUsI WH(GOPMALMU TIO0 BHIOpAHHOMN
TEMaTHKE, U OH POUCXOUT ObICTpee, ueM B Poccun.

Ha mannbpiii MomeHT, B Poccum B 3TO# chepe MpOUCXOAUT peann3arus ee
nepcrektuB. OTHOM U3 3a]1a4, IOCTABJICHHBIX CIEUAIMCTAMM, SIBISIETCS Pa3BUTHE
METOMYECKOW, 00pa3oBaTelIbHOM, HAay4yHOH O0a3bl LHU(PPOBONM KPUMHHAIMCTUKH.
MoXHO cKa3aTh, 4TO JAaHHOE HCCIEAOBAaHUE - 3TO HAYAJIO HMCIOJHEHHS TAKOU

3aa4H.
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1.3 CtpykTypHas knaccudukaiysi TepMUHOB KHOEPIPECTYITHOCTH

OMHOCIIOBHBIC TEPMHUHBI CUUTAIOTCS OJHUMHU M3 CAMBIX PacIpOCTPaHEHHBIX
TEPMHHOB B aHTIUICKOM si3bike. [Imst 0Opa3oBaHus TEPMUHOB HCIIONb3YIOTCS
paznuuHble cyPhUKCh U TPedUKCH, KOTOPhIE OOIIEHCIIOIb3YEeMbl B OOBIYHBIX
clioBax s3bIKa. UTO SBISETCS CHEHU(PUUHBIM B 00pa30BaHUM CHEIHAIBHBIX
TEPMHHOB, TaK 3TO 3aKpeIUICHHE 3a HEKOTOpPhIMH cyhdukcamu Kakoro-iubo
TEPMHHOJIOTHYECKOTO 3HAYCHHUS.

Takoe  0COOEHHO  XapakTepHO B  XMMHYECKOH,  MEAMIIMHCKOH,
OMOJIOTMYECKOM M KPUMHHAIUCTUYECKOW TEPMHUHOJIOTMH. B apyrux orpacisx
3HaYeHUI CyP(PUKCOB MOYTH COBCEM HET. B CBS3UM C 3THUM, OHM UMEIOT ropaszo
0oJee MMPOKOe 3HAUCHUE - OHU MOKA3BIBAIOT KATETOPUIO CAMOTO TEPMHUHA.

Hanpumep, mnpu mnomomnm cydduxcoB -er, -or, -ist oOpasyroTcs
CYIIECTBUTENbHBIC, UMEHYIOIINE PAOOTHUKOB U CHEI[HAINCTOB:

1. (computer) specialist (koMIBIOTEPIITUK)

2. developer (pa3paboTunk)

3. (security) officer (coTpymHuk ciry:x0bl 0€30IaCHOCTH)
4. hacker (xakep)

CymiecTBUTENbHBIC, OMPEACIAIONINEe KOHKPETHBIE MPEIMETHhIC 3HAUYCHUS,
00pasyroTcs ¢ moMoinkko cyddukcos -ing, -ment:

1. e-Government (371€KTpOHHOE TTPABUTEIHCTBO)
2. spoofing (moamena, moeIKa)

OTBiIeUEeHHOE 3HAYEHHUE B CYLIECTBUTENIbHBIX MepeaaeTcs: yepe3 cypPpuKce
CBOMCTB U Ka4eCTB -NesS, -ty:

1. (system) integrity (11e10CTHOCTH CHCTEMBI, YPOBEHb HAJICKHOCTH C.)
2. weakness (ys13BUMOCTb, cl1a00e MECTO)

TexHONMOTHYECKUE MPOLIECCH M ISHCTBUS OTPaKAIOTCS B cypdukce -ing:
1. trunking (mepemMenieHue JHI MEXKIY apecamm )

2. broadcasting (Tpancisius)
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OMHOCOBHBIE TEPMHHBI MOTYT COCTOSTh U3 JIFOOOTO KOJIMYECTBa
CIIOBOOOPA30BATEIHHBIX KOMIIOHEHTOB. [I0ATOMY WX MOXXHO Pa3leluTh Ha TaKHe
TPYIIIIBL:

1. ¢ oxHOI OCHOBOM
a. byte (Oaiir)
b. filter (bpunpTp)
C. monitor (aucrmieit)
d. net (cetn)
2. ¢ OCHOBOM U ¢ OTHUM WK OoJiee adhuxkcom
a. transceiver (rmepenaTyuk)
b. selector (py4ka HACTPOUKH)

TepMUHBI-CTTOBOCOYCTAHUS ropasio oonee YCTOWYHBHI, qeM
OOIIEeTUTEpaTypHbIC CIIOBOCOYCTaHHMS. B HHX KOMITOHCHTHI HE MOTYT OBITh
3aIlOJTHCHBI JIIOOBIM CJIOBOM, TOJBKO CIIOBOM ONPEISICHHON CEMaHTHYCCKOU
TPYIIITHL.

B TepMuHONIOrMM KUOEPIPECTYMHOCTH CYIMIECTBYET OTPOMHOE KOJIUYECTBO
TaKMX MHOTOKOMIIOHCHTHBIX TEpMHUHOB. [ pamMmarudeckoe oQopMIICHHE B HHX
MOKET OBbITh BBIPAKEHO TPEMS CIIOCOOAMM:

1. cypdurcamu
a. outsider threat (BHemHss1 yrpo3a 6€301MacHOCTH)

2. mpenjioramu
a. Continuity of Operations (obOecreueHne HEMPEPHIBHOCTH

JeWCTBUM)

3. OKOHYAHUSIMHU

a. risk-based data (manHbIe ¢ yaeTOM PHCKOB)
Best knmaccudukanys, U3710KeHHas BBIIIE, IPEICTABICHA B BUJC TAOJHIIBI B

[Tpunoxenun A.
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1.4 TpyHOCTH NIEpeBOJIa TEPMUHOJIOTUN KHOEPIIPECTYIMHOCTH C

AHTJIMHCKOTO S3bIKa Ha pYCCKI/Iﬁ SA3BIK

OpHUMU U3 CaMbIX PacIpOCTPAaHEHHBIX TPYAHOCTEH MPH MEPEBOJE TEKCTOB
0 KHOEPHPECTYIMHOCTH SIBJISIOTCS aOOpeBUATYphI, B CUJIy TOT0, YTO ‘‘abOpeBHarus
paccMaTpuBaeTcss Kak OJMH W3  Hauboiee MPOAYKTHBHBIX  CIIOCOOOB
coBooOpaszoBanus” [Ctymnus, 2003].

Wx ocHoBHas 3a7aya - SKOHOMHUSI PEUYH; NMEPEHOC CMBICIOBON €IUHUIIBI B
MakcuMaibHO eMkoil gopme [Bomommun, 2005]. [IpenmyiiectBa Takoil 3KOHOMUU
€CTh, HO TOJIKO HE€ /U1 NEPEeBOJYMKA. 3a4acTyro, aOOpeBHATyphbl CTaHOBATCA
HACTOSIIMM IPEMSITCTBUEM Ha IMYTU K MpaBUiIbHOMY nepeBoay [I'onuapos, 2003].
Jlaxke gacTo ymoTpeOiasieMble COKpaIeHUsT MOTYT TMOCTaBUTh B Tynuk. Hampumep,
AIC (Aeronautical Information Circular) mpaBunbHO mnepeBenercst kak AHI]
(AspoHaBUTAIMOHHBIA HHPOPMALMOHHBIN LIUPKYJIISAP), OAHAKO MEPEBOTUUKN YACTO
Ha3piBaloT ero AMK. Uto xe Torma roBoputh 00 abOpeBHaTypax H3 PEIKO
yIoMuHaromuxcs chep, eciu 1axe U3BECTHBIE MOTYT BBI3bIBATh BOIIPOCHI.

[lepenyTath nBa pa3HBIX COKpAIIEHHUS C JIBYX Pa3HBIX TEMAaTUK TMEPEeBOA
nocratouHo nerko. Hampumep, paccmorpum ab6pesuatypy DAC.

B  xommberotepHoit  OezomacHoctd, DAC  pacmmdpoBbiBaeTcs — Kak
Discretionary Access Control u mepeBoauTcsi Kak H30HMpaTelIbHOC YIIPaBIICHUE
JIOCTYTIOM - YTPAaBIEHUE TOCTYIOM CYOBEKTOB K OOBEKTaM Ha OCHOBE CITHCKOB
YIpPaBJEHHUS TOCTYIIOM WM MaTpullbl gocryna [33; 34].

B nayunsix Tekctax DAC MOXHO yBUIETh B 3HAUCHHUH SIYCUKU C AlIMa3HBIMU
HakoBaipHsMH - Diamond Anvil Cell. DTo KoHCTpyKIHs, HCIONB3yeMas B
OMPEICJICHHBIX HAYYHBIX AKCIEPUMEHTAX C JaBJICHUEM U TemnepaTypoi [36].

B cetu Takke MOYKHO HaWTH TaKO€ COKpallleHHe Kak Ha3BaHue urpbl Divide
and Conquer.

Divide-and-conquer algorithm - TepmMuH ucnonb3yemblidi B WHGOPMATHKE,

O3HAYAIOUIUI AJITOPUTM PEKYPCUBHOTO pa30MEeHHs 3aauM Ha noja3anadu [34].
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JIBa TepMHMHA M3 YETHIPEX BBIIICYMOMSHYTHIX OTHOCSTCS K POJICTBEHHBIM
TeMaTukaM - HWHGPOpMATHKA, KOMIIbIOTEpHas O€30MacHOCTh, HO 00O03HAYaIOT
COBEpIIIEHHO Pa3HbIC BEIIIH.

[lepeBoauuk AomkeH oOiMaAaTh AOCTATOYHBIMU 3HAHUSIMU, YTOOBI CYMETh
BbIOpaTh TpeOyeMblii BapuaHT nepeBoaa. OIWH W3 CaMbIX HPHUHATBIX METOJIOB
pelieHus: Takoil mpoOJIeMbl - 3TO, KOHEUHO ke, oOpaieHue K cioBapsm. Ho sto
Janeko He Bcernma Jierko. Hampumep, MoOryT OBITh pPacxXokJIEHUS B 3HAYCHHUH
TEpMUHA B AaHIJIMICKOM W PYCCKOM S3bIKax - CJIEJ0BATENbHO, HCIOJIb30BaTh
Ka3aJI0Ch ObI 9KBUBAJICHTHOE CIIOBO HENb3SI.

OrpoMHYIO CIIO)KHOCTh TaK)K€ MOTYT COCTaBUTH CJIOBA-JIOBYIIKH, KOTOPHIE
NEPEBOJUYUKHN TMPUBBIKIM BHUJIETh TOJBKO B 0OHICYNOTpeOuTeNnbHON nekcuke. C
TaKMMH TEPMHHAMHU Kak pPacket (cereBoii OJIOK JTaHHBIX ) MOYKHO HE OSCIIOKOUTHCS -
¥ B PYCCKOM SI3bIKE 3TO Ha3bIBAIOT ITAKETOM, HO, Hanpumep, cioso flooding moxer
BBECTU B 3a0iyxaeHue. Bcem M3BECTHO, UTO OHO MEPEBOAUTCS KaK 3aTOIJICHHE,
HaBogHeHne. Ho B kommbrorepHoit oOiactu, flooding - sto amroputm araku
CHUCTEMBl IIyTeM TIepeHAchleHuss ee HuHpopMaruu. B pyCcCKOS3BIYHBIX
MCTOYHUKAX, 3TO, KaK MPaBUJIO, IEPEBOIST KakK (PIIyauHT.

Heonorusmel - sBlieHWE, HE PEIKO BCTPEUAIOIIEecss Ha IMPOCTOpax CEeTH.
IMeHHO B KOMIBIOTEPHOUN cdepe JUisi HUX 3aKJIovaeTcst 0oJibllas MOTPeOHOCTD.
OmuH W3 caMbIX TOMYJSIPHBIX THUIIOB HEOJOTH3MOB B  TEPMHUHOJIOTHH
KUOEPIPECTYITHOCTH - OMO(OHBI - “ClIOBa, KOTOPbIE MPOU3HOCATCS OJMHAKOBO, a
nuiryTcs no-paznoMy’’ [CrapuueHok, 1999, c. 94].

Hanpuwmep, pharming (co3syunoe c¢ farming) - mporeaypa CKPBITHOTO
TIepeHaIIpaBJICHUS )KePTBBI Ha JOXHBIN |P-agpec. DTo siBiIeHHE, COTTIaCHO MHOTHM
BIIAJICNIbIIaM KPYMHBIX KOPTOpaIMid, TaK Ha3Balld pajll MapKETUHTOBOTO XOja,
4TOOBI TPUBJICYb OOJNBIE KOMIIAHWH K TOKYIMKE 3allMTHBIX MporpamMm. Toxke
camoe otHocHuTcs K TepmuHy phishing (co3Byunoe c fishing) - Bux uHTEpHET-

MOMICHHUYCCTBA OJIA IMOJYYCHHUA OOCTYyIIA K KOH(l)I/I,Z[GHHI/IaJIbHBIM
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JTaHHBIM TOJb30Barenei. K cuacTpio, Takoro pojpa TEPMHHBI Ha PYCCKHH SI3bIK
NEePEeBOJATCS MPOCTO - C MOMOUIBIO TPAHCKPUOUPOBAHUS: ¢hapmune U Quiiune.
OTcroza, 3a/1a4a epeBOUHMKA JIUIIb B TOM, YTOOBI HAYUUTHCS pa3OupaThes, KOraa
TEPMUH YCTOSUICS B PYCCKOM SI3bIKE Yepe3 TaKHe CIOCOOBI KaK TpaHCIUTEpaIHs

HJIK TPAHCKPHUIILKA, a KOraa €ro Hy’>KHO IICPCBOAUTD.
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1.5 KopriycHasi TMHIBUCTHKA U €€ BaXXHOCTb IIPU MEPEBOJIE

Jnsi JTUHTBUCTUYECKUX  HCCIENOBAaHMM, st oOpaboTKu  OOJBIIOTO
KoJu4ecTBa MHGOPMALMK M M3BICYCHHUS M3 HUX €lle OoJbIIero KOJIMYecTBa
JMHTBUCTUYECKUX U JINTEPATYPOBEIUECKUX JaHHBIX IMOSBUJIACH MOTPEOHOCTH B
oosiee 3 PeKTUBHOM U MacIITAOHOM CIIOCOOE PEIICHUs TaKuX 3aja4.

3710 00yCIOBUIIO TOABIEHUE U POCT TAKUX PECYPCOB KaK JIMHTBUCTUYECKHE
KOpIyca, KOTOpblE H3y4yaeT KOpIIyCHas JIMHTBUCTHKA - HEOTheMJieMas 4YacTb
NeSITEIbHOCTH JIMHTBUCTOB.

Kopnyc - 3T0 coOpaHue 3JIEKTPOHHBIX TEKCTOB, KOTOpbIE 00OpabOTaHbI C
NOMOUIBIO CIEHUANbHBIX MpOrpamMM (B JaHHOM MCCIEAOBAaHUU - 3TO [ermoStat
[33]) ny1st moucka v aHaIM3a UHPOpPMaITUH.

“KoprycHast IMHTBUCTUKA 3aHUMAETCSA TAKUMHU BOIIPOCAMH KaK:

® KaKve IMPUHIIUIIEI JIEKAT B OCHOBE YCTPOMCTBA KOPITYCOB;

® Kak JO0JDKHA OBbITh YCTPOEHA CTaHIapTU30BaHHAS pa3MeTKa KopIyca
OTHOCHUTEIFHO Pa3IMYHBIX S3bIKOBBIX MTApPaMETPOB;

® KaKue JIMHTBUCTUYECKHE U JUTEPATYypPOBEIUECKUE 3aaUl MOKHO
pemaTh ¢ TOMOIIbIO KOPITYCOB;

® KaK T[I0Jb30BAaThCS KOPITyCaMH, BKJIOYasi CIEIUATIbHBIE S3BIKU
3arpocoB K kopmycam” [3axapos, bormanosa, 2011].

KopmycHast JWHTBHCTHMKAa paccMaTpuBaeT CO3JaHHE M HCIOJIb30BaHHUE
napaJieIbHBIX KOPITYCOB, YTO MOMOTAET B PEIICHUH BBHIMICYIIOMSHYTHIX 3ajad, a
TakKe B “CO3MaHMU W HACTPOWKM CHCTEM MAIIMHHOTO TEPEBO/A, CPABHUTEIHLHOM
U3YYEHUU SI3bIKa, PA3BUTHU TEOPUU TEPEBOJOBEACHUS M OOYyYEHUHU S3bIKaM’
[Mutpodanona, 3axapos, 2009].

[MapannenbHble KOpIyca TaKKe Ha3bIBAIOTCS MEpeBOAHBIME - translation
corpora. B HuX paccMaTpuBarOTCsl TEKCThI-OPUTHHAIBI HA UCXOJHOM SI3BIKE U HMX
NEepPeBOJbl Ha OJHOM WM HECKOJbKHUX JAPYTUX S3bIKaX. Pe3ympTaThl TaKux

UCCJIeIOBAHUM MPUBOSAT K BBISIBIICHUIO OoJiee 3(PPEKTUBHBIX CTpaTEeruil mepeBoia
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- QHAJIM3UPYIOTCS CTPATErvK, IPaMMaTHKa U JIEKCHKA MIEPEBO/IOB B CPABHEHUH C
OpPUTHMHAJIOM, CTHJIMCTUYECKHE SBJICHUS U CIIOCOOBI X HEpeayu.

Kopnyc s13b1ka - 3T0 Takke pecypc U3BJICYEHUSI TEPMUHOB U TEPMUHOJIOTHU.
Kopmyca ocoOeHHO BaKHBI NpPU H3YYEHMH CHEIHUAIbHBIX TEKCTOB, TEMAaTHK,
KOTOpPBbIE OTOOPAXKAIOT 3HAHUS MO KOHKPETHBIM MpEeAMETHBIM o0mactsaM. OHH
MO3BOJIIET HAIJISIIHO YBUAETb HUX CTPYKTYpPY, 4YaCTOTHOCTh OIIPENEICHHBIX
TEPMHHOB, XapaKTepUCTHUKy U 1mp. OHU MOryT OBITH HCIIOJIB30BAHBl TPHU
COCTaBJICHUH TEPMUHOJOTUYECKUX PECYpPCOB, KIACCU(PUKATOPOB, MPU MAUTMHHOM
nepeBoie U MH(HOPMAITMOHHOM MOUCKE.

Otcrofa cineayer NoAYEpKHYTh BaXKHOCTh KOPITYCHOM JIMHTBUCTHUKM. Takune
KOpIyca MpeACTaBIsA0T OTPOMHBIA MAacCHB Ba)KHOTO MaTepuaia JJis JUHIBUCTOB,
NEPEBOJUYUKOB, IIEPEBOJOBEOB, OCOOCHHO €CIM O3TOT MaTepual HallelieH Ha

KaKue-Inoo HOBBIC, pa3BUBAIOIIHUCCA 00J1aCTH 3HAHUM - TAKHC, KaK KOMIIBIOTCPHO-

TEXHUYECKHUE AKCIEPTU3HI, KrOepOe30nmacHOCTh u
KHOEpIpPECTYIHOCTb.
B JTAHHOM YCCIIEOBAaHUU oyner IIPOBEACH CTaTHYECKUHN

TEPMUHOJIOTHYCCKUI  aHallM3 10 KHHUTEe BBIOPAHHOW TEMAaTHKH, YTOOBI
MIPOHAOIIOATh YaCTh €€ JIMHTBUCTHYECKOTO KOPIYCa U BBISIBUTH OCHOBHBIC YEPThI
U CTocoObI MepeBojia. ITO MOXKET MOCITYXHUTh HadaJioM K OyAyIIeMy CO3JaHHUIO
CHEIUAIBHOTO  KOpImyca 10  KHOEpPIPECTYyMHOCTH, KOTOPBIA  MOT OBl
UCITOJIB30BATHCS U KaK CIoco0 movcka HHGOpPMAIMK, ¥ KaK OCHOBAa CPAaBHUTEIILHO-
COMOCTABUTEIbHBIX  QHAJIM30B  HAYYHOW  TEPMHHOJOTMM (Ha  TpUMepe

KHOEpIPECTYITHOCTH).
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BeiBoabI o ri1ase 1

O000UMB BCE BBIMIEU3I0KEHHOE M COTJIAIIASCh C MHEHUSMH PA3IHMYHBIX
YUYEHBIX, O]l TEPMHUHOM MOXHO HOHSTH CJIOBO WM CJIOBOCOYETAaHHE, KOTOPOE
COOTHECEHO CO CIEHHUATbHBIM MOHSITHEM, NMPEIMETOM WU SIBICHHEM B CHUCTEME
Kakoi-mubo oOnactu 3HaHuA. “IJ1IaBHBIMM TNpU3HAKAMHM TEPMUHOJIOTUYECKUX
S3BIKOBBIX EIMHHUIl CUUTAIOTCS COOTHECEHHOCTh C OIpPENEICHHBIM HAay4YHBIM
HOHSTHEM, TOYHOCTb U CHUCTEMHOCTb. Takue TpeOOBaHMS KaK OJHO3HAYHOCTb U
KpPaTKOCTh, B CBSA3H C MOJMCEMAHTHYHOCTHIO U MHOTOKOMIIOHEHTHOCTBHIO MHOTHX
TEPMHHOB, HE MOTYT paccMaTpUBaThbCi KakK 00sA3aTeNbHBIC JJII TEPMUHOCIUHUIL
[JTanTrOXOBA, 3aropoBckasi, JluteuHOBa, 2013].

TepMuHosiorus - CcoOCTaBHasE 4YacTb JIEKCUKH JIUTEPATypHOTO SI3bIKa,

CaMOCTOSITeNIbHAS, HO HE H30JMPOBAaHHAs, UTO MOAPA3YMEBACT €€ CIOCOOHOCTH
clieoBaTh OOIIMM TEHACHUUSAM pa3BUTHUSI JIMTEPATYpHOrO s3bIKA C OJHOU
CTOPOHBI, HO M OIpPENEICHHYI0 HE3aBUCHUMOCTh C Apyroil. MyHKIUS YYEHOTO B
OoJpIIel CTEMEHW 3aKII0YaeTcs B W3YYCHWH H  ONHCAHUHU  COCTOSTHHS
TEPMHUHOJIOTMYECKHUX CUCTEM, @ HE B UX JKECTKOM MCKYCCTBEHHOM PEryJIHMpPOBaHUMU.

beima mopdepkHyTa BaXXHOCTh KOPIIYCHOW JIMHTBUCTHKH. braropaps
KOpIycaM  NEpeBOJYMKM  MOTYT  peliarb  pas3id4Hble  MpoOJeMbl ¢

HKBHUBAJIEHTHOCTHIO U COYETAEMOCTHIO TEPMHUHOB, UTO TAK)KE UTPACT OOJIBIIIYIO
POJIb TIPH CO3JJaHUU TEPMHUHOJIOTHYECKUX ciaoBape [bepkos, 2004].

B nanHOM pasznene onpeaenuianch CI0KHOCTH MEepeBoia MepeBoja MMEHHO
YIIOMSHYTOW TEMaTWKH. BpigeneHsl JBE caMble  paclpoCTpaHEHHBIE -
ab0peBHaTyphl U CIIOXKHBIE cloBa. M TOro, U Apyroro B KHOSPKPUMUHAIHCTUKE C
n30biTkoM.  OcHoBHast — cnernuduueckass uyepra mepeBojga  abOpeBuaryp
KUOEPIPECTYIJICHU - TO, YTO OOJBIIMHCTBO W3 HHUX HUKAK HE TIEPEBOISATC,
UCIIOJNIB3YIOTCSl aHTJIMICKHE aO0peBUATYpPHI, a MEPEBOAUTCS TOJIBKO paciIu(poBKa.
ITepeBoqUMKY Ba)KHO 3HATh, YTO ONPEIEIICHHBbIE AHIJIMHCKAE WHHUIMAIBI MOTYT

BCTPEYAThCS KaK M B OPUTHHAIBHON CBOEH (opMe, TaK U B pyCCKOM pacmudpoBKe.
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[Ipoananu3upoBaB MHOTHE TEPMHHBI 3JEKTpOHHOTO cjoBaps Cybrary k
CTPYKTYPHOM KJIacCU(PUKAIMKU MOXHO J00aBUTh MPUMEPHYIO KJIacCU(pUKAIUIO
OCHOBHBIX CIIO)KHOCTEHM MepeBOoja JaHHOM TEMaTUKU U TPHUHSATHIE CHOCOOBI HX
peuenus [33].

CocraBHble abOpeBHWATypbl, Takue kak DoS-attack, mepeBomsrcs b
yacTUYHO. AOOpeBHaTypa COXpaHsETCS Ha aHTJIUHCKOM SI3bIKE, a BTOpas 4acTh,
camMo CJIOBO, MEPEBOAUTCS, JUOO TEpenaeTcsi TPAHCKPUILIUEH KaK C TEPMUHOM
SYN-flood. AGOpeBuaTypbl HHHIMAIBHOTO THIIA TPEOYIOT CaMOCTOSTEIBHOTO
U3y4YCHHUS W TPOBEPKHM B COOTBETCTBYIOIIMX HCTOYHHMKAX - B HX IIEPEBOC
OINpE/ENICHHONW YyCTOsBIIEHCS cxemMbl He wumeerci. OpHako, B OOJBIIMHCTBE
Clly4aeB, OHM HUKAK HE MEePEBOJIATCS U HE U3MEHSIOTCS.

Heonorusmsl, HOSIBIISIOIINECS B KOpITyCe TEPMHHOJIOTHH
KHOEpPIPECTYITHOCTH M KuMOepOe30MmacHOCTH B OOJIBIIMHCTBE  CIy4YaeB
TPAHCIIUTEPUPYIOTCS MK TpaHCKpuOupyroTes. Kak nanpumep, gummuar - fishing.

BoimensnoxxenHas kiaccuukanus Oblia oopmiieHa B BUAE TaONHIBI U

npeacrasieHa B [Ipunoxenun b.
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I'naBa 2. Oco0eHHOCTH MepeBo/Ia TEPMUHOB KHOEPIPECTYIMHOCTH €
AHIJIMICKOI0 A3bIKA HA PYCCKHMH S3BIK

2.1 CraTuCTUYECKUN TEPMUHOJIOTMUECKUI aHAN3

Ha ocHoBe wmarepmama Cyber Security Essentials Owsu1  mpoBencH
CTaTHYCCKUI TEPMUHOJIOTHYCCKUI aHalIu3 ¢ TIOMOIIbI0 BeO-caiita TermoStat[35].

TermoStat - »to uHCTpyMeHT, paspabotanublii [latpukom [pyuHOoM B
O0cepBaropuu nuHrBUCTHKU Sens-Texte (OLST) B Yuuepcutere MoHnpeans; oH
MpEeACTaBIIeT COO0M OHJIAMHOBBIA 3KCTPAKTOP TEPMHUHOB, KOTOPBIM HCIOJIB3YET
TUOPUIHBIN (CTATUCTUYECKUHN TUIIOC JTUHTBUCTUYECKUN) METOJ| JIJISl OINpEACIICHHUS
NOAXOJAMUX TEPMUHOB. OH YYUTBHIBAET HE TOJBKO CTPYKTYPY MOTEHIIMATBHBIX
TEPMHUHOB-KaHIUIATOB (KMCIIOJIb3ysl TMporpaMMmy, Has3biBaeMyro part of speech
tagging (oTMeTKO# YacTh pedu), YTOOBl WIACHTU(UIIMPOBATH CYIMIECTBUTCIBHBIC U
MpuiIaraTeiabHbIe, U CIOXKHBIE CTPYKTYPhI, KOTOPBIE COACPIKAT ITH SJIEMEHTHI), HO
TaKX€ U OTHOCHUTEJIbHBIE YaCTOThI ITUX MOTEHIMAJbHBIX KaHIUIATOB B TEKCTE.
OTOoT MeToa mo3BoyisieT TermoStat HaxoIWTh HE TOJBKO HECKOJIBKO CJIOB, HO U
TEPMUHBI-KaHAUAATBI, COCTOSIIIME M3 OJHOIO CJIOBa B OJHOM IIpoliecce
U3BJICYEHUSA. ODTOT HWHCTPYMEHT TaKXe TMO3BOJSET CpPaBHUBATh PE3YJIbTAThI
Pa3JIMUHBIX MOJIXOJ0B K U3BJICYCHUIO TEPMUHOB.

YTtoObl TOJYYUTh TOYHBIM TMOACYET KOJUYECTBA BXOXKIECHUU KaXKIOTO
TepMUHA-KaHauaaTa, lermoStat wucmonp3yeT mporecc, W3BECTHBIM — Kak
JeMMaTHU3aIus: OH npeodpazyeT U30THyThIe (POPMBI CIIOB, KOTOPHIC MOSBIISIFOTCS B
Koprnycax, B 0a3oBble (pOopMbI (Harpumep, mpeoOpa3yeT MHOXKECTBEHHOE YHCIIO
CYIIIECTBUTENBHBIX Ha eauHCTBEeHHOE). [locie Toro, Kak 3To cjenaHo, Bce hopmbl
MOT'YT CUUTATHCSI BXOKJACHUSMH OJTHOIO TEPMHUHA, a HE OTJCIbHBIMA TEPMUHAMMU.

Bcenencteue sToro, pe3ynbrarsl TermosStat BKIro4aroT 1Ba OTACIbHBIX TOJIA:
B cronbue “Kanmupmar” (BapuaHT TpYyNNUPOBKH) OTOOpaxkaercs Qopma

IPE/INoJIaraéMoro 4ieHa C BOCCTAHOBIIEHHBIMU B €ro 0a30Boii (hopme
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KOMIIOHEHTaMH, a B cToJ011e “BapuanThl” oToOpakaroTcst Gopmbl, (DaKTHUUECKU
HalJIEHHBIE B CAMOM TEKCTE.

OOpaboTka BBIOPAHHOTO TEKCTa MO3BOJIAJA  HANPAMYK  YBUIETh
TEPMUHOJIOTHYECKHE COCTABIISIIONIME TEKCTa TEMATUKH “KUOepHpecTyMHOCTH .
Bcero 6b110 00HapY)eHO 2239 TepMUHOB.

W13 Hux npeobnanarot cymectButeabHbie (N) - Bcero ux okoso 35%: system,
code, user, network, u mip.

Ha BTOpoM Mecte - coderanue 1ByX cymecTBUTeIbHBIX (N+N) - 25%:
exploit tool, authentication system, u mip.

W Ha TpeTheM - coueTaHHs MPpUIaraTeIbHOTo U cymiectButeabHoro (Adj+N)
- 21%: malicious code, symmetric encryption, infected system, mp.

Bce cranbHple KOMITIOHEHTHI NpemiokeHus 3aHsanu Menblie 10%. B Ttom
yucie u riaronsl (V) - nums 9%.

Ha pucynke B [Ipunoxenuu 3 n3o0paxkeHo “o01ako” TEPMUHOB, TJI€ MOKHO
YBUJETh COOTHOIICHHUE MCTIOIB3YEMBIX B TEKCTE CJIOB C KOHKPETHBIMU TIPUMEPAMH.

CTOUT OTMETHUTD, YTO BBIIIETIEPEUUCICHHBIE TEPMUHBI MOKHO Pa3IeIUTh 10
CTEMEHU CJOXKHOCTH (MO0 KOJIMYECTBY KOMIIOHEHTOB), 4YTO TaKXke ObLIO
otoOpaxkeHo B Tabnuiie 1 [punoxxenus A:

® ojHOKOMITOHEHTHBIE - 44% (990 cioB):
o N: network, attack;
o V:to operate, to execute;
® ByXKOMIOHEHTHBIC - 46% (1032 cioBa):
o N+N: domain name, exploit tool;
o Adj+N: malicious activity, initial thread, public key;
® TpexKOMIOHeHTHBIE - 7.1% (166 cioB):
o Adj+N+N: stack-based buffer overflow, central processing unit;
o N+Prep+N: denial of service;

o N+N+N: domain name system, rogue antivirus application;
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o N+Adj+N: server takedown attempt.

® UT.I

3aMeTHO, 4YTO B KOpIyc€ JIOMUHUPYIOT OJHOKOMIIOHEHTHBIE U
JIBYXKOMITOHEHTHBIE TEPMUHBI, IPYA 3TOM MPOILIEHT BTOPHIX UYyTh OOJBIIE MEPBHIX.

OAHOKOMIOHEHTHBIE TEPMUHBI KAKOW-IMOO CIOKHOCTH JUIsl TIepeBOja HE
IpEICTaBISIIOT. JIByXKOMIOHEHTHBIE U 0oJiee MOpa3yMeBaloT Mepeja MepeBoaoM
MOKCK TJIABHOTO CJIOBA U OINPEIEICHHUE CBSI3U MEKy KOMIIOHEHTaMH.

Cornacno knaccupuxkauuu JI. C. bapxymapoBa u B. M. Kynemosoi,
MPEACTaBICHHON B cTartbe “MeXIyHapOoJHOrO >KypHaJla TyMAaHUTApHBIX H
€CTECTBEHHBIX HAYK~ MHOTOKOMIIOHEHTHBIE TEPMHUHBI TAK)KE€ MOXHO Pa3/IeUTh MO
cTpykType [Bacunbena, 2017]:

1. MHOrOKOMIIOHEHTHbIE TEPMUHOJIOTHYECKHUE CJIOBOCOYETAHMS
pPErpeccCUuBHON CTPYKTYphI: MOJU(PUKATOP (MOXKET OBITH MPECTABICH
npujiaraTeibHbIM, CYIIECTBUTEIBHBIM, MpPUYACTHEM U T.OI.) +
SJIEPHBINA 2JIEMEHT (KaK MPaBUJIO, 3TO CYIIECTBUTEIBHOE, MTOCIIEIHEE B
pany). B pycckoM si3bike OHU MEHSIIOTCS MecTaMu. Takue codeTaHus
NIEPEBOJIATCS, HAYMHAs C TJIaBHOTO ciioBa [[ punes-I"punesny, 2008]:

a. server takedown attempt - mombiTKa 3aXBara cepBepa
(Momudukatop) (ampo)- (sapo) (Moaudukarop)

b. domain name system - ciry>x6a ©UMEH TOMCHOB
(momudukatop) (sapo) - (sap0o) (MoauduUKaTop)

2. MHOTOKOMIOHEHTHBIE TEPMUHOJIOTUYECKHUE CJIOBOCOYETAHUS
MPOTPECCUBHON CTPYKTYPHI: SApo (MEepBOE B psiay) + MOAUPUKATOP.
[lepeBoa ocyleCTBIIAECTCS C IIABHOTO CJIOBA!

a. denial of service - otka3 B 00ciy)XKUBaHHH

(sapo) (mox.) - (sampo) (MomguduraTop)
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bnaromaps Takoil kmaccudukanmM TOpa3AO JieTde YBHUIETh TPUEMBI
nepeBojia, OTHOCS HMX K OMNPENeJICHHOMY THIy TEPMHUHOCOUYETaHMs. Takue
CTpaTeruu 3aBUCST OT JIBYX (DaKTOPOB.
[lepBblii - TOPSIAOK CIIOB:
® JIOCIIOBHBI TEpPEeBOJ, KaJIbKHUPOBAHUE: MCIOIb30BAHUE PYCCKUX
TEPMHHOCOUYETAHHH, B KOTOPBIX MOPSIIOK JIIEMEHTOB OCTACTCS TAaKUM
e KaK B aHTJIUHCKOM SI3BIKE:
® HHBEPCHUS: CMEHA MOPSIIKA JIEMEHTOB
Bropoii - cam nepeBo/1, UCIOJIb3yeMbI€ TPUEMBI:
® TpaMMaTUyecKue TpaHchopmauu
O CMEHAa 4acTH peud (CyIIECTBUTEIHHOE B IpUJIaraTeabHOE)
O mepecTaHoBka uU  Mopdororudyeckas — TpaHchopMalus
(CyIIeCTBUTENIHHOE B POJI. MAEKE)
o noGamieHus (HarpuMep, MPEJIOroB sl OTOOpaKEHUs Pa3HbIX
THUIIOB CBSI3U B SI3bIKAX)
® JIeKCHUYeCcKue TpaHchOopMaIiu
O KOHKpETH3aIus
O OIMyIIEHHUE CIIOB
Taxke JOBOJBHO YacTO TEPMUH WIM TEPMUHOCOUYETAHHWE TPEOYIOT
COUETaHNE HECKOJIBKUX MTPUEMOB - OCOOCHHO, €CIIi pa30UTh MHOTOKOMITOHEHTHBIC
TEPMUHBI - KaXJas CBSA3b OTJIIMYACTCSA OT JPYroM W MOXKET IEePEBOAMTCS II0-
pazHoMy. COOTBETCTBEHHO, JUIsl TaKUX COYETAaHUN KOHKPETHOTO, CTAHIAPTHOTO
METO/Ia MepeBojia ObITh He MOKeT. OH OCYIIECTBISIETCS TOJIBKO Yepe3 pa3ieiicHue
KOMITOHEHTOB M MX MEePEBO/IA.
B taGnure [punoxxenns A, Takue TEpPMHUHBI OBLITU TIOJICTICHBI 110 THUITY CBS3U
- cyddukcanbHO-0OPMIICHHbBIE, TMPEI0KHO-0DOpMIICHHBIC, O(QOpPMIICHHBIC
okoH4YaHWeM. [Ipu M3ydeHHH MOXHO OOHapYKUTh TMEPECeUEHHS C TPEIbIIyIIei

Kinaccuukanuen, Hampumep, NPEII0KHO-0()OPMICHHBIE MHOTOKOMIIOHCHTHBIE
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TCPMUHBI TaKKC OTHOCATCA (I/IJ'II/I Jaxe COCT&BJ’I?IIOT) MHOT'OKOMITOHCHTHBIC
TEPMUHOJIOTHYECKHE CIIOBOCOYETAHUSI MPOTPECCUBHON CTPYKTYpbl. B crartuctuke
TermoStat MOXKHO HATH MPUMEPHI K KaXKAOMY THITY:
e cyddukcampHO-0hopMICHHBIC: Symmetric encryption, malicious
code;
e npemioxkHo-opopmiennsie: denial of service, impact of fast-flux;
e odopmieHnsle okonuanuem: Infected system, stack-based buffer
overflow.

Couertanust (0cOOEHHO Takue, rie OOJbIIE JBYX KOMIIOHEHTOB) TAKXKe
MOXHO Pa3JeUTh MO YCTOWYUBOCTH (MO JCIMMOCTA W HAIMYUIO TEPMUHOB U
TEPMUHOCOYETAHUN):

® YCTOWYMBBIC (HEACIUMbBIE CMBICIIOBBIC €TUHUIIBI)
e HeycroiuuBsie: maximum number of iteration, malicious code author
U TIp.

B mporpamme TermoStat Takke MOXKHO YBHJAETh CIHMCOK TEPMHUHOB-
KaHIUJAAaTOB, KOTOPBIE IPYIIUAPYIOTCS C APYTUMHU.

Hanbonee yacto wmcmosb3yeMblii KaHaugaT B Tekcre - System. OH Obll
ucrnonb3oBaH Oosee 600 pa3. OH cTanm 4YacThblO TaKMX TEPMUHOJIOTHYECKUX
cmoBocoueTanuii kak: infected system, authentication system, prevention systems,
encryption system, host system, system administrator, obfuscation system, fast-flux
system u mp.

9T10T TECPMHUH MOXKHO HAa3BaTb CBO60)1HBIM. On IIPUMBIKACT K CJIOBaM B
cBOOOIHOM MOPSJIKE - U B KaYECTBE IJIaBHOTO CJIOBa, U 3aBUcUMoOro. [Ipu nepesoae
ATO COXpaHsETCs B CBOOOIHOM BBIOOPE YAaCTU PEYM - OH TO BBICTYIAET B KAUE€CTBE
npuiaraTeasHoro (System administrator - cucmemublii  aAMUHUCTPATOpP), TO
CYIIIECTBUTEIILHOTO (ENCryption system - mmmdpoBanbHas cucmema).

Takass mopdonoruyeckass cBoOOJa - 3TO pPEAKIHs HA ‘‘CHHTAKCUYECKYIO

CKOBAHHOCTb U TIOCTOSIHCTBO CTPYKTYPBI B aHIJIUICKOM si3bIKe™ [YepHAXOBCKasl,
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2004]. Omna Ha3pIBaeTCd KOHBEpcHEeW (WM HYJIEBOW  JepuBalue) -
pUOOPETEHUEM CIIOBOM KadecTB JApyro peun [Amnosutosa, 2004]. Kak BugHO 1O
AHAJIM3y TCPMHUHOJIOTHYCCKOI'O KOpIIyca, C€ro KOMIIOHCHTBI HJOBOJIBHO YaCTO
MpoxXoaAT 4YCpe3 IIPOoHCcCC KOHBCPCHH. CJ'Ie,Z[OBaTeJIBHO CJI0Ba-TCpMHHBI MOKHO
IOACJINTDG HA.
o HCKOHBCPCUBHBIC - BBICTYIIAKOT TOJIBKO B Ka4CCTBC I'NIaBHOT'O CJIOBA,
CymEeCTBUTCIIbBHOI'O:

o information (268 cnydaeB  ymoTpeOyieHus):  sensitive
information - critical information - valuable information -
nonpublic information - private information - personal
information;

o attack (292 c. y.): phishing attack - injection attack -
social-engineering attack;

® KOHBCPCHUBHBIC - BBICTYIIAKOT M B Kay€CTBC TIJIAaBHOI'O CJIOBA H
3aBUCHUMOI'0, MCHAIOT YaCThb PCUHU:

o user (484 c.y.) : limited user - user interface - user input;

o network (294 c.y.) : network traffic - network service - private
network;

B nepeBone Takoe cooTHoleHUE coxpanseTca. CMeHa 4acTe peur WU UX

HCU3MCHYUBOCTB OTPAKACTCA U B PYCCKOM S3BIKC.
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2.2 AHanu3 nepeBojia TePMUHOB KHOEPIPeCTyIMHOCTH Ha MaTepuaie “Cyber
Security Essentials”

Cyber Security Essentials - kuura, Beimymensas B 2011 roqy B CIIA mox
penakuuent Jlxeiimca I'pama, Puuapma Xosapna u  Paitana Oncona. Ona
IpEJCTaBIsIET COOOM KOJUIEKIMIO CTaTe O O€30IacHOCTH M pa3BeAbIBATEIbHBIX
JAHHBIX, paccKa3blBa€T O TEPMUHAX [0 TEMaTUKE MU 00 YA3BUMOCTAX
KOMIIBIOTEPHBIX CUCTEM.

PenunueHTt Takoro mMarepuana - IUPOKUN KPYT YATATENIEHW, B YACTHOCTH TE,
KTO HMHTEpecyeTcsi KuOepOe30MmacHOCThIO MM TE€, KTO XOTSAT 00€30MacuTh CBOE
KHOEpIPOCTPAHCTBO - CIIEHHUAIMCTHI OXpaHbl, | T-crienuanucTel U mp.

TekcT HamKMcaH B HAyYHOM CTHJIE - OH CTPOT M JIOTWYEH. VCIOJIb30BaHBI
TEPMUHBI, U3JIaraeTcsi 0ObEKTUBHAsI MH(OpManus. B HEM OTCYTCTBYeT JIMIIHSAS
HMOLIMOHAIBHOCTD U MIPUCYTCTBYET 00E3IMUNBAHUE PEUH.

KoMMyHuKaTHBHasl 11€JIb aBTOPOB COCTOSJAa B TOM, YTOOBI MPEIOCTABUTH
yuTareasM uHopManu 00 OMmacHOCTAX UU(PPOBOro Mupa U MPEANUCaTh
Oe3omacHble  JIEHCTBUS, CIIEJJOBAaT€NbHO, Beaylmue (QYHKIUU TEeKcTa -
JIEHOTATUBHBIE U KOMAH/IHBIE.

Benymas apXxuTekToHHKO-pedeBasi (popMa - MOHOJIOT, a KOMITO3UI[MOHHO-
pedeBasi - MIOBECTBOBAHUE.

B nanHOM TekcTe copepxkaTcs Cieyoume BUIbl HHPOPMALIUN:

® KOTrHUTHBHAs (OOBEKTUBHBIE CBEJICHHUS)
® ornepaTuBHas (MOOYXACHUS)

[Ipyu »TOM pacnpeneleHHe NaHHBIX BUJOB SIBIIIETCS HEOJHOPOIHBIM.
OnepatrBHas UHGOPMALIHS SBISIETCS BAXKHOM, OJHAKO BEAYILIYIO POJIb UTPAET BCE
e KOrHUTHBHas. Ha ypoBHE TekcTa 3TO MPOSIBISETCS B aTEMIIOPAIBHOCTH
(MCIONIb30BAHMM  HACTOSIIETO BPEMEHHU), a Ha YPOBHE MPEAJIOKEHUS - B
HEUTpaJbHOM  MOpPSIAKE  CJIOB, 0€3  BBICOKOM  DMOLMOHAIBHOCTH U

COOTBETCTBYIOIIEMY TEMa-PEMATHYECKOMY YICHEHUIO:
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“Computer worms constitute a large class of malicious code that spreads
between computers by distributing copies of themselves in a variety of ways.” -
“Komnvromephvie uepeu npedcmasniiom cooou 00IbUlol KIACC 8Pe0O0HOCHO2O
K0Oa,  KOMOpbl  PACNPOCMPAHAEMCA — MeHcO0y  KOMNblomepamu  uepes
CaMOpPEeNUKayuIo pa3iuyHviMu cnocooamu.”

[Ipn mepeBojie 3THU XapaKTEPUCTUKH HY)KHO YUUTHIBATH - COXPAHECHHE
BpEMEHH, 0€39MOIMOHATILHOCTH.

“The security community separates viruses into two groups based on how
the virus infects other files after it executes: resident and nonresident.”
“Coobwecmso bezonacnocmu pazoensiem 8upycvl Ha 08e 2PYNNbl 8 3A8UCUMOCTU
om mo2o, Kak eupyc 3apaxcaem opyeue aiiibl Nocie C€80e20 3anycKd:
pe3udeHmuule u Hepe3uoeHmmole.”

Ha ypoBHe ciioBa OOBEKTUBHOCTH MPOSIBISETCA B TEPMHUHAX, HECYIIUX
OJIHO3HAYHOCTh W SMOIIMOHAIIBHYIO HEOKpAIICHHOCTh. B mepBoM yka3zaHHOM
npuMepe 3TO TePMHHBI “‘Computer worm” u “malicious code”. IlepBblit mocTpoeH
M0 CXEME CYIIECTBUTEIBLHOE TUTIOC CYIIECTBUTENILHOE (aTpUOYTUBHOE COUYETaHUE),
BTOPOl - TIpUJaratelibHOE€ IUTIOC CYLIECTBUTEIbHOE. JlaHHBIE TEpMUHBI HE
MPEACTABISAIOT OCOOBIX CIIOXHOCTEW JJIsi TepeBOjJia, OHU HE  SBIISIIOTCS
HEOJIOTM3MaMHU WM a00peBUaTypaMu U MEPEBOJIATCS IOCIOBHO - “KOMIBIOTEPHBIM
4epBb~ U “BPEIOHOCHBIN KO .

[ImoTHOCTH  (KOMIIPECCHBHOCTH) CBOMCTBEHHAa TOJIBKO  KOTHUTHUBHOM
nHpopmanmu. OHa BbIpaXKaeTcsl JEKCUYECKUMH COKPAIICHUSIMU, a WMEHHO
ab0OpeBuarypamu:

“The XOR cipher uses a key and the XOR operator to encrypt the virus’s
code, and the same key and XOR operator to decrypt the code.”

B nganHOM mnpumepe MOKHO HaAOMIOJaTh BCE T€ K€ BBINICYTOMSHYTHIC
XapaKTEPUCTHUKH - aTEMIIOPATIBLHOCTD, WICHEHNE, 0€39MOIMOHATBFHOCTD, U TIOMUMO

ATOTO HOBOE BhIpaKE€HHWE KOTHUTUBHOCTHU Ha ypOBHE cjioBa - abOpeBuatypy XOR.
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Kak ObUIO YCTaHOBJIEHO B TEOPETHUYECKOM HCCIEAOBaHUM aO0OpeBUaTyp IO
KHOEpIpecTyIJICHUsIM, a00peBUaTyphl TaKOH TEMaTUKH OBIBAIOT JBYX THUMOB. B
stom ciydae, XOR - ab0OpeBuarypa WHHAIMATIbHAS, CIEA0BATEIIbHO, ab0OpeBraTypa
OCTaeTCsl HEM3MEHHOU B IIEpEBO/IE:

“lugp XOR ona wugposanus xooa supyca ucnoib3yem Kiod u onepamop
XOR, u mo arce camoe ons eco dewupposanus.”

B »TOoM e mpemyoKeHWW MOXKHO 3aMETHUTh HCIOJIb30BaHUE MpHEMa
yIYIIEHUs MPHU MEePEBOJIE - TaK KaK BO BTOPOM YaCTHU MPEJIOKEHUS pedb UAET O
TeX ke komrnoHeHTax “the same key and XOR operator”, pu mepeBojie 3T0 MOKHO
OMYCTUTh U 3aMEHUTh Ha “‘mo e camoe”. Takoe COKpaIlllEHHE BO3MOXXHO B
JAHHOM TEKCTE 3a CYET €T0 CTHJISA, KOTOPOMY CBOMCTBEHHA TIOTHOCTb.

boutn 0OHapyXeHbI U IPUMEPHI COCTABHBIX a00peBHATYp, I MEPEBOIUTCS
JIUIITH €€ YacCTh:

“The purpose of Blaster was to strike Microsoft’s Windows Update website
with a DDoS-attack that the worm would launch on August 15, 2003.”

“Ilens Blaster cocmosina 6 mom, umobwol nopasume catim Microsoft Windows
Update ¢ nomowwio DD0S-ataku, xomopyio uepsv zanycmun 15 aseycma 2003
eooa.”

OnepaTtuBHas uH(pOpMAIMS - 3TO NOOYKJIEHUE K BBINOJIHEHUIO KaKUX-JIMOO
JEUCTBUN Yepe3 MPUMEHEHUE TOOYAUTEIbHBIX CPEACTB (Bce (hOPMBI IIIaroibHOTO
UMITepaTUBa, MTHPUHUTHUB CO 3HAYCHHEM HMIIEPATUBHOCTH, MOJAIBHBIC TJIAroJIbl,
IJIaroJIbHbIe KOHCTPYKIIMM CO 3HAYECHHWEM BO3MOXKHOCTH M HEOOXOIUMOCTH,
MOJaJbHBIE CJIOBA, JICKCMYECKHE HHTEHCU(PUKATOPHI (HUKOrAa, 00s3aTENIbHO)).
Hanpumep,

“To minimize the chances of successful DLL injection, administrators should

assign the least privileges necessary to users’ accounts.”
B mpuBeneHHOM mpuMmepe, onepatuBHas WH(GOpMalMs BhIpaXXeHa dYepes

MoIaIbHBIN Tiarosn “should”, Tem cambiM BbIpakast OOy KISHHE.

31



Taxxe B »ToM mpumepe mpucyrctByer TepmuH DLL. Kak u XOR, on
SBJISICTCS] MHUITMAIBHBIM U HE TIEPEBOIUTCS:

“Umobwl ceecmu K MUHUMYMY waHcul Ha Yycnewnoe e6Heopenue DLL,
AOMUHUCMPAmMOpbl JOJKHBL HA3HAYAMb MOJbLKO camble HeoOXooumbvle npasd,
Heobxooumble 01 Y4emHbLX 3anuceti nojavzosamenei.”

B cnenyromem npumepe, onepaTuBHas MHMOpMaIus nepenana MoAaIbHbIM
rJ1aroJioM “must”:

“To mitigate the threat from computer worms, administrators must protect
systems from all propagation techniques.” - “Ymobwvl ymenvwums yeposy co
CMOpPOHbl  KOMNbIOMEPHLIX UYepeell, AOMUHUCMPamopsvl AOJDKHBL  3aujuuyams
cucmembl 0m 6cex Memooo8 pacnpocmpanerus.”

Onupasch Ha JUHTBOCTUJIMCTUYECKUI aHaIu3 OpUTHMHAjIa TEKCTa, ObUIN
pa3paboTaHbl CTPATETUH €0 MePeBO/Ia.

OnHO3HAYHBIMHA DKBUBAJICHTHBIMA WM TPAJAUIIMOHHBIMA COOTBETCTBHSIMHU
MEePEBOAMIIMCH JaThl, UMEHA COOCTBEHHBIC U OOIIETPUHATHIC TEPMUHBI:

“The Morris worm, released by Robert Morris in 1988, was one of the first
worms to spread on the Internet.”

“Yepeb Moppuca, 3anywennwiii Pooepmom Moppucom ¢ 1988 200y, Owin
OOHUM U3 Nepavlx uepeeli, pacnpocmpaunsaowuxcs 6 Mnmepneme.”

Robert Morris - Po6ept Moppuc; the Morris worm - uepBb Moppuca.

B HekoTophIX ciydasx, mepeBoJi KaKOW-THMO0 JIKCEMBI MPOUCXOAMI Yepe3
BapUaHTHBIE COOTBETCTBUA. Hampumep, eciiv oH 3aBUCEN OT KOHTEKCTa:

“The worm spread over the Internet by exploiting multiple known
vulnerabilities.”

“Vulnerability” moxxHO mepeBecT U KaK YA3BHUMOCTh, U KaK PaHUMOCTD, H
KaK CTEINEHb 3alluieHHOCTH. OIHAKO, B KOMITBIOTEPHBIX TEXHOJIOTHSX BO3MOXKEH

JIMIIb NIEPBBIA BAPUAHT:
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“Yepev pacnpocmpanuics no Humepnemy, UCHONb3YSA MHO2OYUCIEHHbBIE
usgecmuole ysi3BUMOCTH.”

“One of the most famous worms of 2009, Conficker spread through USB
drives and through a vulnerability in the Windows Server Service (MS08-067).” -
“Ooun u3 camvix uzsecmuvix uepeeti 2009 2o0a, Conficker pacnpocmpanuncs no
USB-naxonumensm u uepes yazsumoctsb ¢ Windows Server Service (MS08-067).”

HekoTtopslie mpensioskenusi TpedoBay rpaMMaTHIECKUX TpaHCchopMaIui.

Hanpuwmep, IIEPECTAHOBKU. AHITIMHACKOMY SA3BIKY CBOMCTBEH
(UKCUPOBAaHHBIA TOPSIIOK CJIOB B MPEHJIOAKEHUU, B PYCCKOM - OH OTHOCUTEIIBHO
CBOOO/THBIIA:

“An often slow but effective propagation technique that worms use is
copying themselves to USB drives.” - “Konuposanue na USB-naxonumenu - smo
mexHuka  agpexmusnoco, HO 8  OOILUIUHCMBE — CYYAE8  MeONeHHOZO,
pacnpocmpanenus.”

“To avoid detection of the decryption routine, a technique called
polymorphism surfaced.” - “Ymobwvr uzbesxcamv obnapysicenus npoyeodypol
pacuiugposku, NOSIBUIACH METOJIUKA, HA3bl8AeMAas NOIUMOPPUIMOM.”

bnaronapsi BeiBeneHHON KiaccUpUKAIHS TEPMUHOB KHOEPIIPECTYITHOCTH 110
CJII0BOOOpa3oBaTe/ibHbIM KOMIIOHEHTaM B [lpunoxkenun A, ObLIM ONpeeseHbl
THUIIBI TEPMUHOB U CTAIM BUAHBI TUTTUYHBIC CITOCOOBI TIEPEBO/Ia KAXKIOTO U3 HUX.

MHOTrOKOMIIOHEHTHBIE ~ TEpMHUHBI,  OodopmiieHHbIE  Ccy(dPuKcaTbHBIM
CIIOCOOOM, B PYCCKOM SI3BIKE CBSI3aHBI Y€pPE3 TUII CBSI3U “‘yIpaBlieHUE

“Another technique, called metamorphism, allows a virus to change its
appearance to avoid antivirus detection.” - “/pyeoti memoo, Haszvieaemuvlii
Memamop@u3mMom, no360Jsem 6UPYCY UMEHAMb CE80U GHEeWHUL 6U0, 4moobbl
uzbesicams OOHAPYKCHUSI AHTUBUPYCOM.”

“Network worms, which often spread without any user interaction, can infect

many computers in a very short amount of time.” - “Kounvromepuvie uepsu,
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Komopbsle 4Yacmo pacnpocmpanAaromcs be3 Kako2o-1ubo BBaHMOHeﬁCTBHH C
IMOJIB30BATCIICM, MO2Yym 3apa3unib MHOMNCECNBE0 KOMNbIOMeEPoes 3ad O4eHb KOPpOmMKoe
epems.”

“As with worms that spread through e-mail, those that spread through P2P
networks must also rely on social-engineering techniques rather than automatic
propagation.” - “Kakx u 6 cayuae ¢ uepssimu, pacnpoCcmpaHsiOWUMUCS HO
971eKMPOHHOU noume, me, Komopbwvle pacnpocmparsromces no cemsam P2P, oonoicHbl
makxce NONA2AMbCA  HA  METOAbl COLMAJIbHOM HWHXCHEPUHU, a He Ha
asmomamuyeckoe pacnpocmpanenue.”

“The concept of viruses and malware has been with us for decades, along
with the development of detection technologies.” - “Konyenyus eupycos u
B8PEOOHOCHBIX NPOSPAMM ObLIA C HAMU HA NPOMSNCEHUU OeCAMUNeMUl, HaAps0y C
pazeumuem TEXHOJIOTUN oOHapy>KeHus.”

[IpennoxHo-oopMICHHBIE MHOTOKOMIIOHEHTHBIE TEPMHHBI HE HWMEIOT
onpeneneHHoﬁ CXCMBI IIpH IICPCBOAC, OHH IIPOCTO IICPCBOAATCA OIIMCATCIbHBIM
METOJOM:

“Apply patches for vulnerabilities in network services in a timely manner.” -
“Ceoegpemenno  ycmauaeénugaiime TIaT4W, HANPABICHHbIE HA  3aKPBITHE
ysI3BUMOCTEH 6 cemu.”

MHOTrOKOMIIOHEHTHBIE ~ TEPMHUHBI, O(OpPMIICHHBIE OKOHYaHHEM, MpU
MIEPEBOJIE MOTYT 0OpETaTh TUTIBI CBSI3U “‘COTJIACOBAHME” WU “‘yrpaBlIeHUE

“Two common criteria used to infect other files are timebased (such as only
infecting files on certain days) and access-based (such as only infecting copied
files) criteria.” - “/[sa pacnpocmpanennvix Kpumepus, UCNOIbL3YEMbIX OIS
3apadicenusi opyeux atino - 3mo KPUTEPUM BPEMEHU (Hanpumep, 3apajiceHue
Gatinoe moavko 8 onpeodenennvle OHU) U KPUTEPUM JOCTyNa (Hanpumep,

3apasicenue moabKo CKONUPOBAHHbIX (Patinos).”
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“USB worms configure the infected drives to execute the worm as soon as an
unsuspecting user plugs it into a computer.” - “USB-uepsu wnacmpausaiom
34PaXCHHBIC HAKOIIUTCIIN oA 3anycka 4epesa KAK MmOJIbKO HU4eco0 He
1n0003pesarwuil NoIb308amenb NOOKI0Uaem e2o K Komnviomepy.”

“A virus, on the other hand, is not self-contained and requires the infection
of a host file to spread.” - “4 som BUpYyC He s615emcsi ABTOHOMHBIM U1 mpebyem

PACnpoCmMpaneHus: 3apasxceHno2o gaiina.”
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BeiBoALI IO r1aBe 2

Ha ocHOBaHMm aHanmm3a TEKCTa W COCTaBa WMH(OpPMAIMM B HEM MOYKHO
clIenaTh CIEAYIONINE BBIBOIBI. JJaHHBINA TEKCT SBISETCS JOBOJIHHO HEOTHOPOIHBIM,
OH COACPXHUT OOJBIIOE KOIMYECTBO OOMIEH M CHEIHATIbHOM TEPMUHOJIOTUU U
OOIIICHAyYHOH JIEKCUKU. Bce 3TH XapaKTEepUCTHKH BIHSIOT, B TIEPBYIO OYepeb,
BOCIIPHUATHE TEKCTA, & TAK)KE HETMIOCPEACTBEHHO TiepeBo . Ocobast BaXXHOCTH B TOM,
4TO ATO HAYYHBIA TEKCT, W Bcid HMH(pOpMamus ToKHA OBITh TepeaaHa TOYHO,
MO3TOMY BaKHO CIICUTH 332 YKBUBAJICHTHOCTHIO TIEPEBO/IA.

[Ipu pabote ¢ TermoStat Obul HArJSAHO MOKa3aH KOPIYC TEPMUHOJIOTUH
KHOEPIPECTYITHOCTH M MPOAHATM3UPOBAHBI €r0 KOMIIOHEHTBI, UX MPOICHTHOCTD,
CBSI3U MEX]Ty COOOM U ynoTpeOJIeHHeE.

B memom, Ha OCHOBE M TEKCTa U CTATUCTUYECKOTO aHAIM3a MOYKHO BBIICIIUTh
CJIEIYIOITUE CBOMCTBEHHBIE YePThl TAKOW TEPMUHOJIOTHH:

e 1peobiiaiaHne MHOTOKOMIIOHEHTHOMH JIEKCUKHU (ocobeHHo
JTBYXKOMIIOHCHTHOW; HAa BTOPOM MECTE - OJHOKOMIIOHCHTHAs, Ha
TPETHEM - TPEXKOMITOHCHTHAS H T.11.);

® HECYCTOMYMBOCTH TEPMUHOJIOTUUECKUX COYETAHUM;

® KOHBEPCUBHOCTH TEPMHHOB, COXPAHSIOIIASICS TIPH MTEPEBOJIC;

® 0O0JbIIOE KOJUYECTBO a00peBUaTyp (M MHUIIMAIBHBIX, U COCTABHBIX) U

TPaHCKPUOUPYEMBIX HEOJIOTU3MOB.
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3akJIroYeHue

TepmuHONIOTHS M €€ MepeBoj - 0COOCHHO Ooiiee Y3KuX cdep, TaKuX Kak
KUOEPIPECTYITHOCTD - UTPAIOT BAXKHYIO POJIb B TIEPEBOJOBEICHUU U B TUHTBUCTHUKE
(B 4aCTHOCTH, B KOPITYCHOM JIMHTBUCTHUKE).

JlanHoe wuccienoBaHHE BO MHOTOM OBLIO TEPBOOTKPHIBATENEM, B CHILY
HOBU3HBI TEMBI.

B xome pabotbl Oblla W3y4eHa TEPMHHOJIOTHS KHOEPIPECTYMHOCTH B
CPaBHUTEIBHO-COIIOCTABUTEIILHOM acleKTe Ha MPUMEpPE aHTJIUIICKOro U pycCKOro
SI3BIKOB, TIPOBEJICH aHAJIN3 KOPITyca TEPMUHOJIOTHU KHOEPIIPECTYITHOCTH Ha OCHOBE
nporpammbl TermoStat u ocobeHHocTel ux mnepeBoaa Ha npumepe kHuru 2011
roga “Cyber Security Essentials” monm pemakumeii [[xeiimca ['pama, Puduapna
Xoapza u Paiiana Osncona.

Jnst nocTHKEeHHsT JaHHOW 1enu ObUIM M3YyYeHbl MOHSTHS “TEpMUH’ H
“TepMmuHONiOTHA”,  ObUIa  BbIpaboTaHa  KiaccUUKAIUS  TEPMHUHOJIOTUU
KHOEPIPECTYITHOCTH MO CTPYKType 0Opa3oBaHUs IS ONpeAeNeHUs] TEHACHIUN B
o0pa30BaHUU HOBBIX TEPMHUHOB, OBUIM OIpeAesieHbl GYHKIMU W Kiaccudukaius
crioco0O0B MepeBo/ia TEPMUHOB B yKa3aHHOU cdepe.

Ha mnpaktuke OBUTM pPacCMOTPEHBI pPOJb KOPIYCHOW JIMHTBUCTUKU B
MEPEBOUECKON EATEIHHOCTH M KOHKPETHBIE XapaKTePUCTHKU JTUHTBHCTUYECKOTO
KOpIyca IO TEPMHHOJOTMM KHOEPIPECTYNMHOCTH, BBIIBICHB OCHOBHBIC
CIIO)KHOCTH TIEpeBOZia TIO0 BBIOPAHHON TEMAaTHKH M PACCMOTPEHBI OCHOBHBIC
crocoObl TiepeBoaa TepMuHOB. Ha mpumepe BbIOpaHHOTO (GparMeHTa W3 KHHUTU
“Cyber Security Essentials” Obu1 ocyimecTBiaeH NpeanepeBOIUCCKUI aHAINA3 |
MEPEBOAYECKUI KOMMEHTAPUH.

Pe3ynbrathl, MoydeHHbIE HA HBIHEITHEM 3Tare padoThl, MOTYT MOCTYXHUTh
HavajoM Oosiee TIIyOOKHX HCCIEAOBAHUN B 3TOM Majou3ydeHHOU chepe U MOTyT

HCIIOJIB30BAHLI ITPH pa3pa60TKe TEPMUHOJOTHYCCKOT'O KOpITyCa.
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Tabmuma 1

Ipunoxenune A

Knaccuduxanus

CJ]OBOO6p&30BaTCJII)HBIM KOMIIOHCHTaM:

TCPMHUHOB

KHOEPIPECTYITHOCTH IO

Karteropuu Tunbl HoaTunbl IIpumepnl
Henpowussoaubie i byte, filter, monitor, net,
(o1HA OCHOBA) etc.
umenurenbubie | developer, hacker,
OIHOKOMITOHEHTHBIE N
POHM3BOJHEBIC MPEAMETHBIC e-Government
(ocHOBa +
adHKCh) oTBIeueHHbIe | integrity, weakness
NPOLIECCHBIC trunking, broadcasting
cyhdukcanpHO- .
yod - outsider threat
o opMIIEHHbIE
NPE/JIOKHO- . .
MHOTOKOMITOHEHTHBIE | Do - Continuity of Operations
o opMIIEHHbIE
o opMIICHHBIE )
$op - risk-based data
OKOHUYAHUEM
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Ipuioxenue b

Tabnuna 2 - Knaccugukanys OCHOBHBIX CIOXHOCTEH IIepeBOa TEKCTOB O

KHOEPIPECTYITHOCTH U CIIOCOOBI UX PELICHUS:

Tun repmuna Hoarun IIpumepsl Cnoco0 nepeBoga IlepeBon
COCTaBHBIE DoS-attack eclggnglila{f ; ?ﬁrﬂ- DoS-araxa
SYN-flood PEBUATYPBI, SYN-¢ayx
MepeBoJ] / TPAHCKD.
ab0peBUaTypHI
COXpaHEHHE
nauuansuele | DDOS AHTIUICKOMI DDoS
ab0peBHaTypbl
phishing (37011050508
pharming TPaHCIUTEPALHS (apmur
HEOJIOTU3MBI - proxy HPOKCH
: TPaHCKpUOUPOBaHKE
crowdsourcing KpayJICOPCUHT
spam cram
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IIpuioxenue B

Pucynox 1 - Tepmunonmorudeckoe “o01ako” Ha ocHOBe Tekcta Cyber

Security Essentials:

. address administrator iy  @NLIVIFUS application attack attaCker authentication authentication system  behavior ber vinary  bot

botnet DrowSer iuwiwe wwamer COIM d datum detect detscton AOMAIN  domainname e encrypt encryption . execute exhibit

sonittool fast-fux f1l€ firewall functionality nhniq honeypats  DEMI http o idefense integer internet javascript kernel key | 1
malicious activity ma||C|OUS COde malware N NEtWOrk O o.wns on obfuscation pl ploitation packet paSSWOFd payload
pAf pesie phsnna me PrOQrAM  protocol Proxy q registry rootkit ru = S SEN ssenti = SEFVEI shellcode e stack

system thread ti tal token tool wme ue wiyrwa use USEI virtual machine virtualization s e VUINErability

website worm
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IMpunoxenue I

dparmenr w3 kuauru Cyber Security Essentials (4.1 Self-Replicating
Malicious Code; 4.1.1 Worms; 4.1.2 Viruses):

Computer worms constitute a large class of malicious code that spreads
between computers by distributing copies of themselves in a variety of ways. The
worm is one of the earliest forms of malicious code and may be either benign or
destructive. Malicious code is only a worm if it spreads to other systems by
duplicating itself without attaching to other files.

Unlike computer viruses that spread by infecting executables or other files,
worms spread by distributing copies of themselves. The copies may not be
identical to the original worm, but they have the same functionality and can
continue to spread to additional computers. The Morris worm, released by Robert
Morris in 1988, was one of the first worms to spread on the Internet.1 The worm
spread over the Internet by exploiting multiple known vulnerabilities in common
UNIX programs. Morris stated that the purpose of the worm was to gauge the size
of the Internet at the time, but it spread so quickly that it caused a widespread
denial of service (DoS) condition.

Worms typically have two roles. The first is to spread to additional
computers, but most also have a secondary task known as a payload. A worm’s
payload is what the attacker programs the worm to accomplish after it spreads. In
the case of the Morris worm, the intention was to gauge the size of the Internet, but
most worms have a much more malicious payload. This can include distributed
denial of service (DDoS) attacks, spam distribution, cyber crime, or anything else
the attacker chooses.

In the years since Morris’s program got out of control, many more worms
have spread across the Internet. Many worms target vulnerabilities in popular
network services like HTTP servers and NetBIOS. However, many do not use

vulnerabilities to spread, instead using e-mail, peer-to-peer (P2P) networks, social
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networks, and mobile device communication protocols. These propagation
techniques rely on tricking the user into executing a program and cannot spread
without any human interaction. Worms are not limited to a single propagation
method but can use any or all of these methods at once (see Exhibit 4-1).

E-mail worms spread by sending a message designed to entice the recipient
into clicking a link or downloading an attachment that contains a copy of the
worm. One famous example of this type of malicious code is the ILOVEYOU
worm, which began spreading in May 2000.2 ILOVEYOU quickly infected
thousands of computers by sending an e-mail with the subject header “I love you.”
Another means of spreading worms is Instant Messaging (IM) technologies. As
IMs have gained in popularity, worms have begun to use these popular networks to
spread between systems.

Network worms, which often spread without any user interaction, can infect
many computers in a very short amount of time. These worms may infect other
systems by exploiting vulnerabilities in software or by attempting to guess
passwords that protect systems from intrusion. Blaster, which began spreading in
August 2003, was a network worm that spread through a vulnerability in the
Microsoft Windows RPC interface (MS03-026). The purpose of Blaster was to
strike Microsoft’s Windows Update website with a DDoS attack that the worm
would launch on August 15, 2003.3 Microsoft averted the attack by preemptively
taking the website offline.

As with worms that spread through e-mail, those that spread through P2P
networks must also rely on social-engineering techniques rather than automatic
propagation. These worms copy themselves to directories that popular P2P
applications use to share files. By renaming themselves so they appear to be
movies or software, the worms entice other users into downloading and executing

them.
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An often slow but effective propagation technique that worms use is copying
themselves to USB drives. USB worms configure the infected drives to execute the
worm as soon as an unsuspecting user plugs it into a computer. Through this
technique, the worm is able to spread to networks that it could not normally access.
In 2008, the U.S. Army banned the use of USB drives in its networks because a
worm had spread throughout its networks via that route. To mitigate the threat
from these worms, Microsoft released an update that disabled the autorun feature
that allowed malicious code to spread easily through USB drives. Worms can
spread between mobile devices by sending copies of themselves attached to short
message service (SMS) messages, or by including links to Web pages that host a
copy of the worm. In 2009, the “Sexy View” worm spread to phones running the
Symbian operating system (OS) and collected information about each device it
infected. The latest entrants into the worm world are those that spread through
social-networking sites like Facebook and MySpace. Koobface is a worm that
steals credentials for social-networking websites, then uses the accounts to send
links to the worm to the victim’s contacts. When first released, Koobface only
targeted Facebook, but it has since begun targeting MySpace, Bebo, Netlog, and
other social networks. Many worms use multiple techniques to spread. One of the
most famous worms of 2009, Conficker spread through USB drives and through a
vulnerability in the Windows Server Service (MS08-067).

To mitigate the threat from computer worms, administrators must protect
systems from all propagation techniques. The following measures will decrease the
likelihood of a worm infection in a network:

e Use antivirus products to scan incoming e-mails and IMs for
malicious links.

e Disable autorun functionality for USB devices.

e Apply patches for vulnerabilities in network services in a timely

manner.
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e Disable access to P2P networks.
e Educate users on the dangers of worms that use social-engineering
techniques.

Like their malicious cousins, viruses and Trojan horses, worms are a
significant threat to modern networks. In the twenty-plus years that have passed
since Robert Morris released the first Internet worm, new tactics have developed
that allow for faster propagation with a higher impact. With the arrival of new
communication technologies, attackers also develop new ways to spread malicious
programs.

4.1.2 Viruses

The concept of viruses and malware has been with us for decades, along
with the development of detection technologies. In this section, we explain the
differences between viruses and other types of malware that can infect users and
organizations.

The Internet hosts many forms of malicious software, also known as
malware, that vary in functionality and intent. Quite often, descriptions of
malware, regardless of the type, incorrectly classify the malicious software as a
virus. For years, the term computer virus has been the all-encompassing term for
malicious software; however, in the world of computer security, a virus refers to a
specific type of malware that spreads by infecting other files with its malicious
payload. Laypersons often incorrectly refer to all types of malware as viruses,
when they might actually mean that such malware are Trojan horses (Trojans) or
worms. A Trojan is a piece of malicious software that appears to be a legitimate
application. A Trojan runs on an infected system as if it were an application with a
beneficial purpose. A worm is another type of malware that is a standalone
executable that spreads through network shares and vulnerabilities.

A virus, on the other hand, is not self-contained and requires the infection of

a host file to spread. A virus is parasitic, infecting a system by attaching itself to
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other files. A computer virus spreads in a similar manner as a biological virus,
which injects DNA into a host cell to replicate itself and causes the cell to burst,
releasing the replicated viruses to spread to other cells. A computer virus achieves
the technological equivalent by writing its code into a host file. The virus
eventually runs when a user opens the infected host file.

Now that the distinction between viruses and other types of malware is clear,
a brief history of computer viruses will provide some helpful background
information. The first recorded IBM PC-based virus, called the “Brain,” debuted in
January 1986. The Brain copied itself into a floppy disk’s boot sector, the space on
the floppy disk used to run code when the system starts. Once in memory, it
attempted to copy itself to other floppy disks; the main side effect of an infection
was a change to the volume label to “(c) Brain.”

The Brain virus was not particularly destructive but took advantage of the
era’s heavy use of floppy disks. Other viruses, however, were not as harmless and
caused damage to infected systems. In 1987, the Jerusalem virus and its variants
began infecting systems. This virus resided in memory and infected all executable
files (.com and .exe) on the system. When a user opened an infected file, the virus
deleted the infected file.

Viral code within infected host files often has three distinct parts: the
discovery module, the replication module, and the payload. The discovery module
enables the virus to locate host files, and the replication module carries out the
infection by copying the entire viral code into the host file. Exhibit 4-2 shows an
infected application replicating the virus by writing the entire virus to the host file.

Last, the payload contains code to perform additional actions on the infected
system aside from file discovery and replication. The specific actions carried out
by the payload depend on the purpose of the virus. Payloads range from harmless

code, such as the Cascade virus that altered text displayed on screens, to
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destructive code, such as the Jerusalem virus that deleted infected files. Exhibit 4-3
shows screenshots of the Cascade virus altering the text within MS-DOS.

The security community separates viruses into two groups based on how the
virus infects other files after it executes: resident and nonresident. A nonresident
virus infects other files only when the infected file runs. A resident virus differs by
loading itself into memory and continuing to run after the infected file closes.

Resident viruses fall into two additional categories: fast infectors and slow
infectors.11 Viruses loaded into memory have the ability to infect many files very
quickly because they can infect any file on a system. Viruses that take advantage of
this ability are fast infectors, as they try to infect as many files as quickly as
possible. This type of virus lacks stealth, and the consumption of resources makes
the infection obvious to the victim.

Slow infector viruses have specific criteria with which they infect other files.
Two common criteria used to infect other files are timebased (such as only
infecting files on certain days) and access-based (such as only infecting copied
files) criteria. Infections occurring only during specific situations slow down the
infection rate, making the virus inconspicuous and harder to detect.

To write code to another file, viruses generally add their code to the
beginning or end of a file. Methods that are more sophisticated, however, can also
write the virus code within empty or unused space within the file. Viruses that use
these techniques, known as cavity viruses, can add their code to a host file without
changing the file’s size.

Once the virus writes its code to the file, there must be a way to run the code
when opening the infected file. If the virus focuses on infecting executable
program files, it can modify the executable’s header (entry point) to point to the
beginning of the virus code. Another method is to modify the executable file’s
binary code to include call or jump instructions to the virus code. A recently

discovered method used by the Xpaj.B virus replaces one of the subroutines in a
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host file with its viral code.12 While this technique is less reliable and does not
guarantee that the code will run, it makes it more difficult for antivirus products to
detect the virus.

The impact that viruses have on systems demands a solution to detect and
clean up infections. Antivirus products attempt to detect viruses by searching files
for discovery modules, replication modules, or the payload. Detection methods
include specific pattern matches within the executable or heuristic methods to
detect viral activity.

These antivirus products also attempt to clean the virus infection by
removing the virus’s code and restoring the original file’s contents. The antivirus
program cannot simply delete an infected file because doing so may have adverse
effects on the system’s operation. The antivirus must detect the technique the virus
used to execute the viral code within the infected file as described earlier in this
section. Once the antivirus determines this technique, the antivirus program must
remove the file alterations to reconstruct the original file. If the reconstruction of
the file is successful, then the virus infection is gone.

Over the years, virus developers introduced encryption, polymorphic, and
metamorphic code to thwart antivirus products. Encryption is a common technique
used by virus authors to help their malware avoid detection. By encrypting the
instructions, the author hides the virus’s actual functionality and makes it difficult
for antivirus programs to detect the virus using pattern matching. Encrypted viruses
start with a routine to decrypt the virus followed by the execution of the now
decrypted virus. A simple encryption method commonly used is an exclusive OR
(XOR) cipher. The XOR cipher uses a key and the XOR operator to encrypt the
virus’s code, and the same key and XOR operator to decrypt the code. This
lightweight encryption method encrypts the virus, but antivirus products can detect
the existence of the decryption routine. For example, Panda’s XOR-encoded

antivirus signature looks for viruses with an XOR decryption routine.
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To avoid detection of the decryption routine, a technique called
polymorphism surfaced. A polymorphic virus still relies on a decryption routine to
decrypt the encrypted code; however, this type of virus has a polymorphic engine
within its code that changes the encryption and decryption routines each time the
virus infects another file. Therefore, polymorphic viruses change their entire
appearance with each infection yet have the same functionality.

Another technique, called metamorphism, allows a virus to change its
appearance to avoid antivirus detection. Metamorphic viruses use an embedded
engine to alter their code much like a polymorphic virus; however, the
metamorphic engine actually changes the virus’s code. For example, the
metamorphic engine can use different registers within the code, add no-operation-
performed (NOP) instructions, or change the code’s flow with different jump and
call instructions. These changes alter the binary composition of the virus between
infected files, which makes detection by an antivirus product difficult.

Viruses have been around for decades, but many consider viruses outdated
and no longer a threat. The overwhelming number of Trojans and worms that
plague today’s networks overshadow viruses; however, many viruses still exist,
including a sophisticated, feature-rich virus known as Virut. Virut surfaced in 2006
and evolved into a hybrid malware that possesses characteristics of Trojans and
viruses. Virut first runs as a self-contained executable that is like a Trojan;
however, it also infects executable files to establish persistence and longevity to
the infection.

Virut is a resident polymorphic virus that infects other executables on the
system upon access. Recent variants of Virut have infected Web page files with the
extension HTM, PHP, or ASP by writing an inline frame (IFrame) to the file. The
IFrame is an HTML element that embeds a frame within the browser window.

These IFrames allow attackers to forward users to a malicious page without
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interaction. Virut infects Web page files hoping to infect other users who visit the
Web page with the virus.

In addition to Virut’s infection methods, its payload opens a backdoor on the
infected system and connects to an Internet Relay Chat (IRC) channel. The IRC
channel allows the attacker to command the infected system to download
executables, further infecting the system. These capabilities show the danger that
contemporary viruses pose to infected systems.

Over the past few decades, the term computer virus evolved from applying
to a common type of malicious code with specific characteristics to being an
imprecise catchall term for all types of malware. The characteristic that sets apart a
true virus from other malware types is the parasitic trait of needing to spread, as
viruses do not propagate without infecting other files. Antivirus products search
files for this parasitic characteristic to detect viruses. These searches look for
binary values, file alterations, and viral behaviors within files and attempt to clean
infected files. While this is not a perfect solution, antivirus programs provide

systems with the best protection from virus infections.
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Ipuioxenue /1

[TlepeBon ¢parmenra wu3 kuuru Cyber Security Essentials (4.1
Camoperummnupytoutuics BpeoHocHbIi ko; 4.1.1 Uepsu; 4.1.2 Bupychr):

KoMmnbroTepHBIE  YE€pBH  MPEACTABISAIOT  COOOKM  OOJIBIION KJ1acc
BPEIOHOCHOTO KOJA, KOTOPBIM PAaCIpPOCTPAHSIETCA MEXKIAY KOMIBIOTEPAMHU Yepe3
CaMOPEIUIMKALINIO Pa3IMYHBIMU criocoO0amu. UepBhb SBISIETCS OJHOM U3 CaMbIX
paHHUX (HOPM BPEJOHOCHOTO KOJIa U MOKET OBbITh Kak JOOPOKaYeCTBEHHBIM, TaK U
pa3pylIUTENbHbIM. BpeTOHOCHBIN KO/ SIBISIETCA YEPBEM TOJBKO B TOM CIyYae,
€ClIi OH PAaCIpOCTpaHsieTcs Ha JIpYyrue CUCTEMBbI IyTeM AyOsnpoBaHus ceOst 0e3
NPUKPEIUICHUS K APYTUM (aiiam.

B orinune OT ceTeBbIX BUPYCOB, PACIPOCTPAHSIOIINXCSA MYTEM 3apa’KCHHS
UCIIOJIHAEMBIX WM ApYyrux (aillioB, 4YepBU PaCOpPOCTPAHSIOTCS IMyTEM
pacrnpocTpaHeHHus CBOMX Komnuii. Konuu MoryT He coBNaaTh ¢ UCXOJAHBIM YEPBEM,
HO OHM HMEIOT T€ X€ (PYHKUMH M MOTYT MPOJOJKATH PACHPOCTPAHITHCS Ha
npyrue kommbioTepbl. UepBsr Moppuca, 3amymieHHbsiii Pobeprom Moppucom B
1988 roamy, ObLT OHMM M3 MEPBBIX YEPBEW, pacnpocTpaHstomuxcs B MHTepHeTe.
Uepsb pacrpocTpanuics 1o MHTEpHETY, UCMOIb3ys] MHOTOYUCIEHHBIE U3BECTHHIE
ySI3BUMOCTH B PACIPOCTPaHEHHBIX mporpammax Unix. Moppuc 3asiBWII, 4TO IEITBIO
4yepBsi ObLJIO BhIsIBIIEHUE pa3Mepa HTepHETa, HO OH paclpoCTPaHUICs Tak OBICTPO,
YTO BBI3BAJI IOBCEMECTHBIN 0TKa3 B o0ciyxuBanuu (DoS).

Yepru 00bIYHO UMEIOT JIBE poJin. [lepBas - 3TO pacnipocTpaHeHUE Ha IPYyTre
KOMITBIOTEPHI, HO Y OOJBIIMHCTBA U3 HUX €CTh U BTOPUYHAS 337a4a, U3BECTHAs KaK
nosie3Hasi Harpy3ka. [lone3Has Harpy3ka 4epBsi - 3TO BBINOJHEHHE TOrO, HA YTO
3JIOYMBIIIUICHHUK MPOTPAMMHUPYET YepBs MOCJE €ro pacrnpocTtpaHeHus. B ciydae
yepBst Moppuca, 11e51bi0 ObUIo onpeaenuTh pasmep MHTepHeTa, HO OONBIIMHCTBO
YyepBeil UMEIOT ropaszio 0osiee BPEAOHOCHYIO HArpy3Ky. DTO MOXKET BKIIIOYATh B
ceOs araku tuna DDOS, pacnpoctpanenue crmama, KHOEpHpeCTYIMHOCTh WUJIH YTO-

1100 elle, BBIOPAaHHOE 3I0yMBIIIIEHHUKOM.
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3a ronpl, MpOIIEANINE C TOTO MOMEHTa, KaKk mporpamma Moppuca BbllIUIa
U3-1oJ, KOHTposi, B MHTepHEeTe mosBWIOCH Tropasno Ooibine uepBeid. MHorue
YEpBU HAIleJICHBI HAa YSI3BUMOCTH B TOIYJISIPHBIX CETEBBIX CITY)K0ax, TaKuX Kak
HTTP-cepepst u NetBIOS. Opnako MHOTHE paclpOCTPaHSIIOTCS HE uepe3
ySI3BUMOCTH, a 4Yepe3 »JJCKTPOHHYI0 TmouTy, oaHopanroBele (P2P) cern,
COLIMAJIBHBIE CETH M TMPOTOKOJIBI CBA3M MOOUIIBHBIX YCTPOMCTB. DTH METObI
pacmpocTpaHeHHs] OCHOBAaHbI Ha OOMaHE MOJIb30BaTENs MPH 3aMyCKe MPOrpaMMbl U
0e3 Kakoro-imdo BMEIIATEIbCTBA YEJIOBEKA PACTIPOCTPAHITHCS HE MOTYT . UepBu
HE OTPAHUYMBAIOTCS OJJHUM METOJOM, HO MOTYT MCIIOJIL30BaTh KAKOH-TO OJTUH WJIH
BCE 3TH METOJIbI OTHOBpeMeHHO (cM. [Ipunokenue 4-1).

UepBH 37€KTPOHHBIX TTOUT PACHPOCTPAHSIOTCS IMTyTEM OTIPABKU COOOIICHHUS,
MPEeIHA3HAYEHHOTO JUIsl TOTO, YTOOBI 3aCTaBUTh MOJIy4aTels IICIKHYTh CCBHUIKY
WIN 3arpy3uTh BIIOXKEHHUE, cojepralriee Komuw 4epBsi. OJHUM U3 H3BECTHBIX
IPUMEPOB BPEJOHOCHOTO Koaa Takoro Tuma sBisercs depeb ILOVEYOU,
KOTOpbIN Haval pacnpoctpansaTees B Mae 2000 roga. ILOVEYOU 6sicTpo 3apazun
THICSTYM KOMITBIOTEPOB, OTIPABHUB 3JIEKTPOHHOE MUCHBMO C 3arojloBKOM ‘S Tebs
mo6mr0”. Ele ogHUM CpecTBOM paclpoOCTPaHEHUs YEpBEH SIBISIOTCS CHUCTEMBI
MraHoBeHHoro oomena cooOuienuii (IM). ITo mepe Toro, xak IM mpuoOperanu
MOMYJSIPHOCTh, YEPBU HAYadd WCIOJB30BATh OSTU TMOMYJSIPHBIE CETH JUIS
pacipoCTpaHeHUsI MEXKy CUCTEMaMHU.

KoMmrmbroTepHable uepBU, KOTOPBIE YacTO PACIPOCTPAHSIOTCS 0e3 KaKoro-
o100 B3aMMOJCWUCTBUS C TIOMB30BATENEM, MOTYT 3apa3uTh MHOXECTBO
KOMITBIOTEPOB 32 OUYEHb KOPOTKOE BpeMs. DTH YEpPBU MOTYT 3apa3uTh APYTHE
CHUCTEMBI, HCIIOIB3YS YSI3BUMOCTH B IMPOTPAMMHOM OOECIICUYEHHUH WM TIBITAsCh
yrajath mapoJid, KOTOpPbIE 3alMIAI0T CHCTEMBbI OT BTOop)keHus. Blaster, koropsrii
Hayaja pacnpoctpansaThes B aBrycte 2003 roma, ObLI KOMIIBIOTEPHBIM YEPBEM,
pacTpoCTPaHSIOUIMMCST Yepe3 ysSI3BUMOCTh B HHTep¢eice yTaleHHOTO BbI30Ba

nporeayp (RPC) Microsoft Windows (MS03-026). Ilens Blaster cocrosiia B Tom,
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yroOBl Mmopa3uth caiit Microsoft Windows Update ¢ momormisio DD0S-atakw,
KOTOPYIO 4epBb 3amyctii 15 aBrycra 2003 roma. Microsoft mpegorspaTmiia ataky,
nocTaBsl BeO-calT B o duaitH-pesxum.

Kak u B ciaywyae c 4epBsIMH, pacIpOCTPAHAIONIMMUCS IO SJICKTPOHHOU
1o4Te, T€, KOTOPHIE PACTIPOCTPAHSIOTCS MO ceTsAM P2P, MOKHBI TakKe MMOIaraTbCs
Ha METOJIbl COLMANIbHON MH)KEHEpPUHU, a HE Ha aBTOMAaTUYECKOE pacinpoCTpaHEHUE.
OTH YepBU KOMHUPYIOT ce0s B KATaJOTHU, KOTOPHIE MCIOJIB3YIOTCS TOIMYISIPHBIMU
npuioxeHussMu P2P st oOmena daitnamu. [lepenmenoBbiBasi ce0si B GUIBMBI WA
MpPOrpaMMbl, HYEPBH MOOYXKIAIOT JPYTUX IOJh30BaTeICH WX 3arpykartb u
3aIyCKaTh.

Hcnonb3zyemasi 4epBsIMU  MEJIEHHAs, HO J(Q(EeKTUBHAs  TEXHUKA
pacrpocTpaHeHuss - 23To KomupoBaHue Ha USB-nakonutenu. USB-uepBu
HACTPAMBAIOT 3apaKCHHBIC HAKOMUTENH IS 3aITyCKa YepBsS KaK TOJBKO HUYETO HE
MO/IO3PEBAIOIINI TOJB30BATENb MOAKIIOYAET €ro K Kommbiorepy. C MOMOIIBIO
ATOTO METOJIa YePBb MOXET PACTIPOCTPAHITHCS HA CETH, K KOTOPHIM OH OOBIYHO HE
umeer noctyna. B 2008 romy apmus CHIA 3ampetwna ucnonb3oBanue USB-
HAaKOMMTEJIEH B CBOMX CETAX, TOCKOJbKY TIO 3TOMY MAapHIpyTy YepBb
pacnpocTpaHwics MO BceM ceTsM. UToObl CMATYUTH yrpo3y OT ITHUX YEpBEH,
Microsoft Bemmyctria oOHOBIIEHHE, T/ Oblla OTKIIIOUEHA (DYHKIIMS aBTO3aITyCKa,
KOTOpasi TIO3BOJISUIA JIETKO PaclpoCTpaHsATh BPEIOHOCHBIM koa uepe3 USB-
HaKomuTe . YepBH MOTYT PACHpPOCTPAHITH CBOM KOMUU MEXAY MOOWIBHBIMU
YCTPONCTBAMH, MPUKPEIUIISACh K COOOIIEHUAM CIYyKObI KOPOTKHX COOOIIECHUI
(SMS) wim yepe3 cChUTKM Ha BeO-CTPAaHUIBI, HA KOTOPBIX pa3MelleHa KOTHS
yepBst. B 2009 romy uepBb “Sexy View” pacmpoctpaHuics Ha TenedoHax ¢
ONEpallMOHHOM  cucTreMolr  Symbian, coOupas uHbOpMAIMIO O  KaXIOM
3apaX€HHOM YCTpoWCTBe. B mocinenHee Bpemsi YYaCTHHKH MHUpa YepBEU
paclpoCTpaHsAIOTCS 4Yepe3 ColMalbHble ceTH, Takue kak Facebook u MySpace.

Koobface - 4epBb, KOTOPBII KpaleT YICTHbBIE JaHHBIC I BeO-CalTOB COIMATbHBIX
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ceTell, a 3aTeM MCIOJIb3YeT y4YeTHbIE 3alMCHU JJIsl OTIPABKU CCHUJIOK Ha 4YepBs
KoHTakTaM xepTBbl. Korma Koobface Obin BriepBbie BhiNyIlieH, OH MpeHA3HAYAIICS
Tosibko Ju1st Facebook, Ho ¢ Tex mop on Havan padortath ¢ MySpace, Bebo, Netlog
U JIpYTUMU COLMAJIBHBIMU CETSAMHU. MHOTME YEepBU HCIOJIB3YIOT HECKOJBKO
METO/OB pacnpocTtpaHeHud. OnMH W3 caMbIX U3BecTHBIX d4epBeil 2009 ropa,
Conficker pacmpoctpanmiacs mo USB-makomurenassM U 4epe3 yS3BHMOCTb B
Windows Server Service (MS08-067).

UrtoObl yMEHBLIUTh YIPO3y CO CTOPOHBI KOMIIBIOTEPHBIX YEpBEH,
aMUHUCTPATOPBl  JOJDKHBI  3al[UIIaTh  CHUCTEMBI OT  BCEX  METOJOB
pacnpoctpaneHus. Cienyromue Mepbl yMEHbIIAT BEPOSITHOCTD 3aPaXKEHUS YEPBEM
B CETH:

e llcmonp3yiiTe aHTUBUPYCHBIE MPOTPAMMBI I  CKaHHUPOBAHUS
BXOJSUIMX COOOUIEHUH 3JeKTpoHHOM mnouTsl U |M Ha Hanuuue
BPEJOHOCHBIX CCHUIOK.

o Orxmounte GyHKIMIO aBTo3amycka st USB-ycTpoiicTs.

o (CBOEBPEMEHHO YCTaHaBJIMBAMTe MaTYM, HAIIPABJICHHBIE HA 3aKPBITHE
YSI3BUMOCTEN B CETH.

e OrtimounTe A0CTyM K P2P-cetsim.

e PaccKaxxuTe Moyb30BaTEIsIM 00 OMACHOCTSIX YEPBEH, UCTIOIB3YIOIINX
METO/Ibl COLIMAIbHON MHKEHEPHH.

Kak u wux 37100HBIE Ky3€Hbl (BHPYChl W TpPOSHCKHE KOHH), YEpBU
MPEACTABIIAIOT COOOM CEPhE3HYI0 YTPO3y ISl COBPEMEHHBIX ceTel. 3a ABaIIaTh C
JUIIHUAM JIET, MPOILIEAIINE C TOT0O MOMEHTa, Kak PobepTr Moppuc BbITycTHI
NEPBOTO HMHTEPHET-YEpBs, ObUIM pa3padOTaHbl HOBBIE TAKTUKH, MO3BOJIAIOIINE
Oomee ObIcTpoe pacmpocTpaHeHue ¢ Ooiee BbBICOKUM BozueiictBueM. C
MIOSIBJICHHEM HOBBIX KOMMYHHUKAIIMOHHBIX TEXHOJIOTHUH 3JIOYMBIIUICHHUKH TaKXKe
pa3pabaThIBalOT HOBbIE CIIOCOOBI PACIPOCTPAHEHHS BPEIOHOCHBIX IMTPOTPAMM.

4.1.2. Bupychl
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Konnenmust BUpPYyCOB U BpPEIOHOCHBIX IMporpaMM ObUla ¢ HaMH Ha
NPOTSHKEHUU JECATUICTHM, Hapsiy C pa3BUTHEM TEXHOJOTMd oOHapykeHus. B
TOM pas3fene Mbl OOBSICHSEM pa3IHuds MEXAY BUPYCAMH W JPYTMMH TUIIAMU
BPEIOHOCHBIX ~IPOTpaMM, KOTOpPbIE MOTYT 3apa3uTh I[OJb30BATENE W
OpraHU3aLHH.

B NHTepHeTe pa3MmemaeTcs MHOTO BUJOB BPEAOHOCHBIX MPOrpaMM, TaKkKe
W3BECTHBIX KaK BpPEIOHOCHI, KOTOpBIE pa3auyaroTcs MO (PYHKIUOHAIBHOCTU H
Ha3Ha4yeHUI0. J[OBOJBHO 4YacTO ONMCAaHMUS BPEIOHOCHBIX IPOrpamMM, HE3aBUCUMO
OT HUX THUNA, HENPaBUWIbHO KIACCU(DHUIMPYIOT BPEIOHOCHOE MPOrPAMMHOE
oOecrieyeHue Kak Bupyc. B TedeHne MHOTHX JIET TEPMUH “‘KOMIBIOTEPHBIA BUpYC”
ObUl  BCEOOBEMIIOIIMM  TEPMHUHOM  JUIsI  BPEAOHOCHOTO  MPOTPaMMHOIO
oOecrieyeHus; OJJHaKO B MUPE KOMIIBIOTEPHON O€30MaCHOCTH BUPYC OTHOCUTCA K
ONPENEIICHHOMY THIIY BPEIOHOCHBIX IIPOrpaMM, KOTOpPBIE PACIPOCTPAHAIOTCA
MyTeM  3apaxeHuss JApyrux  (aillioB cBoeld  BPEAOHOCHOW  HAarpy3KoM.
Henpodeccuonansl 4acTo HENpPaBWJIBHO HAa3bIBAlOT BCE THIBI BPEIOHOCHBIX
IpOrpaMM BHUpPYCaMM, KOTJa OHM MOTYT O3Ha4aTb, YTO TAaKHUE BPEIOHOCHBIE
MPOTPaMMBbI SIBJIAIOTCA TPOSIHCKUMU KOHSIMH (TpPOSITHAMU) WJIM YEPBSAMH. TposiHel -
OTO BPENOHOCHAs MNpOorpamma, KOTOpas BBINVISIAUT KaK 3aKOHHOE ITPUIIOKECHHUE.
TposiHen paboTaeT B 3apaKe€HHOM CUCTEME, KaK €cJid Obl 3TO OBLIO MPUIIOKEHUE C
MOJIOKATENIBHOW  1enbto. YepBb - 3TO Jpyrod Tum BpenoHocHoro [0,
MIPEICTABIISIONINI COOOM OTAENbHBIN MCTIOMHSIEMbIN (aiii, pacpoCTpaHIIOIIUNCS
4epe3 CETEBBIE PECYPCHI U YA3BUMOCTH.

A BOT BHpYC HE SBISETCS aBTOHOMHBIM U TpeOyeT pacnpoCTpaHEHUs
3apaxkeHHoro (aitna. Bupyc mapasutupyeT, 3apaxkasi CUCTeMY, PUKPEIUIsis ceOst K
apyrum  (aitnam. KoMmbroTepHBIE  BHUPYC PacHpoOCTpaHSETCS aHAJOTUYHO
OunonornyeckoMy BHUpycy, kKoTopbiii BipbickuBaeT JJHK B kiieTky-xo3s1Ha, 4T00bBI
Pa3MHOXKUTBCS, U 3aCTaBIIIET KJETKY B3PBIBATHCS, BBINYCKas PEILUIMLMPOBAHHBIC

BUPYCBI, YTOOBI PacCHpPOCTPAHUTLCS Ha JIpYrue KIETKH. KOMIBIOTEPHBIH BUPYC
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JOCTUTAEeT TEXHOJOTUYECKOIO SKBUBAJIEHTA, 3alIUChIBasl CBOM Koa B ¢aiin xocta. B
KOHEYHOM WTOr€ BHUPYC 3allyCKaeTcs, KOIZJa II0Jb30BaTelb OTKPHIBACT
3apakeHHBIN (aiis XxocTa.

Tenepp, Korga pasinuue MeEXAYy BHpyCaMHM M JPYTMMH  TUIIAMU
BPEJOHOCHBIX MPOrPaMM CTAHOBUTCS SICHBIM, KpaTKas HCTOPUS KOMIIBIOTEPHBIX
BUPYCOB IIPEIOCTABUT HEKOTOPYIO MOJIE3HYIO CIPaBOUYHYIO HH(popmanmio. [lepBbrii
3aperucTpupoBaHHbId  BHpyc Ha ocHoBe IBM PC, wna3Bamuwni “Brain”,
neGroTupoBan B suBape 1986 roga. Brain ckommpoBait ce0si B 3arpy304HBINA CEKTOP
JUCKETHI - MECTO HAa THOKOM JMCKE, UCIIOJIb3yEMOE JIJIs 3aIlyCKa KOJIa MPH 3aITyCKe
cucrembl. OKa3aBIIMCh B MaMATH, OH TONBITAJICS CKOMMPOBAaTh ceOs Ha Jpyrue
JUCKETBI; OCHOBHBIM MOOOYHBIM 3(P(HEeKTOM MHEPEKIUU ObLIO U3MEHEHUE METKH
Toma Ha “(C) Brain”.

Bupyc Brain He Obl1 0cOOCHHO pa3pyIIUTEIBHBIM, HO OH CyMeJ ChITpaTh Ha
MHTEHCUBHOM HCIIOJb30BAaHUM THMOKHX JIMCKOB, CBOMCTBEHHOMY TOMY BPEMEHHU.
Jpyrue BHUpPYChI, OJHAaKO, HE ObUIM CTOJb O€300MIHBIMU M HAHOCWIM YIIEpO
3apakeHHbIM cuctemMaMm. B 1987 roay Bupyc Jerusalem u ero pasHOBHIHOCTH
HaYyaJld 3apakaTb CUCTEMBL. DTOT BUPYC HAXOJUJICS B MaMSATU U UHPUIIMPOBAI BCE
ucnojHsiemble (ainsl (.com u .exe) B cucreme. Korga monb3oBaTesnb OTKPHLI
3apa)K€HHBIN (ail, BUpYC yIanuil 3apaKEHHbIN (aiin.

BupycHbIif KO/l BHYTpH 3apa’KeHHBIX (DailioB XO0CTa 4aCTO COCTOUT U3 TPEX
OTIIEJBHBIX YacTeil: MOIyJid OOHapyKEHUs, MOIYJ PEeIUIMKAUUA W TOJIE3HOU
Harpy3ku. Mojtysib 0OHapyKEHUs MTO3BOJISIET BUPYCY OOHAPYKUBAThH (Pailyibl XOCTa,
a MOAYJb PEIUIMKAIMU BBINOJHIET 3apa)K€HUE, KOMUPYsS BEChb BUPYCHBIA KOJ B
daiin xocta. B Ilpunoxenun 4-2 mokazaHo, Kak 3apaXCHHOE MPUIIOKCHUE
BOCIPOM3BOAMUT BUPYC, 3allMChIBasi BECh BUPYC B (pailsl XxocTa.

Hakonen, mosie3Hass Harpy3ka COJIEPXKHUT KOJ JJIg  BBINOJHEHHUS
JIOTIONIHUTEIBHBIX JCUCTBUIA B 3apaXCHHOM CHCTEME MOMHMO OOHApYKEHUS H

perkanuu (aitnoB. KoHkpeTHbIe 1eHCTBYS, BHINOIHIEMbIE MMOJE3HON
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Harpy3Koi, 3aBHCIT OT Ha3HaueHusl Bupyca. [lone3Hpie Harpy3Ku BapbUPYOTCS OT
Oe3BpelHBIX KOIOB, Takux Kak Bupyc Cascade, KOTOpBI W3MEHSI TEKCT,
OTOOpa)kaeMbli Ha DJKpaHax, [0 JECTPYKTHBHBIX KOJOB, TaKMX KaK BHUPYC
Jerusalem, xotopsrii yaanst 3apaxeHablie (aiasl. B Ilpunoxkenuu 4-3 moka3aHbl
CHHMKH dKpaHa Bupyca Cascade, nzmensitoriero tekct B MS-DOS.

CoobmiecTBO 0€30maCHOCTU  pa3liesieT BUPYChl Ha JIBE€ TIpyNNbl B
3aBUCUMOCTH OT TOr'0, KaK BHUPYC 3apakaeT Ipyrue (ailyibl mocie CBOEro 3amycka:
pEe3UJCHTHBIE U Hepe3ueHTHbIE. Hepe3suieHTHbIN BUpyC 3apakaeT Apyrue ¢ailibl
TOJIBKO MPU 3aMycKe 3apaxeHHoro ¢aiina. Pe3uIeHTHBIN BUPYC OTIUYAETCSA TEM,
YTO 3arpy’xaer cedsd B NaMsATh M MPOJAODKAeT paboTaTh MOCTE 3aKPBITHA
3apakeHHOTOo (Qailna.

Pe3uneHTHBIE BHUPYCHI JAENATCS Ha JBE JIONOJHUTEIbHBIE KaTErOpPUU:
OBICTpbIE U MEIJICHHBbIE. Bupychl, 3arpyxeHHble B aMsATh, MOTYT OY€Hb OBICTPO
3apa3uTh MHOrue (hailipl, MOTOMY YTO OHHM MOTYT 3apa3uTh J00OW (Qaitn B
cucreme. Bupychbl, HCIONB3YIOIIUE 3Ty BO3MOXKHOCTb - OBICTPBIE, IOCKOJIBKY
NBITAIOTCS 3apa3UTh KaK MOXHO OoJiblle (pailioB. ITOMY THUITY BUPYCOB HE XBAaTaET
CKPBITHOCTH, a MOTpPEOJIEHUE PECypcoB JelaeT 3apakeHHE OYEBUIHBIM ISt
KEPTBBI.

Y MeIJIEHHBIX BHPYCOB €CTh ONPEIEICHHBIE KPUTEPHUH, IO KOTOPHIM OHHM
3apaxarot apyrue ¢aiibl. J[Ba pacnpoCTpaHEHHBIX KPUTEPUs, UCTIOIb3YEMBbIX AJIS
3apakeHus JApyrux (GaiioB - 3TO KPUTEPUM BPEMEHU (HAmpHUMep, 3apa)kKeHHe
(GaioB TOJBKO B OINpEACICHHbIE JHU) W KPUTEpPUM JOCTyna (Hampumep,
3apakeHHE TOJIbKO CKOMMPOBaHHBIX (haiinoB). MH(pekn, BOZHUKAIOIINE TOJIBKO B
ONPEIENCHHBIX CUTYalUsIX, 3aMEISIIOT CKOPOCTh 3apakeHWs, JeJlas BHUPYC
HE3aMEeTHBIM U 00Jiee TPYIHBIM JUIsi OOHAPYKEHUSI.

YrtoOsl 3anucaTh KOJl B ApYrou (aiisi, BUpychbl 0OBIYHO AO0ABISIOT CBOM KOA
B Hayano uiu KoHer ¢aina. OnHako OoJiee CIOXKHBIE METOAbI TaKXE MOTYT

3aMKMChIBATH KOJI BUpYyCa B MYCTOE WM HEUCIOIb3YEMOE POCTPAHCTBO (paiiia.

60



Bupychl, HMCHONB3yIOMIME 3TH METOMBI, Ha3blBaeMble CaVvity-BHpycamu, MOTYT
N00aBIATh CBOM KOA B (paiis1 XocTa, HE U3MEHSA €ro pa3Mmep.

Kak Tonmpko BHpyC 3amuchiBaeT CBOM koA B (haiij, JODKEH OBITH CIOCO0
3aIlyCTUTh KOJI IIPU OTKPBITUH 3apa)keHHOro (aiina. Eciau Bupyc ¢pokycupyercs Ha
3apaKeHUU UCTIOIHAEMBIX MPOTPaMMHBIX (haiiIoB, OH MOKET U3MEHHUTDH 3ar0JI0BOK
(Touky BXOJa) UCHOJHsEMOro (¢aiiia, yka3aB HadaJlo Koja Bupyca. [Ipyroi meron
3aKJIIOYAeTCs B HW3MEHEHMM JBOWYHOTO KOJAa ucHoiHsemoro (aiima s
BKJIFOUEHUS MHCTPYKLUMH BbI30Ba WM Tepexoja B KoJ Bupyca. HemaHo
OOHapYy)KEHHBI METOJ, HCIIOJIb3yeMbIli BuUpycoM Xpaj.B, 3amenser omny wu3
HOJIpOrpaMM B (ailyie X0cTa CBOUM BHUPYCHBIM KOAOM. XOTSI 3TOT METOJ| MEHEe
HaJIe)KEH W HE TapaHTUpPYeT BHINOJHEHUE KOAA, OH YCIOXKHSIET padboTy
AHTUBUPYCHBIX ITPOyKTOB. 0OHAPYKUThH BUPYC.

Bnusinue BUpycoB Ha CUCTEMBI TPeOYeT peleHus A1l OOHApyKEHUS U
ycTpaHeHUs WHQEKIUd. AHTUBHUPYCHBIE NPOrpAaMMBI TBITAIOTCS OOHAPYKUTh
BUPYCHI IyTeM MOMCKa (DaiiyioB 7151 MOyl OOHAPYKSHHSI, MOAYJIECH PETUTUKAIIN
WJIN TI0JIE3HOM Harpy3Kku. Metoasl 0OHapyKeHHs BKIIOYAIOT B ce0sl ONpe/IeIIEHHbIE
COBMAJIEHUS] IIA0JIOHOB B HWCIONHSIEMBIX WM HBPUCTUYECKUX METOJAaX MAJis
OoOHapy>XKeHUsI BUPYCHON aKTUBHOCTH.

OTH aHTUBHUPYCHBIE MPOTPAMMBI TaKXE MBITAIOTCS BHUICYHTH BUPYCHYIO
UHQEKINI0, YAAIUB KOJ BUPYCa M BOCCTAHOBUB HCXOJHOE cojaepkumoe (aiiia.
AHTUBUpYCHAsi TMporpaMma HE MOXET MPOCTO YIAINUTh 3apakeHHBIA (haiin,
MOCKOJIBKY 3TO MOKET OTPHUIATENIFHO CKa3aThCsl Ha paboTe CUCTEMBbl. AHTUBHUPYC
JOJKeH OOHApyXMBaTh METOJM, HCIONb3YyeMbIii BHPYCOM [JIsl  BBITIOJHEHHUSI
BHUPYCHOTO KOJia B 3apak€HHOM (haiijie, Kak OlMHCcaHO paHee B 3TOM pazzaeine. Kak
TOJILKO aHTHUBUPYC OIpPEAeTseT ATy TeXHUKY, aHTHBHPYCHAsl IporpaMmma JoJIKHA
yIanuTh W3MEHeHus ¢aina, 4ToObl BOCCTAHOBUTH HWCXOnHbIN (aitn. Ecmam

BOCCTaHOBJIEHHE (pailyia MpoIIo YCIEeuHo, BUpycHasi HH(MEKIUS ucyesa.
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Ha nmporsbkeHun MHOrMX JieT pa3padOTYUKU  BHUPYCOB  BHEIPSIIH
mudpoBaHue, MNOMMMOPGHBIE ©U  MeTaMOphUYECKUA KOJ Uil 3alUTh
AHTUBUPYCHBIX MpoaykToB. IlludpoBaHue - 3TO pacHpoOCTpaHEHHBIM METOJ,
UCIIOJIb3YeMbId  aBTOPAMH BHPYCOB, 4YTOOBI IIOMOYb CBOMM BPEIOHOCHBIM
nporpaMMaM  Hu30ekaTh OOHapykXeHHs. 3amupoBbIBas HWHCTPYKIUH, aBTOP
CKpbhIBaeT  (PakTUyecKyl0 (YHKIHMOHAJIBLHOCTH BHpyca H 3aTpyIHSIET
AHTUBUPYCHBIM IIPOrpaMMaM OOHapyKEHUE BUPYCa C IMOMOILBIO COMTOCTABIEHUS C
mada0HOM. 3amu@poBaHHbIE BUPYChl HAYMHAIOTCS C MPOLENyphl pacIuppoBKU
BHUpyCa C TOCIEAYIOIIMM HCIOJHEHUEM pacudpoBaHHOro Bupyca. OOBIYHO
UCIIOJIb3YEMbIN MPOCTON MeTOol MUGPOBAHUS - 3TO MUDp “UCKITIOYAIOMUNA “Uinn’
(XOR). Iudp XOR wucnoassyer kimou u oneparop XOR s mudpoBanus kKoaa
BUpYCa, U TO K€ caMoe€ JJI €ro Jemu@poBaHUs. DTOT JIETKUH MeTona Mmudpyer
BUPYC, HO AaHTUBUPYCHBIE MPOAYKTBl MOTYT OOHapyXMBaTh CYILECTBOBAHHE
npouenypsbl AemudpoBanus. Hanpumep, curHaTypHas aHTUBUPYCHAsi CUTHATYypa
Panda uiet Bupychl ¢ moMorikko nporenypst pacumdpoku XOR.

Uto0b1 n30€XaTh OOHAPYKEHUS MTPOIIETYPhl paciu(PpOBKH, MOSBUIACH
METO/MKa, Ha3biBaeMas mnonumoppusmom. IlonmumopdHbli BHpyC Bce elle
[0JIaraeTcs Ha MpoLenypy AemHPpoBaHUs A paclIM(PpOBKH KOJA; OJHAKO 3TOT
TUIl BUpPYCa MMEET MOJUMOP(HBIM MEXaHU3M B CBOEM KOJE, KOTOPbIA M3MEHSET
nporenypsl mubpoBaHus U aemubpoBaHUs KaKIbI pa3, KOTaa BUPYC 3apakaeT
npyroit ¢aiin. CrnenoBaTenbHO, MOIMMOP(HBIE BUPYChl MEHSIOT CBOM BHEIIHMMA
BUJ MIPU KaXXA0H MH(PEKIIUHU, HO UMEIOT OJJMHAKOBYIO (YHKIIMOHATIBHOCTb.

Hpyroit MeTon, Ha3bpIBaeMbli MeTaMOpP(PU3MOM, TMO3BOJISIET BHUPYCY
W3MEHATh CBOM BHEIIHUW BUJ, YTOOBI M30€kKaTh OOHAPYKEHUS AHTUBUPYCOM.
MeTtamopdHbIe BUPYCHI UCTIONIB3YIOT BCTPOSHHBIN JBUKOK, YTOOBI M3MEHUThH CBOM
KOJ[ TaK kK€, KaK M MOJIMMOP(MHBIA BUPYC; OJAHAKO METaMOPGUUYECKUHA JBHKOK
dakTryecku u3MeHseT Ko Bupyca. Hampumep, Mmexanusm metamoppuzMa MOKET

HCIIOJBb30BATh PAa3HbIC PETUCTPLI B KOJE, I[O6aBJI}ITB HHCTPYKIHUH 0e3 BBINTOJIHCHHUS
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oneparuii (NOP) win u3MeHsATh MOTOK KOJa ¢ TIOMOIIBIO PAa3IMYHBIX HHCTPYKITUN
Nepexo/ia U BbI30Ba. DT U3MEHEHHS M3MEHSIIOT OMHAPHBIN COCTaB BUPYCa MEXKIY
3apaX€HHbIMM  (aillaMy, YTO 3aTpyAHseT OOHAapy)XKEHHE aHTUBUPYCHOMU
MIPOTrPaMMOM.

Bupychbl CymecTBYIOT Y€ HECKOJBKO JECATUICTUH, HO MHOTHE CUUTAIOT
BUPYCHI YCTAPEBIIMMU U 00JIbIlIE HE MPECTABIAIOT Yrpo3bl. [logasmstoiiee ynucio
TPOSIHCKMX TPOTPAMM M YEpBEH, MOPAXKAIOUINX COBPEMEHHBIE CETH, 3aTMEBAIOT
BUPYCHI; OJTHAKO, MHOTHE BHUPYCHl BCE €IIe CYIIECTBYIOT, BKJIIOUAs CIIOKHBIMH,
MHOTO(YHKITHOHAIBHBIA BUpPYC, W3BeCTHBIM Kak Virut. Virut mosisuics B 2006
rogy M mpeBpaTwici B ruOpuaHoe BpeaoHocHoe [1O, obnaparomiee
XapaKTEepUCTHUKAMH TpPOSHOB M BHpycoB. Virut cHauama 3amyckaercss Kak
ABTOHOMHBIA HCTOJHSIEMbIN (aiilsl, MOXOKUH Ha TPOSHCKUM; TeM HE MEHEe, OH
TakKe 3apa)kaeT HCHOJHsIeMble (aiipl, YTOOBI YCTAaHOBUTH IOCTOSHCTBO H
JIOJITOBEYHOCTh WH(DEKITUH.

Virut sBisieTCs pe3UICHTHBIM MOJMMOP(GHBIM BUPYCOM, KOTOPBIN 3apaykacT
JIpyrue HCIoJHAeMble ¢aiinbl B cucteme mpu goctyne. [locnennue BapHaHTHI
BUpYyca 3apasuwin ¢ainsl BeO-cTpanul] ¢ pacmmpennem HTM, PHP wmm ASP,
HamuicaB BCTpoeHHBIM (peiim (IFrame) B daiin. IFrame - 3to snement HTML,
KOTOpPBI BCTpaWBaeT paMKy B OKHO Opayszepa. Otu |Frames mo3BosstoT
37IOYMBIIIUICHHUKAM TIEPEeHAIPaBIIATh MOJIh30BaTeNIel Ha BPEJOHOCHYIO CTPAHUILY
0e3 B3ammojeicTBus. Virut sapaxaer Qaiiasl BeO-CTpaHMIl, HAAEACh 3apa3uTh
JIPYTHUX TOJB30BaTENCH, KOTOPHIE TIOCEIIAIOT BEO-CTPAHUILY C BUPYCOM.

[ToMumo MeTo0B 3apaxkeHus Virut, ero mosesHas Harpyska OTKPBIBAET
YepHBIA XOJ B 3apakCHHOW CUCTEME W TOIKIIoUacTcs K kaHamy Internet Relay
Chat (IRC). IRC-kanain mo3BoJjsieT 3JI0YMbIIIICHHUKY JIaTh KOMAaHy 3apa)KeHHON
CHCTEME 3arpy3uTh HCIONHSIeMble (ailibl, eme Oonee 3apa3uB CUCTEMY. OTH
BO3MOXXHOCTH  TOKa3bIBalOT  OMACHOCTb, KOTOPYIO COBPEMEHHBIE BHUPYCHI

NpEACTABIIAIOT OJIA 3apaKCHHBIX CUCTCM.
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3a mOCJIEIHUE HECKOJIBKO AECATHIETHW TEPMHUH “KOMIIBIOTEPHBIN BUPYC™
pa3BUIICA OT NPUMEHEHHUS K PacIpOCTPAHEHHOMY THIy BPEJOHOCHOTO KoJa C
OCOOBIMH XapaKTEPUCTUKAMH /10 TOYHOTO YHUBEPCAJIBHOTO TEPMHHA JUIS BCEX
TUIIOB BPEJOHOCHBIX MporpaMMm. OcoOEHHOCTHIO, KOTOpas OTJIMYAET HACTOSIIHIMA
BUPYC OT JAPYIMX THUIIOB BPEIOHOCHBIX IMPOrpamM, SBIISIETCS Mapa3HTHAs 4epTa
HE0OXOJAMMOCTH PaCIpOCTPaHEHUs, TIOCKOJIbKY BUPYCHI HE paclpocTpaHsioTcs 0e3
3apakeHus Jpyrux (ainoB. AHTUBHPYCHBIE NPOAYKTHI HINYT B ¢aiiax 3Ty
Napa3sUTUUECKYI0 XapaKTePUCTUKY IJi OOHApYKEHUsI BUPYCOB. DTU MOUCKU HILYT
JBOMYHBIC 3HAYEHUs, U3MEHEHHUs (AISIOB M BHUPYCHBIE MOBEACHUS B (ailnax u
IBITAIOTCA OYUCTUTH 3apa’keHHbIE (ailibl. XO0Td 3TO HE HJCaIbHOE pEIEHUE,
AHTUBUPYCHBIE NPOrpaMMbl OOECIEYMBAIOT HAWIYUIIYIO 3alIUTy CHUCTEM OT

BUPYCHBIX UHEKIIHIA.
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